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Chapter 1

Introduction
Samantha Adams, Nadezhda Purtova and Ronald Leenes

In today’s society, healthcare systems are increasingly under stress: aging populations and rising prevalence of chronic disease, together with budgetary and personnel constraints, are leading to a situation where demands outweigh capacity.
Concurrently, negotiated international political and social agreements such as the
Millennium Development Goals for 2015 (WHO 2000) call for equal access to
affordable, high-quality, and in some cases personalized healthcare services.
Providing high-quality services to more people using less personnel and resources
not only means adapting governance structures and strategies, but also prioritizing
how the available resources for healthcare are used and anticipating future needs
with greater accuracy and conﬁdence.
To this end, individuals are increasingly encouraged to lessen their reliance on
healthcare systems and traditional forms of care by taking up personal technologies
that facilitate better information exchange and enable self-care (Harris et al. 2010).
Since the advent of personal computing in the early 1980s, policy makers have
largely focused on increasing individual use of digital information and communication technologies (ICT) and improving what such technologies can offer to health
systems. The development, implementation and use of networked (and later,
mobile) eHealth solutions has been especially stimulated through policy initiatives
at both the nation-state and international level, as these applications are considered
to be ‘lean’, cheap and capable of offering access to healthcare and lifestyle
management anytime and anywhere. Moreover, such technologies arguably also
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allow medical professionals and the State to (continuously) monitor (and actively
intervene in) individual and population health.
As eHealth technologies increasingly permeate both the healthcare arena and
society at large, surveillance scholars from a number of academic disciplines are
becoming more interested in the consequences of such constant monitoring practices. While social media (e.g. [micro]blogs, video and photo sharing sites and other
public interactive platforms), mobile applications used on touch-screen smart
phones or tablets (including the networked wearables often coupled to these),
ingestible monitors (also called “invisibles”) and ambient intelligent environments
are indeed increasing the scope and scale of behavioral and health-related monitoring possibilities, it is also important to realize that surveillance—or at any rate,
observation—has always been an integral part of medical practice that is intricately
intertwined with an array of technologies that facilitate knowledge development
about health, illness and the body (Foucault 1973).
Modern society has in many ways beneﬁtted from developments in the ﬁeld of
Public Health since the 18th Century. For example, the emergence of informatics in
relation to public health has been instrumental in preventing communicable diseases; physicians and researchers have long conducted pen-and-paper exercises
(statistics, visualization tactics) based on recorded observational data in order to
trace (and halt) the spread of disease and sought correlations that might also lead to
the identiﬁcation of the cause of that spread, etc. But at the same time, the
development of this type of knowledge through newer technologies, such as ICT,
has facilitated a shift in the moment in which the State is able to intervene in its
citizens’ lives. That is, public health promotion activities move such intervention to
increasingly earlier points in time. Rather than only taking a reactive approach and
intervening after an illness spreads in order to contain the spread and cure the ill,
there are also pre-emptive vaccination programs and preventive containment
strategies for certain types of disease. Indeed, the promises of the most recent
generations of information technologies increasingly suggest the “beneﬁt” of
(medical) intervention long before a disease or condition presents at all.
Medical computing developed concurrently with advances in computing more
generally, leading from pen-and-paper exercises to advanced (automated) informatics practices (Lombardo and Buckeridge 2007). Moreover, development of the
ﬁrst telehealth technologies, followed by ﬁrst and second generation web technologies (which is what is currently primarily meant by eHealth) and most recently,
mobile applications that can be used for health-related purposes (also referred to as
mHealth), has enabled medical practice to bridge issues of time and distance in the
monitoring, diagnosis and treatment of disease. With each generation of technology
there is an increase in scale of these practices: more data is being gathered more
frequently about more people. There is also an increase in pace: whereas in the past,
informatics relied on analysis after the fact of patient data, much of the data currently being collected is gleaned in real-time (from both patients and healthy citizens alike) and can be analyzed, interpreted and acted upon almost immediately.
The ability of public health authorities to predict flu outbreaks based on Google
searches and Twitter patterns (rather than conﬁrming after the fact based on a
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review of medical records) is one of the most notable examples of such a shift
(Adams 2016).
As such, the increased use of these technologies contributes to the increased
perception that individuals and groups are perpetually ‘under observation’, especially in relation to their personal health and well-being. While this is not necessarily a negative development in the interest of public health, it does lead to a
number of ethical, legal and social issues that are often overshadowed by the many
promises that these various technologies seem to offer. Critical reflection on these
ongoing developments is necessary and the chapters contained in the three parts of
this volume attempt to unpack the synergies, beneﬁts and trade-offs of developments in eHealth and related changes in surveillance structures and practices.
In Part I, which examines the uneasy relationship between personal health and
autonomy, Maartje Niezen examines the role of the design principle ‘unobtrusiveness’ in the development of mHealth applications that monitor, coach, diagnose
or otherwise collect data about the user. This moves the discussion of surveillant
technologies beyond those moved speciﬁcally in medical settings to include e.g.
more lifestyle-oriented uses. While unobtrusiveness of such devices seems desirable
from a users’ acceptance and design perspective, mHealth applications that are
designed to be unobtrusive carry social and ethical implications. Niezen argues that
developers and designers of mHealth services should be aware of these implications
and (intended) users should be informed about the trade-off they make between
unobtrusive monitoring or coaching via mHealth and potential infringement of
privacy, loss of autonomy and will-power.
Anna Slomovic’s summary of the privacy, autonomy and ethical issues raised by
employer-sponsored wellness programs in the United States emphasizes the
increasing use of various types of technologies for collecting data on individuals’
health and shaping participant behavior. After providing some background on
wellness programs, the paper looks at the types of personal information collected in
these programs through health risks assessments, biometric screenings and,
increasingly, wearable ﬁtness trackers and mobile apps, Slomovic examines how
this personal information is combined with public data and healthcare data, as well
as how it is used to monitor and influence program participants. Her analysis also
examines the legal protections available to employees in areas of informational
privacy, physical integrity, and decisional autonomy.
The ﬁnal chapter of this part is Job Rimmelzwaan’s report on user experiences
with self-tracking technology in the workplace, which raises complementary
themes to those outlined in the previous two chapters. The workplace that
Rimmelzwaan examines is a Dutch small-to-medium ICT consulting company,
which initiated use of a wearable device to promote health behaviors among its
employees. All employees of the company agreed to use the device for an undetermined period of time. Prior to the start of the project, participants made social
agreements regarding sharing personal data in the workplace; most employees felt
this was acceptable as long as both the employer and their fellow colleagues were
discrete about the data and what it revealed. Although the participants in this project
were initially enthusiastic about this new ‘gadget’ for tracking their personal health
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behaviors, they later indicated that the device alone was insufﬁcient to sustain
motivation and behavioral change over a longer period of time. As the project
progressed, they also became increasingly concerned about their privacy, as they
realized not only how much data could reveal about their personal lives, but also
that this revealing data belonged to (and could therefore possibly be further used
by) the technology provider.
Part II examines the relationship between surveillance and risk assessments.
Clara Berridge furthers reflection of surveillance in medical settings by discussing
the use of passive monitoring systems in home healthcare. Berridge examines the
speciﬁc techniques that social workers employ to urge older adults to adopt the
QuietCare sensor-based passive monitoring system that monitors movements in
residents’ apartments. Her study reveals a variety of techniques that frontline staff
members use to navigate the task of encouraging reluctant independent living
residents to subject themselves to continuous sensor-based monitoring by
employing a variety of techniques. She also shows the conflict that these workers
feel between values of independence and risk management.
Bethany Hipple Walters draws on post-panoptic theories of surveillance to
explore how (networked) electronic medical records (EMR), which are increasingly
used in healthcare settings, are set up both to be watched and facilitate watching.
She also explores how the duties of watching are shared by multiple actors and the
concomitant roles that privacy and security played in the use of (networked)
electronic medical records. Walters outlines the various forms of watching of and in
the electronic medical records, including lateral watching (coveillance),
self-surveillance, dataveillance and watching from below (sousveillance) and
argues that these forms of watching steered the behavior of project leaders, clinicians, and patients.
Karolina La Fors-Owczynik takes a legal turn with her analysis of proposed data
protection legislation in relation to current practices of proﬁling children and creating individualized risk assessments in the Netherlands. To illustrate the problems
raised by such proﬁling, La Fors-Owczynik considers the professional use of three
proﬁling registries; although these registries are meant to prevent problems and
serve the ‘best interests’ of children and society, their use causes new risks,
including the possibility for erroneous criminal prognosis, stigmatization, and
discrimination. She argues that the proposed data protection regime is not equipped
to keep in check the use of these technologies by public authorities and healthcare
providers and hence it is necessary to reframe the data protection regime to better
protect the best interest of the child.
Tjerk Timan’s discussion of the development and introduction of the bodycamera as a new surveillance device in Dutch nightlife districts between 2009 and
2012 concludes Part II. As part of a larger research project about surveillance in
urban nightscapes, Timan aims to understand how the bodycamera came to being in
this speciﬁc context and how it is being used in police practices. This chapter not
only retraces the development steps of the bodycamera, but also attends to use
practices, wherein design and political choices made in earlier stages create
ambiguity. Drawing on Akrich’s (1992) concept of script, Timan shows how the
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policy purposes for this camera ‘inscribed’ the design process and how the design
process in turn ‘inscribed’ users. It does so by showing how processes of inscription
by different actors at various stages of the development and test phase of the
bodycamera can lead to function creep, yet extends such analysis of function creep
in an ex-post manner, in order to open up this concept to a more complex and
nuanced analysis.
Part III revisits key concepts in the interplay between surveillance theory and
notions of health. Samantha Adams provides a more general theoretical discussion
on the role of digital technologies in health surveillance practices by revisiting the
arguments made by the French philosopher Michel Foucault regarding the social
role of ‘the clinic’ and the ‘medical gaze’. Whereas references to Foucault in digital
health studies largely focus on his surveillance theories, Adams argues that it is
important to consider Foucault’s older work on the relationship between forms of
knowledge and the spatial reorganization of the hospital ﬁeld (Foucault 1973).
Rather than asking traditional questions regarding how new technologies increase
surveillance practices and extend the medical gaze, she reverses the perspective and
questions how changing structures for gazing (surveillance) also change our perspective of what (and where) the clinic is. The paper approaches this not as a
practical question to be answered empirically, but as a theoretical puzzle that should
also be considered in current scholarship on the relationship between digital health
technologies and health.
Nadezhda Purtova’s contribution rounds off this section and provides a ﬁtting
conclusion to the entire volume. Her chapter frames the issue of use of personal
(health) data in terms of the commons, understood as a resource shared by a group
of appropriators and therefore subject to social dilemmas. The Chapter demonstrates how the commons analytical and normative framework can be applied in the
context of personal (health) data, ﬁrst, to articulate the dilemmas of personal
(health) data use in terms of sustainability of the data practices and in terms of
exclusion of the public from the data and the beneﬁts of data analysis; second, the
analysis starts with a critical observation that the language and rhetoric of the
commons are mostly used only to advocate for data sharing. No explicit attention is
paid to the other side of the commons phenomenon, namely, the various social
dilemmas of governance and use that go hand in hand with a group of people
sharing a resource. According to Purtova, although the social dilemmas identiﬁed
with more ‘traditional commons’ (e.g. natural resources) are not directly and fully
transferrable to the context of personal (health) data, the notions of the commons
developed in this traditional commons literature are useful as the ‘mental furniture’
of the analysis. That is, this framework helps in conceptualizing the problem of
personal (health) data sharing in a systematic and theoretically-embedded manner.
Purtova further argues that we need to become conscious of and account for the
social dilemmas of the personal (health) data commons to avoid possible harms of
pervasive data sharing and analytics. She concludes that the uncontrolled
exploitation of the data commons will ultimately result in a number of the commons
problems, and elaborates on two problems in particular: disempowerment of the
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individual vis-à-vis the Information Industry, and the enclosure of data by a few
Information Industry actors.
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Part I

Personal Health and Autonomy:
An Uneasy Relationship

Chapter 2

Unobtrusiveness in mHealth Design
and Use: A Systematic Literature Study
Maartje G.H. Niezen

Abstract mHealth still is an emerging and rapidly developing ﬁeld of study.
mHealth promises to increase access to care at lower costs and with greater
acceptance. The increased acceptance of mHealth is often related to the diminished
obtrusiveness of the device monitoring, coaching, diagnosing, and/or collecting
data of its user. However, such ‘unobtrusiveness’ not only has gains, but might also
come at a cost. This paper focuses on how obtrusiveness currently plays a role in
the design and use of mHealth, and what social and ethical implications are associated with this role. To gain such understanding a literature review of PubMed and
Web of Science was performed. Discourse analysis is used to study the identiﬁed
themes in the review and the introduction of unobtrusiveness in mHealth. This
analysis demonstrates a tension between the modernist discourse and the humanist
discourse, since both discourses articulate obtrusiveness in a different way. While
unobtrusiveness seems desirable from a users’ acceptance and design perspective,
mHealth that is designed to be unobtrusive does have reported social and ethical
implications. The developers and designers of future mHealth services should be
aware of these implications. Users should be informed about the trade-off they
make between unobtrusive monitoring or coaching via mHealth and potential
infringement of privacy, loss of autonomy and will-power.

2.1

Introduction

Mobile health (mHealth) is a continuous emerging and rapidly developing ﬁeld of
study. Especially developments in smartphone technologies are pushing mHealth
applications and services. Despite little availability of reliable information regarding
the clinical or economic performance, mHealth promises to increase access to
care at lower costs and with greater acceptance (Malvey and Slovensky 2014).
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The increased acceptance of mHealth is often related to the diminished obtrusiveness of the device monitoring, coaching, diagnosing, and/or collecting data of
its user (MovingLife 2012). Apparently, the notion of unobtrusiveness has
expanded from the ﬁeld of home telehealth and ambient assistive living (AAL) to
the sphere of the design and development of mHealth applications. The introduction
of the unobtrusiveness notion in this new context, with increased focus on portability and mobility, might lead to new issues of acceptance and cause ethical
tensions. Especially since what this notion of ‘unobtrusiveness’ entails and what
implications it might have often remains ambiguous. This paper aims to explore the
notion of obtrusiveness and the role it currently plays in the design and development of mHealth, speciﬁcally what social and ethical implications are associated
with unobtrusiveness of mHealth.
mHealth is an important sub-segment of the ﬁeld of electronic health (eHealth).
In this paper the deﬁnition of mHealth by the WHO, recently supported in the green
paper by the EU on mHealth, is used (WHO 2011). mHealth is deﬁned as “medical
and public health practice supported by mobile devices, such as mobile phones,
patient monitoring devices, personal digital assistants (PDAs), and other wireless
devices” (WHO 2011, p. 6). “m-health comprises a diverse range of devices from
self-tracking devices (sensors and mobile apps) for healthy people who want to be
aware of their eating, sleeping, exercising patterns as well as their vital signs
(heartbeat, blood pressure, etc.) to tools for patients with chronic conditions (diabetes, COPD, asthma, etc.) to help them manage their health” (Lucivero and
Prainsack 2015, 4). Essential characteristics of the m (mobility) in mHealth are: the
use of portable devices (portability), with the capability to create, store, retrieve,
and transmit data via mobile communications (mobile connectivity), and no limitations in terms of places (ubiquity) (Malvey and Slovensky 2014; MovingLife
2012).
The integration of a telecommunication device and computing device into one,
user friendly, system, the smartphone, has been perceived as a beneﬁcial step in
changing the way we work, play and receive healthcare (Malvey and Slovensky
2014). Health apps are available on overabundance via Google Play and the iTunes
Store. Currently over 32,000 medical apps and over 51,000 Health and Fitness apps
are available via the Apple US app store (June 2015). As mobile phones are
relatively inexpensive, easy to use, and widely available they entail the promise of
low cost through effective provision of healthcare services. Subsequently, the
mobile phone has become an important connection to healthcare that, in general, is
perceived as not obtrusive or not inconvenient.
Thus far, the concept of unobtrusiveness and related variations, like
non-intrusiveness and non-obtrusiveness, are often used in the home telehealth and
AAL literature as criteria for such technologies to be successfully implemented
(Kaye et al. 2011; Nefti et al. 2010). For example, Fisk (1997), though not
explicitly deﬁning obtrusiveness, describes several aspects that determine the extent
of intrusiveness of telecare: prior experience, the attitude of others, manner of
promotion, presence of equipment, control, extent of interaction and compensatory
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effects all together determine the extent of intrusiveness of a device and therefore
play an important role in the acceptance of technology (Fisk 1997).
Recently the notion of unobtrusiveness also entered the sphere of the design and
development of mHealth applications, and speciﬁcally automated coaching programs. “Coaching solutions collect a wealth of information about their coachees. In
particular, unobtrusive, longitudinal monitoring can give rise to all kinds of
acceptance issues and ethical concerns” (STW et al. 2013). Similarly, Kool et al.
(2014) wonder “to what extent sensors may get on or under our skin?” (Kool et al.
2014, 35, translation MN). In addition, they claim, that “e-coaching can be a
powerful tool to support people in realizing a healthy lifestyle. However, using
sensors, smart algorithms and feedback also makes an extensive intrusion on
autonomy and privacy possible” (Kool et al. 2014, 14, translation MN).
However, what is meant with this diminished obtrusiveness remains ambiguous
at the least. According to the Oxford Dictionary ‘obtrusive’ means “noticeable or
prominent in an unwelcome or intrusive way” and ‘unobtrusive’ means “not conspicuous or attracting attention”. The FreeDictionary describes obtrusive as ‘too
noticeable’ and unobtrusive as ‘not undesirably noticeable or blatant; inconspicuous’. Subsequently, obtrusiveness and unobtrusiveness are the quality or state of
being obtrusive and unobtrusive respectively. Their origin lies in the Latin verb
‘obtrūdere’, from ob- against + trūdere to push forward. While unobtrusiveness is
not per deﬁnition the same as ‘not being obtrusive’, in general the notions can be
perceived as being symmetrical. When describing why something is unobtrusive,
one simultaneously describes why other artefacts are obtrusive. The description of
unobtrusiveness thus challenges and makes possible the description of obtrusiveness. In other words, the two notions, unobtrusiveness and obtrusiveness, are in
cohesion with one another. Hence, when discussing one of the two notions in the
following sections, automatically the other notion is simultaneously challenged and
made possible.
The inherent characteristics of mHealth, portability, mobile connectivity and
ubiquity likely provide a new perspective on what obtrusiveness entails and subsequently what the social and ethical implications of unobtrusive mHealth design
and use might be. This is backed up by Hensel et al. (2006) underlying assumption
of the unobtrusiveness model that users’ perception of obtrusiveness is assessed in
the context of their personal home space, and that a different psychological dynamic
likely operates in other spaces such as hospital rooms. With mHealth this personal
space becomes even bigger as its use extends from the traditional boundaries of the
clinic or the home to (more) public spaces like Internet platforms (Eysenbach and
Till 2001).
This paper explores the notion of unobtrusiveness as described in mHealth
design and use by conducting a literature review of PubMed and Web of Science.
This exploration contributes to the debate to what extent the mobile character of
mHealth redeﬁnes or leads to new social and ethical implications (Lupton 2012,
2013b; Kaplan and Litewka 2008) and potentially to the debate on user acceptance
of mHealth (Hwabamungu and Williams 2010; Vogel et al. 2013). Discourse
analysis is used to gain an understanding of the relation between the themes
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identiﬁed in the literature review. The questions addressed in this review are:
(a) What deﬁnitions of unobtrusiveness can be observed in the design and use of
mHealth applications and services? and (b) What social and ethical aspects are
related to the unobtrusive design and use of mHealth?
In the following section the method of the literature review is described. In the
results section the different deﬁnitions of obtrusiveness, its common characteristics
and implications are described. The analysis makes use of discourse analysis to
reflect upon the studies’ ﬁndings and entails a critical perspective on what these
ﬁndings mean for the current mHealth development, design and use. The paper
concludes with an overview of the main lessons learned.

2.2

Method

The search included English-language articles only that were published between
January 2000 and December 2014, using the PubMed and Web of Science databases. PubMed and Web of Science predominantly focus on social scientiﬁc
research outputs, which is in line with the aim of this paper to focus on ethical and
social implications of unobtrusiveness. Literature on mHealth goes back to the early
2000s, hence the chosen timeframe (Istepanian et al. 2004). The key words included
in our search are:
a. M-health OR mobile health OR mHealth
b. Obtrusiveness OR intrusiveness OR non-obtrusiveness OR non-intrusiveness
OR unobtrusiveness.
Search: a AND b
The focus speciﬁcally lies on the narrow scope of obtrusiveness/intrusiveness
since this paper builds upon earlier work in telecare and AAL on the same notions,
extending it to the ﬁeld of mHealth. This search identiﬁed 20 papers (PubMed: 10
and Web of Science: 10), of which 3 were duplicates, leaving 17 papers for further
review. All 17 papers were read, and subsequently two more papers were excluded
(Catic et al. 2014; Svanberg 2008) as the papers did not discuss obtrusiveness/
intrusiveness in relation to technology development or use. Seven papers did not
discuss obtrusiveness in relation to mHealth, but in relation to telehealth and
telecare (Hensel et al. 2006; Courtney et al. 2007; Demiris 2009; Zwijsen et al.
2011; Sorell and Draper 2012; Haga et al. 2013; Bruce 2012). Though intrinsically
linked telecare, or telehealth, is a more inclusive category than mHealth as the
former refers to “the use of information exchanged from one site to another via
electronic communications to monitor, maintain, or improve an individual’s health
status” (Malvey and Slovensky 2014, 21) and the latter speciﬁcally focuses on
similar information exchange (technologies) but with the additional characteristics
of being portable, using mobile connectivity and deemed ubiquitous. Since the
exclusion of the telecare papers would considerably lower the number of papers for
review and mean a signiﬁcant loss in information about various obtrusiveness
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deﬁnitions and usages, the papers remained in the review. However, the ﬁndings of
these papers were critically assessed to what extent they ﬁt a mHealth setting
making use of the inherent characteristics of mHealth: portability, mobile connectivity and ubiquity.
An inductive approach was used to identify all recurrent descriptions of (un)
obtrusiveness and related social and ethical aspects by open coding (individual text
line) and subsequently axial coding (clustering of ideas and themes) the 15
remaining studies. Based upon the coding process the following thematic themes
were identiﬁed:
• Deﬁning unobtrusiveness and obtrusiveness:
– Users’ perceptions on obtrusiveness; undesirable prominent technologies
– Design and development perspectives on obtrusiveness; technology
acceptance
• Common obtrusiveness characteristics:
– Disruption of daily routines
– Discomfort
– Loss of Usability and Functionality
• Implications of unobtrusiveness:
– Impingements on privacy
– Stigmatisation
– Loss of autonomy
• Diminishing obtrusiveness.

2.3

Results

This section entails a description of the identiﬁed themes preceded by a short
description of the type of studies included. The ﬁfteen studies included in the review
were published between 2005 and 2014. Three papers included literature reviews
(Hensel et al. 2006; Bott et al. 2007; Zwijsen et al. 2011), seven studies are based
upon empirical research (e.g. questionnaires, interviews, focus groups, pilots)
(Courtney et al. 2007; Demiris 2009; Jia et al. 2013; Lee et al. 2013; Rhee et al.
2014; Goudar and Potkonjak 2013; Haga et al. 2013), and ﬁve are categorized as
desk research (Cocosila and Archer 2005; Sorell and Draper 2012; Lim et al. 2014;
Bruce 2012; Matic et al. 2013). Most studies focused upon assistive technologies,
particularly in home/elderly care (Hensel et al. 2006; Bott et al. 2007; Courtney et al.
2007; Demiris 2009; Zwijsen et al. 2011; Sorell and Draper 2012; Jia et al. 2013;
Bruce 2012) two studies focused upon chronic illness (Cocosila and Archer 2005;
Rhee et al. 2014), one on health promotion (Lim et al. 2014) and one on social
interaction (Matic et al. 2013).
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The four main themes identiﬁed focus on: (a) the different deﬁnitions of obtrusiveness and unobtrusiveness in use, (b) the common characteristics of obtrusiveness, (c) the commonly reported implications of unobtrusiveness in mHealth
and (d) the different proposals on how to deal with obtrusiveness. Based upon the
deﬁnition of obtrusiveness used it becomes possible to deﬁne two dominant perspectives on its use (a). Nevertheless, this does not necessarily lead to different
characteristics attributed to obtrusiveness (b), yet does result in more or less
attention for other implications of unobtrusiveness in mHealth than user acceptance
(c). Apparently the main focus of most studies is to diminish obtrusiveness and offer
suggestions or solutions accordingly (d).

2.3.1

Deﬁning Obtrusiveness and Unobtrusiveness

Exploring the different deﬁnitions of unobtrusiveness and obtrusiveness in use, two
main categories could be deﬁned. Each category entails a speciﬁc perspective or
perception of what obtrusiveness entails, namely the users’ perception and the
designers’ perspective, each indicating different deﬁnitions or uses of unobtrusiveness, obtrusiveness and intrusiveness.
Users’ perceptions on obtrusiveness and undesirable prominent technologies
The literature review performed by Hensel et al. (2006) particularly stands out as it
speciﬁcally focuses upon obtrusiveness in telecare (Hensel et al. 2006). Hensel et al.
(2006) describe that in health(care) related studies the notion ‘obtrusiveness’ is
rarely deﬁned. Hence, Hensel et al. make use of the dictionary deﬁnition of
obtrusive: undesirable prominent or noticeable. Subsequently, they deﬁne the
notion of obtrusiveness in home telehealth technology as: “a summary evaluation
by the user based on characteristics or effects associated with the technology that
are perceived as undesirable and physically and/or psychologically prominent”
(Hensel et al. 2006, 430). In addition, they claim that obtrusive is either physical
(technologies that are undesirably prominent in a physical manner) or psychological
(technologies that are undesirably prominent in a psychological manner). Based
upon a literature review they deﬁne a conceptual framework of obtrusiveness that
entails eight different dimensions of users’ perception of obtrusiveness within the
telecare setting: the physical, usability, privacy, function, human interaction,
self-concept, routine, and sustainability dimension.
In total four out of the 15 studies refer to Hensel et al.’s conceptual framework of
obtrusiveness (Courtney et al. 2007; Demiris 2009; Zwijsen et al. 2011; Bruce
2012). Courtney et al. (2007) have validated the model in a secondary analysis that
applied the model within telehealth and smart homes setting. Demiris (2009)
focuses on the privacy dimension of obtrusiveness. Bruce (2012) makes use of four
out of the eight obtrusiveness dimensions in order to develop a model that should be
used when evaluating and deciding upon in-home use of motion sensor-based
monitoring technologies. Bruce (2012) refers to Hensel et al.’s deﬁnition and
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framework of obtrusiveness in order to be able to evaluate motion sensor–based
monitoring technologies. According to Bruce (2012) the obtrusiveness of a device
should be no greater than is necessary to account for the needs of the user. An
assistive technology that is not narrowly tailored to the needs of the individual may
be considered excessively obtrusive, burdensome, and perhaps inappropriate. Bruce
translates obtrusiveness into technological features that include: (a) removability
(b) override settings that allow users to opt out of the monitoring, (c) customization
for individual preferences, and (d) minimal intrusiveness.
In contrast, Zwijsen et al. (2011) criticize Hensel et al.’s framework for being too
broadly formulated. They argue that Hensel et al. have tried to capture all (ethical)
considerations related to assistive technology’s use under one umbrella term. As a
consequence, the framework might facilitate the unintended usage of ‘unobtrusiveness’ as a hurdle to be taken in the design and development phase of a technology, instead of a discussion what a good assistive technology should look like
(including all advantages and disadvantages of notions like privacy, stigmatisation
and autonomy).
Design and development perspectives on obtrusiveness; technology acceptance
Six studies deﬁne obtrusiveness as a variable that shapes users’ acceptance of any
eHealth technology (Bott et al. 2007; Rhee et al. 2014; Lim et al. 2014; Lee et al.
2013; Haga et al. 2013). Obtrusiveness or intrusiveness is mainly perceived as the
negative characteristics of assistive devices or technologies and subsequently
unobtrusiveness is mentioned as a criterion for the successful implementation of
technology. Bott et al. (2007) for example, sees unobtrusiveness as a challenge in
information flows between sensor systems that need to be accepted by the patients.
Rhee et al. (2014) have researched the acceptability of an automated device for
asthma monitoring aiming for minimal intrusiveness and maximum accuracy. In
order to investigate acceptability, the authors made use of a survey that entails
question about usefulness, user-friendliness, convenience, and social acceptableness. Implicitly this means that the acceptance, and its related factors, of a mHealth
device increases when obtrusiveness decreases. According to Lee et al. (2013),
intrusiveness is related to psychological reactance, an important factor that may
explain individuals’ tendency not to adopt new (mobile) services. Intrusiveness
activates psychological reactance and leads to resistance to technology adoption. Lee
et al. (2013) refer to intrusiveness as deﬁned by Edwards et al. (2002) as ‘‘a psychological consequence that occurs when an audience member’s cognitive processes
are interrupted’’ (p. 86). In other words, the perceived intrusiveness relates to why
and how individuals adopt or resist in this case mobile-based text alert SMS systems.
In order to study the perceived intrusiveness Lee et al. (2013) asked participants
to rate how likely they would feel irritated, disturbed, intruded upon and distracted.
A technology is thus perceived intrusive when feelings of irritation, disturbance,
intrusion and distraction arise. Because of the pushy, irritating and invasive nature
of the technology, its actual adoption is hindered both directly by decreasing
motivation for adoption and indirectly via the stimulation of an unfavourable and
negative attitude toward the use of the technology. Haga et al. (2013) do not deﬁne
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obtrusiveness, but claim its value in relation to the acceptance of an
automated/unguided internet-based self-help intervention called ‘Mamma Mia’ that
aims to reduce postpartum depression and enhance subjective well-being. To
examine user acceptance and perceptions of end-users a survey was developed that
assessed perceived usefulness, ease-of-use, credibility and unobtrusiveness (Haga
et al. 2013). Unfortunately, Lim et al. (2014) merely conﬁne to the following
statement without further explication “[…] the major beneﬁt of text messaging
interventions is their ability to reach people in a non-intrusive way, […]” as a
positive characteristic of mobile text messages.

2.3.2

Common Characteristics of Obtrusiveness

While the two different perspectives or perceptions, users versus designers, indicate
different deﬁnitions of obtrusiveness, this distinction does not sufﬁciently explain
what common themes can be identiﬁed in relation to obtrusiveness’ deﬁnition.
Furthermore, ﬁve papers do not even relate obtrusiveness to either Hensel et al.’s
framework or the notion of acceptance (Cocosila and Archer 2005; Sorell and
Draper 2012; Jia et al. 2013; Matic et al. 2013; Goudar and Potkomjak 2013).
However, most studies do discuss unobtrusiveness whether perceived as a criterion
for technology acceptance or a dimension affecting users’ feelings and attitudes
towards a device or application, in relation to (a) its disruption of daily routines,
(b) comfortability and (c) usability and functionality.
Disruption of daily routines
Obtrusiveness as a disruption of daily routines is mentioned in ten articles (Cocosila
and Archer 2005; Hensel et al. 2006; Courtney et al. 2007; Demiris 2009; Jia et al.
2013; Rhee et al. 2014; Lim et al. 2014; Lee et al. 2013; Goudar and Potkomjak
2013; Haga et al. 2013). Hensel et al. call this the ‘routine dimension’ as the use of
new technologies may affect users’ daily routines and might require the acquisition
of new routines. For example, unobtrusiveness is perceived to measure ‘whether
users have the opportunity to use Mamma Mia seamlessly as part of their daily
routines’ (Haga et al. 2013). Similarly, Jia et al. (2013) argue that in order to
decrease the measuring impact the interaction with the system should be integrated
into user’s daily activity. Moreover, Cocosila and Archer (2005) argue that due to
mobile solutions diminished efforts are needed by patients to comply with disease
monitoring and treatment and subsequently reduce the intrusion in their activities.
However, how to measure, provide feedback, collect data, etc. in a way that does
not disrupt a user’s daily routines is not always clearly deﬁned. Two aspects,
though, are commonly understood to minimize the disruption of daily routines. The
technologies need to be comfortable and should be easy to use, as well as function
properly.
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Discomfort
Obtrusiveness as a discomfort is mentioned in nine articles (Cocosila and Archer
2005; Hensel et al. 2006; Bott et al. 2007; Courtney et al. 2007; Demiris 2009; Jia
et al. 2013; Rhee et al. 2014; Matic et al. 2013; Bruce 2012). Hensel et al. (2006)
have named this the ‘physical dimension’ as it captures the physical aspects of a
technology. However, most studies seem to explicitly refer to comfortability of a
technology. According to Bott et al. (2007) miniaturization and wireless data
transfer are key concepts in the unobtrusiveness, hence acceptance of technologies
like sensors. It is of importance to keep “installation, conﬁguration and use of these
sensors as simple and comfortable as possible” (Bott et al. 2007, 481). In accordance, Jia et al. claim that “the attachments on users, for instance, measuring
electrodes, should be minimized” (Jia et al. 2013, 1750). In this respect, mHealth, is
deemed to offer excellent opportunities to minimize physical discomfort as “they
are always with the user and allow real-time exchange of information in a personalised and unobtrusive manner” (Cocosila and Archer 2005, 1483). However,
participants related comfort not only to the comfortable wearing of a mobile device,
but also to its aesthetics. Rhee et al. (2014) discovered in their interviews that the
mobile devices should be both comfortable and cool.
Usability and functionality
Usability and functionality as characteristics of obtrusive technologies are mentioned in seven articles (Cocosila and Archer 2005; Hensel et al. 2006; Courtney
et al. 2007; Jia et al. 2013; Rhee et al. 2014; Matic et al. 2013; Goudar and
Potkomjak 2013). While Hensel et al. (2006) perceive the usability and functionality as two separate dimensions of obtrusiveness, the reviewed studies that do not
refer to their framework do not make such a clear distinction. In fact, what is meant
with usability and functionality is often only briefly referred too. Although Goudar
and Potkomjak relate obtrusiveness to usability “body area sensor networks
usability is stymied by their intrusiveness and lifetime issues” (Goudar and
Potkonjak 2013, 86), what this usability entails remains rather vague. Similarly, Jia
et al. (2013) claim that technologies should be integrated in similar infrastructures,
with existing home devices that users are familiar with. Functionality of a technology is also deemed important and subsequently the technologies should be
reliable and not affect the users’ interaction with the device due to temporary loss of
connectivity (Cocosila and Archer 2005).

2.3.3

Implications of Unobtrusiveness

This section focuses on the reported implications of unobtrusiveness in mHealth
and telehealth. Obviously, the distinction between inherent characteristics of
obtrusive technologies and their effects or implications often is and cannot be
clearly made. Nevertheless, similar social and/or ethical implications of unobtrusive
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mHealth are mentioned in four out of the eight mHealth studies, and in six out of
the seven studies on telehealth.
Stigmatisation
Six studies report on stigmatisation as potential implication of obtrusive
mHealth/assistive technologies (Hensel et al. 2006; Courtney et al. 2007; Demiris
2009; Zwijsen et al. 2011; Sorell and Draper 2012; Rhee et al. 2014). The user’s
perceived obtrusiveness of mHealth can be related to the visible wearing of
mHealth devices. Users are worried that the devices’ visibility potentially leads to
their stigmatisation, i.e. being labelled as someone who is ‘not normal’ (Zwijsen
et al. 2011; Sorell and Draper 2012). In other words, conspicuous location-tracking
tags may be stigmatising to those who wear them. For example, Rhee et al. (2014)
report how “[t]he popular nature of the iPod among teens could make the device
inconspicuous, should it be used for symptom monitoring in social settings. […]
Adolescents [often] feel uncomfortable or embarrassed about their asthma, and are
reluctant to take their asthma medication in the presence of their friends. Therefore,
using an inconspicuous platform such as the iPod was essential for the device to be
accepted and utilized by adolescent users as intended” (Rhee et al. 2014). Other
assistive (not always mobile) technologies were reported to provide labelling
elderly people as “in need of special assistance” (Demiris 2009, 4312).
Loss of autonomy
The loss of autonomy is referred to by ﬁve different studies (Cocosila and Archer
2005; Hensel et al. 2006; Courtney et al. 2007; Zwijsen et al. 2011; Sorell and
Draper 2012). The Hensel framework implicitly refers to autonomy in its
self-concept dimension, where obtrusive technologies are perceived as symbols of
loss of independence (Hensel et al. 2006; Courtney et al. 2007). Zwijsen et al.
(2011) give considerable attention to the relation of independence and autonomy in
telecare, though not directly related to obtrusive technologies but to the nature of
eHealth in general.
Autonomy, in terms of one being self-sufﬁcient and independent is a norm that
most often is inscribed in telecare technologies. However, this inscription of
autonomy does not adequately address the often asymmetrical relationship in the
healthcare domain, especially with respect to frail elderly people (Zwijsen et al.
2011). Sorell and Draper (2012) explore why independence and competence are
important aspects in relation to intrusive technologies like telecare. In their discussion of the relative intrusiveness of telecare, Sorell and Draper argue that “[a]n
independent-competent person who falls often without serious ill effects, but who
dislikes the idea of being monitored and therefore refuses a fall detector, probably
ought to be accommodated in his/her refusal on grounds of respect for autonomy”
(Sorell and Draper 2012, 39).
Not only a user’s (in)dependence is related to autonomy and obtrusive technologies, but also the automation of users’ behaviour via these technologies is considered of importance. Cocosila and Archer (2005) argue that negative implications
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of mHealth, affecting users’ autonomy, might be “that patients would tend to become
automated machines, not aware of what is happening in the healing process, thus
negatively affecting the behavioural side of treatment adherence” (Cocosila and
Archer 2005, 149). The automated behaviour stimulated by many mHealth devices
thus might not only positively affect treatment adherence, but diminish the will-power
and awareness of its users too.
Privacy
An important implication or effect of (less) obtrusive telecare or mHealth is the
invasion of the private space. The implications of unobtrusiveness for privacy are
discussed in eight papers. Hensel et al. (2006) describe that information privacy
refers to the desire to control the sharing of personal information with others, and
physical privacy refers to the degree to which one is physically accessible to others
and the accessibility of one’s personal space that may be violated when technologies impinge on the users’ control of such access. Importantly, most studies are
performed within a homecare setting, deviating from typical mHealth aspects as
being accessible whenever and everywhere provided there is connectivity. Goudar
and Potkonjak, however, describe that with the raising maturity of mHealth like
body area sensor networks “automatically collecting, processing, and sharing
patient medical diagnostic metrics with authorized patient and research databases,
and other data sinks in a minimally invasive and unsupervised manner, resulting in
devices as inconspicuous and mundane as pacemakers or hearing aids” (Goudar and
Potkonjak 2013, 86). Exactly the unobtrusiveness of the technologies, speciﬁcally
mobile devices like smartphones, tablets or other hand-held devices, allow for
continuously monitoring (changes in) the health status of a person. In fact, due to its
surrounding yet unobtrusive character mHealth is also a societal challenge,
speciﬁcally with respect to the communications of sensitive personal data.
Subsequently, privacy issues should play a role during design, development and use
of mHealth technologies (Bott et al. 2007).
Whereas most studies argue how telehealth and mHealth technologies could be
perceived as obtrusive due to their negative implications for privacy of the individual user, Sorell and Draper (2012) argue differently and claim that sensors or
assistive technologies might even lead to more privacy as users are more in control
of access to their personal space. In addition, one could claim that for sake of
independence and quality of life, users are willing to give up certain levels of
privacy. The privacy invasive technology is accepted as it is considered to be of
importance to support a need; either retaining independence or other needs (Demiris
2009).
Despite the various levels of obtrusiveness claimed, most studies seem to converge in their observation that whether or not privacy is invaded and the technology
is deemed obtrusive relates to the freely and explicitly provided consent by the
technology’s users. In order to avoid over-intrusive technologies users should be
given control over their information processed by the technologies (Sorell and
Draper 2012).
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Diminishing Obtrusiveness via Personalisation
and Control

Not only do the papers discuss the different implications of obtrusiveness, they also
offer solutions or suggestions for diminishing obtrusiveness. Especially the personalisation and tailoring of mHealth/assistive technologies is deemed to allow for
diminished obtrusiveness. For example, SMS messages are considered less
annoying and less intrusive when personalised (Lee et al. 2013). A personalised
message strategy suggested was addressing the message’s receiver by his or her ﬁrst
name, hence personalisation via content adjustments. Furthermore, an assistive
technology that is not narrowly tailored to the needs of the individual may be
considered excessively obtrusive, burdensome, and perhaps inappropriate (Bruce
2012).
The possibility for users to be in control of needs and preferences addressed by
the technology and opt out when desired is another uttered possibility to diminish
the obtrusiveness of technologies. More information should be optional or adjusted
according to the level of knowledge of the user. This inevitably leads to some form
of individualization or tailoring (Haga et al. 2013). Being in control can also mean
that users are able to use social management platforms in sharing of information
when desired (Lee et al. 2013). Another form of control is the possibility to ‘opt
out’. Bruce (2012) not only takes into account whether a device literally is
removable, but also whether there are override settings that allow users to opt out
of, for example, monitoring (Bruce 2012).

2.4

Analysis

The descriptions of the four main themes identiﬁed in the ﬁfteen studies allows for a
reflection on how (un)obtrusiveness as a notion is currently introduced in the
mHealth domain. Due to the limited number of relevant studies, both mHealth and
telehealth studies discussing (un)obtrusiveness were included in the review. When
aiming for more insight in how mHealth designed to be unobtrusive redeﬁnes or
leads to new social and ethical implications this is a less desirable situation.
However, the review also demonstrates that social and ethical implications of
unobtrusive mHealth remain underexposed in the existing studies. Only four out
of the eight mHealth speciﬁc studies report on social and ethical implications of
unobtrusiveness, compared to six out of seven studies on telehealth (most of them
covered the ﬁeld of assistive technology in the home care setting). This difference
might be explained by both the population assistive technology addresses and the
context in which most assistive technologies are used. Most telehealth technologies
are developed within the care domain for intentional use with elderly or physically
and/or mentally disabled, i.e. vulnerable groups. This means there is also attention
to other aspects of the technology deemed of importance, i.e. the assistive aspects of
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the technology (what is the role the technology should fulﬁll?) and the vulnerability
aspects (who are the intended users and what are their capabilities?). By contrast,
mHealth technologies are often developed outside of care settings and target other
types of populations for other types of purposes. The ‘home’ aspect of assistive
technologies, as opposed to the vaguer ‘mobile’ context of mHealth applications
also differs. The former might trigger more evidently privacy concerns. The spaces
in which mHealth technologies are used are not conﬁned to the personal home
space as the assistive technologies in home care most often are. In fact, its use in
other, also public, spaces than the personal home sphere is deemed as a valuable
asset of mHealth. While telecare ﬁndings are not always applicable to mHealth
applications and services due to mHealth’s inherent characteristics: portability,
mobile connectivity and ubiquity, there are important lessons to be learned with
respect to the different perceptions on obtrusiveness of technologies, how these
should be translated into (user) requirements for mHealth technologies and what
social and ethical implications they might have.
In the discussion on what obtrusiveness entails the notion is operationalized
differently by authors focusing on the design and development, compared to authors
focusing upon the usage of mHealth and telecare applications and services. It
appears that obtrusiveness’ deﬁnition relates to the discourse adhered to.
A discourse is an “ensemble of ideas, concepts ad categories through which
meaning is given to social and physical phenomena, and […] produced and
reproduced trough an identiﬁable set of practices” (Hajer 2006, 67). Each discourse
has its own characteristics and dynamics providing actors with symbols, stories,
world views, material and organizational arrangements from which they can select
different elements to shape their action and solve problems (Te Kulve 2006).
Designers and developers of mHealth applications tend to adhere to the modernist
discourse in which mHealth is presented as a rational solution to an over-burdened
health(care) system. They assume mHealth to be intelligent, ubiquitous and
failure-free allowing users to choose a healthier lifestyle (Greenhalgh et al. 2012).
In contrast, the users’ perceptions on obtrusiveness are mainly represented by social
scientists and contradict the modernist discourse in multiple ways. For example, the
humanist discourse emphasises the symbolic meaning of a technology from a user’s
perspective and does not focus on effect size or metrics. In other words, (un)
obtrusive mHealth is potentially stigmatising and needs human input to work
effectively (Greenhalgh et al. 2012). As a consequence, both discourses articulate
obtrusiveness in a different way. The modernist discourse authors articulate (un)
obtrusiveness as characteristics of a technology, located in the application or device
itself, that rationally lead to higher acceptance. The humanist discourse authors
articulate (un)obtrusiveness as related experiences and implications, in other words
(un)obtrusiveness is located in the interaction between the technology and its users.
This tension between the two discourses is, for example, depicted in the critique
by Zwijsen et al. (2011) on Hensel et al.’s obtrusiveness’ framework. By making a
distinction between the physical obtrusiveness of a technology and its psychological obtrusiveness and subsequently subcategorizing these in various domains one
risks to turn the unobtrusiveness’ notion into an umbrella term covering all social
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and ethical aspects a mHealth designer should take into account to encourage
acceptance of the mHealth technology (Zwijsen et al. 2011). Zwijsen et al. (2011)
warn that some of the deﬁned domains overlap with important ethical notions like
privacy and stigmatisation. This overlap might offer insufﬁcient room for discussing
ethics, hence the obtrusiveness notion should be disentangled in the underlying
concepts privacy, autonomy, stigmatisation, human contact, individual approach
and affordability. Such complete disentanglement, however, might be considered
throwing the baby away with the bathwater. Perhaps Hensel et al.’s framework
should be understood as an attempt to incorporate both the modernist and humanist
discourse in one framework. Unfortunately, if this attempt of engagement between
stakeholders with contrasting (and sometimes conflicting) discourses is not made
explicit, the tension between the different (underlying) values of unobtrusiveness
remains invisible. Subsequently Zwijsen et al.’s warning for unintended usage of
the obtrusiveness framework remains valid. Nevertheless, Hensel et al.’s obtrusiveness framework does recognize the technology blindness of ethics that predominantly focuses on the values, principles, norms and rules by which people
attune their actions to each other, and acknowledges that social and moral order is
also determined by material objects like telecare technologies (Hensel et al. 2006;
Keulartz et al. 2004; Wajcman 2002). With respect to (un)obtrusiveness of mHealth
this means that both the operationalization and deﬁnitions of obtrusiveness are
worthwhile to further explore. Yet, this exploration should explicitly recognize the
different discourses in action and the ways technologies and morals mutually shape
one another.
The implications of unobtrusive mHealth, as discussed in the results section,
mainly depict the humanist discourse. The included studies that refer to loss of
autonomy and stigmatisation of users articulate unobtrusiveness as users’ experiences and relations with telehealth technologies. The notion of autonomy refers to
users’ capability to keep everyday relationships of dependency under control given
the circumstances. Especially in the health care domain becoming autonomous in
terms of well-being and independent is seen as an attainable ideal. As modernists
would argue, mHealth technologies and monitoring devices designed to be unobtrusive might enable freedom, comfort or peace of mind. Yet, simultaneously
humanists claim that they decrease self-management autonomy as the autonomy
would no longer be embodied in a self, but located in a control centre or in the
device itself (Kaplan and Litewka 2008). If unobtrusiveness of mHealth technologies increases the automated behaviour, it might also imply that reflective
decision-making on a person’s own well-being is decreasing. What is more, a
conscious choice to deviate from the (often automated) programmes, might be
perceived as not wanting to achieve healthy behaviour, independent living, or
another ideal inscribed in the device (Lupton 2013a). Consequently, with respect to
autonomy unobtrusiveness should not be regarded as a good in itself, but carefully
evaluated since unobtrusiveness might lead to more or less autonomy depending the
context and stakeholders involved. In contrast to autonomy, the fear of stigmatisation might lead to the desire for unobtrusiveness as much as possible (Hensel
et al. 2006; Courtney et al. 2007; Demiris 2009; Zwijsen et al. 2011). In other
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words, even within the humanist discourse the need for and implications of
unobtrusive mHealth might lead to heated debates. Such debates depict the multiple
ways unobtrusiveness in mHealth is perceived depending the context and the
involved stakeholders.
A notion often discussed by both the modernists and humanists in relation to or
as implication of unobtrusiveness is the notion of privacy. This relationship
between unobtrusive mHealth and privacy is far from unproblematic. Especially
since mHealth can be related to many dimensions of privacy, e.g. bodily privacy,
decisional privacy, informational privacy, and/or privacy of the home or personal
space. mHealth characteristics of portability, connectivity and ubiquity add to the
flexibility and convenience of health applications and services use and thereby the
unobtrusive inclusion and embracement of mHealth in daily activities. Whereas
obtrusiveness predominantly is seen as part of the personal living environment,
mHealth, mHealth’ designers, users and other relevant stakeholders (e.g. governments) are steering unobtrusiveness into the public domain. Moreover, mHealth
applications and services are used to record, survey, monitor and discipline people.
Collected data are fed back to the mHealth users (both patient/consumer and
medical professional), but increasingly also to their friends, peers or relatives.
Numerous healthy lifestyle coaching applications, like Runkeeper or MyFitnessPal,
use extrinsic motivation in the form of asking friends, peers or relatives to ‘like’
good performance or comment on and stimulate healthy behaviour (Simons et al.
2014). This possibility for continuous monitoring in combination with the increased
use of social media using web 2.0 applications allows personal and/or medical data
to enter into public platforms (Eysenbach 2008; Frost and Massagli 2008; Zimmer
2008; Adams 2010; Lupton 2012). As a consequence, the unobtrusive nature of
most mHealth devices and services might turn into obtrusiveness: the overload of
data collected in combination with difﬁculties of switching off mobile devices might
make users feel uncomfortable about what they perceive as exposure and invasion
of personal space.
In their interaction with mHealth applications and devices users and even societies’ expectations with respect to privacy might start to change once more (Demiris
et al. 2001; Lupton 2012). The increased possibilities in monitoring, data collection,
providing feedback, etc., via mHealth applications and devices that are designed to
be minimally obtrusive such as daily used objects (smart phones, tablets) allow for
different relations and interactions with these mHealth technologies that both shape
the technological development and the inscribed norms (Wajcman 2002). Earlier
studies on health technologies like contraceptives (Oudshoorn 1995; Hardon 2006)
and in vitro fertilization (Schermer and Keulartz 2002) demonstrate how these
technological artefacts “can bring about profound changes in our mentality and
morals over a broad social front” (Keulartz et al. 2004, 9). Many mHealth applications are designed to be unobtrusive with respect to visibility, discomfort and/or
disruption of daily activities. These unobtrusive mHealth applications invite to
certain kinds of action or behaviour, e.g. continuous monitoring of one’s health, and
discourage other ones, e.g. reflect upon desired privacy with respect to amount of
data collected and spaces in which data are collected.
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With respect to discouraging reflective behaviour with respect to desired privacy
mHealth’s development and use outside the care context is cause for concern. The
increasing use of mHealth applications outside a clinical setting makes an informed
decision about what type of data to collect, who has access to the data and who is
processing the data, rather difﬁcult. This might be in contrast to telecare technologies, as some authors argue that the opportunity for fully informed
decision-making might be better to manage in home care situations in which sensors or assistive technologies are installed (Sorell and Draper 2012). However, there
are also studies demonstrating that even in home care settings informed
decision-making is quite difﬁcult due to opposing desires by medical professionals,
patients and informal caregivers (Bruce 2012).
Also, mHealth devices and services might be used for small or limited purposes
initially, taking its invasive potential for privacy into account. Yet, over time a
gradual change in purpose to which the mHealth technology is put occurs, usually a
change in the direction of greater invasion in privacy and control (Sorell and Draper
2012). Disclosing particular forms of personal or medical data on patient platforms
has become the norm (Eysenbach 2008; Mesch and Beker 2010). This might refer
to an erosion of privacy preserving attitudes, however studies show how new forms
of privacy perceptions are getting shape. These patient platforms are no longer
perceived as public spaces, yet have turned into (perceived) private spaces. The
perceived privacy depends on an individual group’s norms and codes, the target
audience, and aim for the platforms (Eysenbach and Till 2001). A similar trend
might be on its way for mHealth applications and services, yet thus far there is little
known on the normative changes due to mHealth use and the norms embedded in
mHealth applications (Lupton 2012).
While privacy issues related to mHealth and unobtrusiveness are often debated,
one of the implications of unobtrusiveness of mHealth devices and services for
users and society little discussed in the reviewed studies is the relation between (un)
obtrusive mHealth and surveillance (Sorell and Draper 2012; Demiris 2009). The
unobtrusive character of certain mHealth devices, speciﬁcally smartphones, have
contributed to the increasing ubiquity of surveillance technologies in everyday life.
Although one should be careful not to mistake mHealth monitoring for surveillance,
the border between unobtrusive monitoring via mHealth and surveillance is not as
clear cut as might be suggested. Surveillance refers to “any systematic focus on
personal information in order to influence, manage, entitle, or control those persons
whose information is collected” (Bennett et al. 2014, vii). While monitoring in
health care is the act of observing someone or something not to capture misbehavior, but to observe when elderly people, for example, have fallen. Whereas
monitoring technologies are part of surveillance practices, surveillance practices go
beyond monitoring due to its purposes to steer behavior. Indeed, the (initial) purpose for the technology is radically different from the use of technology in the
detection of various kinds of crime (Sorell and Draper 2012). Nevertheless, the risk
for surveillance due to the use of mHealth applications and services can be deemed
considerably higher than with, for example, telecare. In many mobile health
applications users simply have less control of the information they supply and
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receive as well as the way it will be used. The stimulation of mHealth applications
and services by the state, in combination with the increased standardisation of the
healthcare sector in many countries might make the concern for surveillance even
higher (Lupton 2014, 2015; Bennett et al. 2014). The Orwellian Big Brother looms
at the corner when the gathered data is not only used for the joint enterprise of
enabling a person to live healthier but for other purposes too (Morgan 2014). Is the
unobtrusive character of mHealth intended to allow for such surveillance practices
or merely an unintended possibility? Both warrant careful and critical analysis of
how mHealth design and use should or should not be framed.
So, the question should not be whether mHealth is obtrusive, but how much
obtrusiveness is involved and does this trade off well with other key requirements
such as maintaining autonomy and privacy. In order to make such an assessment it
is important to realize that obtrusiveness is in the eye of the beholder. It is something subjectively perceived and will vary between people. Therefore, it is
important to take into account the trade-offs people (un)knowingly make when
adopting mHealth applications and services. They buy into the rhetoric of the ethos
a technology offers. mHealth promises positive effects, like increased adherence,
desired behavioural change, empowerment for self-management of chronic diseases. Because of the support of a need, many users appear to be willing to compromise certain levels of privacy to gain support in getting better, reach desired
targets or remaining independent (Demiris 2009). Simultaneously, making mHealth
less obtrusive, in other words less noticeable through incorporation in daily routines
steers users into automated behaviour without thorough reflection of possible
consequences or implications. Such consequences, for example, the trade-off
between privacy and obtrusiveness therefore should not only be in the minds of
mHealth users, but also in the mind of its designers and developers as well as
decision-makers and other stakeholders. Should they strive for complete unobtrusive design of mHealth, or is a little obtrusiveness warranted in order to remind
users about its presence?
Such a trade-off is not easy to make and perhaps not possible at all. The different
discourses entailed in the design, development and use of mHealth applications and
services articulate different perspectives on (un)obtrusiveness. Consensus between
these discourses is not a realistic or even a desirable goal, yet acknowledgement of
an adaptation towards other perspectives and practices might be (Greenhalgh et al.
2012). Pragmatic consequences of explicating possible trade-offs related to the (un)
obtrusiveness of mHealth hence could be building in reflection, also referred to as
reflexive awareness (Keulartz et al. 2004, 22–23), or accommodation (Checkland
and Holwell 1997; Greenhalgh et al. 2012). Such a reflexive awareness should be
both ‘built in’ the design and development phase of mHealth applications, and
should be stimulated in users, decision-makers and other relevant stakeholders’
debate on the social and ethical implications of mHealth. Although awareness of
how (un)obtrusive mHealth practices are constructed gives possibilities to change
these practices (if needed), it also poses the risk of ‘inﬁnite regress’ if reasonable
dissent is not acknowledged. The question “how much obtrusiveness is involved
and does this trade off well with other key requirements?” hence is a question that
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does not necessarily lead to one answer, but rather, is a question that needs to be
asked with the goal of generating explicit reflections.

2.5

Conclusion

This study focused upon why and how the (un)obtrusiveness notion is introduced in
studies on mHealth. Before addressing the different conclusions that can be distilled
from above analysis, it is important to also recognize this study’s limitations. The
limited number of relevant studies on mHealth that include the notion of unobtrusiveness calls for some caution in the interpretation of the ﬁndings. In a
follow-up review one should consider to reﬁne the search to: (a) include more
notions related to unobtrusiveness as key words in the search (e.g. convenience,
invisibility, seamlessness), and/or (b) extend the search to, for example, elaborative
citation tracking and perhaps even debates outside the academic ﬁeld. The papers
found via the current search method at least demonstrate that little studies have been
conducted on the implications of unobtrusiveness in mHealth. The reviewed studies
do demonstrate an increased use of the unobtrusiveness notion. This warrants for a
follow-up review in the near future.
More speciﬁcally, this study reflects on the tension between different uses and
perceptions of (un)obtrusive mHealth and the wider societal and ethical implications it might have. The advances in mHealth technologies allow for even more
unobtrusive, continuous and ubiquitous monitoring, coaching, etc. than telemonitoring technologies have offered thus far. While this unobtrusiveness seems
desirable from a users’ acceptance and design perspective, mHealth that is designed
to be unobtrusive (i.e. ﬁt within daily routines, be comfortable, usable and functions
well) does have possible negative social and ethical implications. This paper
demonstrates how different discourses are at play: the modernist and the humanist
discourse. Both discourses articulate obtrusiveness in a different way: as characteristics of a technology located in the application or device itself and as related
experiences and implications located in the interaction between the technology and
its users respectively. Especially the humanist discourse seems to be underdeveloped in current mHealth studies that make use of the unobtrusiveness notion. As a
consequence, the social and ethical implications of unobtrusive mHealth technologies are underexposed and the question remains, why?
In order to contribute to a sustainable development and use of mHealth, developers of future mHealth applications and services and its users should be aware of
the different discourses and the tensions between and within them. In other words,
making mHealth less (or more) obtrusive and subsequently (not) leading users into
automated behaviour by incorporation in daily routines without thorough reflection
of possible consequences or implications should be of concern to mHealth users,
developers, decision-makers and other stakeholders. Since consensus between the
modernist and humanist discourse is not a realistic or even a desirable goal,
increasing the reflexive awareness on the social and ethical implications of
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‘unobtrusive’ mHealth should be. The question “how much obtrusiveness is
involved and does this trade off well with other key requirements of mHealth?” is a
question that needs to be asked to allow for such reflexivity. Especially since
mHealth is pushing forward fast.
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Chapter 3

eHealth and Privacy in U.S. Employer
Wellness Programs
Anna Slomovic

Abstract This paper summarizes privacy, autonomy and ethical issues raised by
employer-sponsored wellness programs in the United States, with emphasis on the
increasing use of technology for collecting data and shaping participant behavior.
After providing some background on wellness programs, the paper looks at the
types of personal information collected in these programs through health risks
assessments, biometric screenings and, increasingly, wearable ﬁtness trackers and
mobile apps, at ways in which this personal information is combined with public
data and healthcare data, and how it is used to monitor and influence program
participants. The paper examines legal protections available to employees in areas
of informational privacy, physical integrity, and decisional autonomy. It concludes
with recommendations for further research.

3.1

Introduction

About 150 million people in the United States get their health insurance through
their employers. More and more of these people are being told by their employers
that they can either disclose personal health information in employer-sponsored
wellness programs or maintain their privacy by paying more for health insurance.
This exchange of personal information for money is legal, increasingly built into
employer-provided health plans, and labeled as voluntary for employees.
Employer-sponsored wellness programs, facilitated by the regulatory changes
under the Patient Protection and Affordable Care Act of 2010 (“ACA”), are at the
intersection between rising healthcare costs and growing availability of ﬁne-grained
individual health data. As employers look for ways to reduce their spending on
health beneﬁts, they are turning to technology–eHealth and mHealth–that enables
collection, integration and analysis of massive amounts of data to identify
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employees with health risk factors, and then to influence these employees’
behavior, healthcare decisions and physical attributes through ﬁnancial incentives
and the use of manipulative techniques built into web sites, wearable devices and
mobile applications.
Promoters of employer-sponsored wellness programs argue that these programs
create positive outcomes for everyone. Employees will improve their health through
measurement, feedback, and changing behavior to comply with wellness program
standards. Employers will have more productive employees and lower spending on
healthcare. Health improvement interventions will occur at younger ages, when
such interventions could make a greater difference in long-term health. Society will
be able to spend fewer resources on treating preventable chronic diseases and put
these resources to more productive uses.
However, proponents of wellness programs in the workplace do not sufﬁciently
consider the impact that such programs have on individual autonomy of employees.
The ability of employers or their agents to monitor and influence the behavior of
employees in non-job-related aspects of their lives raises signiﬁcant privacy issues.
Coercing or manipulating individuals into accepting medical interventions raises
signiﬁcant ethical concerns.
This paper summarizes privacy, autonomy and ethical issues raised by
employer-sponsored wellness programs, with particular emphasis on the increasing
use of technology for collecting data and shaping participant behavior. Part 2
provides a background on wellness programs in the U.S. Part 3 looks at the types of
personal information collected in these programs and the means used to do so. Part
4 examines the privacy, autonomy and ethical issues raised by the collection and
use of data in the context of employer-sponsored wellness programs. Part 5 includes
conclusions and recommendations for further research.

3.2

Employer-Sponsored Wellness Programs

For over a decade, US employers have offered wellness programs to their
employees on the theory that healthier employees will be happier, more productive,
and have lower healthcare spending (Goetzel et al. 1998). Wellness programs are
deﬁned in the Public Health Services Act as programs “that are reasonably designed
to promote health or prevent disease” (HHS/DOL/Treasury 2013). They generally
focus on chronic diseases for which the U.S. Centers for Disease Control and
Prevention (“CDC”) identiﬁed signiﬁcant contributing behavioral factors. These
“lifestyle diseases” include diabetes, heart disease, and chronic pulmonary conditions. Behaviors that contribute to them include inactivity, poor nutrition and
tobacco use (Mattke et al. 2012).
Fidelity Investments and the National Business Group On Health (“NBGH”), an
employer group focused on employer-provided health beneﬁts, offer one classiﬁcation scheme for a variety of initiatives that can be included in wellness programs
(Fidelity Investments 2013): condition-management services, also called disease
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Table 3.1 Examples of employer-sponsored wellness initiatives
Category of wellness initiatives

Examples

Condition or disease management

•
•
•
•
•
•
•
•
•
•
•
•
•

Lifestyle management

Health risk management

Environmental enhancements

Diabetes management
Hypertension management
Healthy living or nutrition classes
Health fairs
Discounted gym memberships
Walking clubs
On-site flu shots
Weight loss classes
Smoking cessation classes
Bike racks
On-site exercise facilities
Walking paths on company campuses
Healthy food alternatives in company cafeterias

management; lifestyle-management services; health-risk management services; and
environmental enhancements. Examples in each category are included in Table 3.1.
In 2013, 98% of employers with more than 200 employees and 73% of those with
fewer than 200 employees had at least one wellness initiative in place (KFF/HRET
2014).
Employer-sponsored health plans are prohibited by law from using health factors
for individual health insurance underwriting or from discriminating on the basis of a
health factor (HHS/DOL/Treasury 2013). However, wellness programs are an
exception that allows them to charge different prices for health insurance to different
employees based on their health. In a 2013 survey by beneﬁts consultant Towers
Watson and NBGH, 82% of employers expressed the belief that employees should
be held accountable for improving, managing and maintaining their health (Towers
Watson 2013). In this, they seem to be reflecting increasingly widespread economic
reasoning: individual responsibility for lifestyle decisions should be reflected in
ﬁnancial responsibility for healthcare costs. For example, Safeway’s CEO Steven
Burd compared his company’s wellness incentives to pricing of auto insurance, in
which good drivers pay lower premiums than drivers who engage in behavior
correlated with more accidents and higher insurance payouts (Burd 2009). Even
some Medicaid programs, which provide health insurance for the poor, incorporate
the principle of personal responsibility for health into beneﬁt design (Blumenthal
et al. 2013; Galewitz 2014). According to a 2013 KFF/HRET survey, 35% of
employers believe that wellness programs are the most effective strategy for lowering healthcare costs (KFF/HRET 2014). The 2014 Health Beneﬁts Survey conducted by the Society of Human Resources Managers and Employee Beneﬁt
Research Institute (“EBRI”) indicates that about a quarter of responding employers
planned to add wellness incentives in 2015 (Fronstin 2014).
Early versions of wellness programs offered modest incentives for participation,
such as logo merchandise, gift cards, or small amounts of cash. This is changing as
employers use more aggressive wellness programs with larger incentives to control
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rising healthcare costs and to shift more of these costs to employees. According to a
Fidelity/NBGH survey, corporate employers planned to spend an average of $693
per employee on wellness-related incentives in 2015, up from $430 reported ﬁve
years earlier (NGBH 2015). There is anecdotal evidence that some employers set
incentive values considerably higher. When Pennsylvania State University instituted a $100 per month penalty to be deducted from paychecks of employees who
refused to complete health risk assessment (“HRA”) questionnaires, employees
were informed that this size of incentive–up to $1200 per year–is “well within
industry norms” (Singer 2013). A law suit by the Equal Employment Opportunity
Commission (“EEOC”) made public Honeywell’s wellness incentives of up to
$4000 per year for an employee and his spouse (EEOC v. Honeywell 2014).
There are two types of wellness incentives, governed by different rules. The ﬁrst
type, called participatory incentive, ties a reward to participation in a general
health-related activity, such as attending a health education class, having a ﬁtness
center membership, or completing a questionnaire. Current law places no limits on
the size of participatory incentives as long as the incentives are available to all
similarly situated employees and are not tied to any health factor (Mattke et al.
2012).
The second type of incentive, called heath-contingent incentive, ties rewards to
meeting speciﬁc targets for health factors, such as level of cholesterol, blood
pressure, blood glucose or Body Mass Index (“BMI”), or to performing or completing a speciﬁc activity related to a health factor. Regulations under the ACA
raised the limit for health-contingent incentives from 20%, permitted under earlier
law, to 30% of the cost of coverage. An exception to the 30% limit is smoking
cessation, where incentives can be as high as 50% of the cost of coverage
(HHS/DOL/Treasury 2013). Average cost of employee-only coverage was $6025 in
2014 (KFF/HRET 2014), so a 30% incentive for an employee who selects
employee-only coverage amounts to $1808 in that year.
The wellness program regulations promulgated by the Departments of Health
and Human Services, Labor and Treasury do not require wellness programs to be
based on any clinical evidence standards (HHS/DOL/Treasury 2013). There is,
therefore, some legal uncertainty about what health factors would be judged as
“reasonable” and “not overly burdensome” (HHS/DOL/Treasury 2013) if challenged as the basis for health-contingent incentives. Several health promotion
societies published a Consensus Statement recommending that employers choose
the factors listed as examples in the 2008 Field Action Bulletin from the Department
of Labor: weight, cholesterol level, blood pressure level and tobacco use (HERO
et al. 2012). The Statement notes that, in any case, most employers use these factors
already. However, it offers no evidence to show that these factors provide the
greatest health improvement to employees or the most cost reduction to employers.
Although most employers do not yet use health-contingent incentives, the use of
such incentives is increasing. A Kaiser Family Foundation survey showed that in
2014, eight percent of large employers rewarded or penalized employees on the
basis of biometric screening results, such as cholesterol levels or BMI (KFF/HRET
2014). A Fidelity/NBGH survey showed that in 2013, 41% of employers included
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or planned to include outcomes-based metrics in their incentive programs.
According to this survey, 30% of employers would tie incentives to lowering
cholesterol, 29% to lowering blood pressure, and 11% to reducing waist circumference (Fidelity Investments 2013).
To comply with wellness program regulations, employers must provide
employees with an opportunity to qualify for an incentive at least once per year.
They must also provide a reasonable alternative way to qualify for health-contingent
incentives for all employees who cannot meet the initial standard or for whom it is
medically inadvisable to attempt to meet the standard or engage in an activity related
to a health factor (HHS/DOL/Treasury 2013). Reasonable alternatives might include
adhering to a plan of care created by the employee’s physician, working with a
wellness coach, or following a health improvement plan.
Both participatory and health-contingent incentives may be provided as premium
discounts, waivers of cost-sharing requirements, or as beneﬁts not otherwise available to nonparticipants (Jones et al. 2011). Some employers structure incentives as
cash payments or as additional contributions to employees’ Health Reimbursement
Accounts or Health Savings Accounts linked to high-deductible health plans.
In the past few years, some employers have used “negative incentives,” i.e.,
penalties for non-participation, or began to offer so-called “gated” plans that require
participation in a wellness activity as a condition for access to a health plan with
lower co-payments and deductibles (Aon Hewitt 2014). One survey notes that the
use of penalties declined in 2014 (NGBH 2015), perhaps as a result of EEOC
lawsuits (EEOC 2014) or of increasing concern that ﬁnancial incentives may
negatively affect employee morale and company reputation (HERO et al. 2015). In
a survey conducted by Fidelity/NBGH in early 2015, six percent of employers
indicated that they plan to use penalties for not completing a health risk assessment,
down from 11% a year earlier. Five percent said that they planned to use penalties
for not getting a biometric screening, down from 12%. Although 17% of employers
intend to continue imposing penalties on employees who do not participate in a
smoking cessation program, no employer planned to impose penalties on those who
do not participate in a physical activity program (NGBH 2015).
Policy makers and scholars (Jesson 2008; Lamkin 2013) have questioned
whether large ﬁnancial incentives that tie health beneﬁts to participation in wellness
programs alter the voluntary character of wellness programs by unduly influencing
or coercing employees to participate. The Americans with Disabilities Act (“ADA”)
and the enforcement guidance issued by the EEOC prohibit “medical exams” before
an employer makes a job offer to an applicant, and deﬁne permissible uses of such
exams after a job offer is made (EEOC 2000). A “medical exam” is deﬁned broadly
as “a procedure or test that seeks information about an individual’s physical or
mental impairments or health.” The EEOC guidance explicitly includes blood
pressure testing and cholesterol testing in the deﬁnition of a medical exam (EEOC
2000). However, the ADA permits voluntary wellness programs, and the associated
EEOC guidance permits voluntary medical exams associated with the programs
(EEOC 2000). This is why it is important to understand whether wellness programs,
as currently structured, are truly voluntary.
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One possible analog to the use of incentives in wellness programs is the use of
incentives for participation in medical research. Although participation in medical
research is supposed to be voluntary, researchers are permitted to use incentives to
encourage participation. The Ofﬁce of Human Research Protection (“OHRP”) in the
U.S. Department of Health and Human Services oversees research on human
subjects. OHRP’s discussion of employee participation in research addresses the
use of incentives in the context of the power imbalance in the employment
relationship. It notes that employee freedom of choice may be undermined because
employees view employers as authority ﬁgures to whom employees must defer. The
discussion addresses coercion (e.g., in the wellness context, threat of losing
employer-provided health insurance) and undue influence (e.g., large penalties or
fear of losing promotions because one is not seen as a “team player”) (OHRP).
Some ethicists dismiss concerns about coercion and undue influence in workplace wellness programs by noting that employers are not obligated to provide
health insurance at all. By providing health insurance on any terms, employers
make employees better off. Under this reasoning, setting terms for health insurance
beneﬁts cannot be coercive, by deﬁnition. Additionally, it is common for employers
to provide ﬁnancial incentives in employment-related decisions such as relocation
or change of responsibilities, and such incentives are not viewed as undue influence. According to this reasoning, the terms of health insurance are part of the
overall employment offer, which includes salary, location, duties and responsibilities, and more. No one has to accept or keep a job that offers health insurance with
wellness incentives, and people do accept jobs with components they don’t particularly like. Those who dislike wellness incentives can decline to participate (and
forgo the incentives) or change employers.
In its January 2013 informal discussion letter on wellness programs, the EEOC
said that it “has not taken a position on whether and to what extent a reward amounts
to a requirement to participate, or whether withholding of the reward from
non-participants constitutes a penalty, thus rendering the program involuntary”
(EEOC 2013). After all, ﬁnancial incentives are permissible under the ACA and
were permissible under earlier law. Additionally, if employers provide health
insurance, such insurance must meet the ACA’s deﬁnition of affordability, and the
affordability calculation cannot assume that individuals will earn wellness incentives
except incentives that apply to tobacco use (IRS 2013). Nevertheless, the EEOC ﬁled
three lawsuits in 2014, alleging that companies levied such high penalties for
non-participation that their wellness programs cannot be considered voluntary
(EEOC v. Orion; EEOC v. Flambeau; EEOC v. Honeywell). None of the cases has
yet been decided. The EEOC started the regulatory process to reconcile ADA
requirements and wellness incentives through the publication of the Proposed Rule
on April 20, 2015 (EEOC 2015). The Final Rule will be published after a 60-day
public comment period, followed by an evaluation of comments received during this
period. A Proposed Rule reconciling Genetic Information Nondiscrimination Act
(“GINA”) requirements and wellness incentives is expected in July 2015 (OMB
2015).
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In addition to providing a mechanism for redistributing medical treatment costs,
employers are increasing the size and use of ﬁnancial incentives to address the
historically low employee participation rates in wellness programs. According to a
non-representative survey included in a government-funded study of wellness
programs by the RAND Corporation, fewer than 20% of employees participated in
wellness programs offered by their employers (Mattke et al. 2012). Another survey
reports similar numbers in 2013: fewer than 50% of employees completed HRAs
and considerably fewer than 20% participated in any other wellness initiative, such
as lifestyle change or health management (Towers Watson 2013). A recent survey
by the Fidelity/NBGH found that in 2014, 47% of employees earned the full
amount of wellness incentive available to them and 26% earned partial amounts
(NBGH 2015). A study of one large employer by EBRI showed that increasing the
size of ﬁnancial incentives increased participation (Fronstin and Roebuck 2015). It
also showed that employees who did not participate in the wellness program had the
highest average income.
With the growth of mobile ﬁtness devices and smartphone apps, wellness programs are exploring new “engagement” techniques enabled by mHealth technologies. Gamiﬁcation, which is particularly popular at the moment, introduces
game-like elements into non-game activities. These may include the ability to earn
points and badges, progression from level to level, competitions, and challenges. In
wellness programs the “games” are designed to help participants maintain exercise
regimens, achieve health goals or manage chronic illnesses (Wharton 2013). For
example, the U.S. Department of Health and Human Services is running a pilot
wellness initiative, Project Boundary, in its Washington, D.C. headquarters.
Vendors are installing proximity sensing beacons that interact with an app on an
employee’s mobile phone. The system also includes transmitters that send
employees messages to suggest alternative behaviors, such as taking the stairs
instead of the elevator or drinking water instead of buying soda from a vending
machine. The description of the pilot states that its intent is to “[g]amify how the
user might navigate the indoor environment by creating a system that might
encourage competition, exploration, interpersonal interaction etc., all in the context
of workplace wellness” (HHS Project Boundary). Awarding points for wellness
activities is also increasingly common. For example, the International Paper wellness program ties wellness activities to ﬁnancial incentives by requiring participants
to collect 100 points during the month in order to qualify for incentive payments
(International Paper 2013).
Research continues on whether wellness programs improve health or reduce
healthcare costs. Regardless of the results of this research, techniques that increase
employee participation in wellness programs increase the amount of personal health
information collected, analyzed, used and disclosed in the context of these programs (Klein 2014). The next section of this paper examines the information
involved.
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Personal Health Information in Wellness Programs

For years, employer health plans have tried to identify high-cost employees in order
to better estimate and manage their expenditures on health beneﬁts. In the past, they
mostly did this through analysis of medical and pharmacy claims data or attendance
records at health fairs (KFF/HRET 2009–2013). Both of these data sources are
incomplete. Claims reflect only interactions of employees with the healthcare
system. They do not include employees who might have health risks but are not
seeing doctors or taking medications for them. Health fairs identify only employees
who have an interest in health and ﬁnd it convenient to attend the event. Wellness
programs, particularly ones that include mandatory or highly incentivized health
assessments and screenings, provide a new way to identify employees who might
have health-related risks.
eHealth and mHealth enable the value proposition offered by wellness programs.
Although there is no generally agreed-upon deﬁnition of eHealth (Pagliari et al.
2005; Oh et al. 2005; Showell and Nøhr 2012), there is an understanding that the
term refers to a set of digital technologies that enable the collection, analysis and
communication of data for health and healthcare. A narrower term, mHealth, refers
to “mobile technologies for the creation, communication, and consumption of
healthcare information” (Nacinovich 2011). Mobile devices serve as both a data
collection mechanism and a mechanism for providing analytic results, feedback and
recommendations to the individual.
Many wellness programs start with the completion by each employee of an HRA
questionnaire. HRAs are often done in conjunction with biometric screening or ask
the respondent to provide biometric information such as height and weight.
According to the Kaiser Family Foundation 2014 survey, 51% of large employers
that offered health beneﬁts also offered HRAs. The proportion increased with the
size of the employer, rising from 47% of employers with 200–999 workers to 77%
of employers with 5000 or more employees. Of all large employers, 51% offered
incentives for completing HRAs, and three percent required a completed HRA as a
condition of enrollment in a health plan. The same survey showed that 51% of large
employers offered biometric screenings in 2014. Of those, one percent required a
biometric screening as a condition of enrolling in a health plan (KFF/HRET 2014).
There are no standards for information that should be collected in HRAs, but the
CDC interim recommendations suggest coverage of the following topic areas:
demographics, self-assessment of health status, biometric assessment, psychosocial
assessment, behavioral risks, and compliance with U.S. Preventive Services Task
Force (“USPSTF”) recommendations such as screenings and immunizations (Staley
et al.). A more detailed list of information recommended for collection by the CDC
is included in Table 3.2.
A widely publicized HRA example in the context of an employer wellness
program is an HRA administered to Penn State employees. It is reported to include
questions about whether employees have recently had problems with a supervisor, a
separation or a divorce, concerns about their ﬁnances, or fear of job loss. The
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Table 3.2 Information collected via a health risk assessment that follows CDC guidelines
Category

Elements covered

Demographics

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Biometric assessment

Psychosocial assessment

Behavioral risks

Compliance with USPSTF recommendations

Age
Gender
Height
Weight
Body mass index
Blood pressure (systolic and diastolic)
Blood lipids
Blood glucose
Depression and life satisfaction
Stress and anger
Loneliness and social isolation
Pain and fatigue
Tobacco use
• Alcohol consumption
Physical activity
• Sexual practices
Nutrition
• Seat-belt use
Oral health
• Home safety
Screenings
Chemoprophylaxis

questionnaire also asked female employees whether they plan to become pregnant
during the following year (Singer 2013; Woessner 2013). A Total Health
Assessment administered to Kaiser Permanente unionized workers includes questions about mood, use of prescription and recreational drugs, and interactions with
mental health professionals. Women are asked about whether they have had hysterectomies (Borsos 2012).
Employers have different interpretations of laws that regulate the data they may
legally collect even when they hire third parties to administer the questionnaire and
receive only aggregated results. For example, the ADA prohibits collection of
information about disabilities. GINA prohibits collection of genetic data, including
family history, for use in insurance underwriting and premium discounts.
Depending on their interpretation of ADA, GINA and other federal and state laws,
employers may decide not to collect some types of data (Jesson 2008).
The value of HRA data for employer health plans increases if employers can
obtain more comprehensive datasets. HRA data can be combined with historical
claims data to forecast future healthcare costs, absenteeism, productivity, and
workers compensation and disability costs (Mills et al. 2011). In a recent and
evolving development, some forecasting models are starting to incorporate data
about household characteristics, shopping habits, social media use and other consumer attributes (Garla et al. 2013; Pettypiece and Robertson 2014; Allen 2014;
Singer 2014).
HRA data can also be used to understand the health risks of a company’s
employee population and to prioritize wellness offerings. For example, if few
employees smoke but many are overweight, an employer can prioritize an obesity
management program over a smoking cessation program. Over time and in
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combination with other data, HRA data can also be used to evaluate the effectiveness of wellness programs or disease management interventions.
At the individual level, employers can use HRA data in combination with
biometric screening data to identify and target at-risk individuals. In 2014, seven
percent of employers with more than 200 workers and 12% of employers with more
than 5000 workers required an employee with an identiﬁed health risk factor to
complete a wellness program to avoid a ﬁnancial penalty (KFF/HRET 2014). The
data can also track changes in the individual’s health over time, for example, in
cases where an employee who cannot meet an initial standard is permitted to qualify
for a wellness incentive by demonstrating improvement.
Wellness programs increasingly integrate web-based and mobile technologies
for collecting data, including HRA data, and for tracking, measuring and recording
activities linked to incentive payments. The 2013 Towers Watson/NBGH survey
indicated that 21% of employers included real time biometric monitoring integrated
with coaching in their programs or planned to do so in 2014. An additional 27% of
employers indicated that they planned to include such use of mobile technologies in
their initiatives in 2015–2016 (Towers Watson 2013).
By incorporating health tracking into wellness programs, employers take
advantage of behavior that is already quite common. According to the Pew
Internet/CHCF Health Survey, 69% of Americans tracked a health indicator for
themselves or a loved one in 2012. About 60% tracked weight, diet or exercise
routines, and over 30% tracked blood pressure, sleep patterns, or other health
indicators. Those who managed chronic conditions like hypertension or diabetes
were signiﬁcantly more likely to track their health than those without chronic
conditions. However, only about 21% of those tracking a health indicator used
technology, such as a medical device, a smartphone app, a spreadsheet, or an online
tool (Fox and Duggan 2013). Some employers encourage or require use of tracking
technologies in wellness programs by hiring vendors that manage their programs
through online portals or mobile apps, or by buying ﬁtness tracking devices in bulk
and distributing or reselling them at a discount to their employees (Olson Jun. 2014;
Satariano 2014).
Mobile devices collect data and provide feedback while reducing the burden on
the individual. They maximize passive data collection, but even in cases where data
collection cannot take place automatically, e.g., with food intake, apps make data
entry and analysis easier. Some wearable devices and apps include a social component. They allow users to “friend” other users or their coaches and trainers, to
share data with them, to create competitions or challenges with other users, and to
receive support and feedback on their activities (Klasnja and Pratt 2014; Rubin
2014).
Fitness tracking devices and apps collect a large amount of detailed data as part
of their functionality. Depending on the device, the data may include time- and
location-stamped records of sleep, exercise and biometrics, as well as food, water
and alcohol consumption. Sensor data sampled at frequent intervals, such as every
10 s (Barceno et al. 2014), creates a detailed picture of an individual’s behavior and
physical state over time. Devices and apps with social functions, such as a “friend”
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feature or ability to set up group activities and challenges, may collect information
from contact lists or address books (see, for example, Fitbit Privacy Policy 2014;
Jawbone 2013; Runtastic 2012). Health portals may collect information on individual health interests by recording pages visited, articles read, search terms, and
social interactions such as comments on articles or other users’ posts. Table 3.3
shows some of the data collected through wearable devices, mobile apps and health
portals.
Some devices and apps retain some data locally, at least for a period of time. For
example, JawboneUP stored up to nine months of data on the device (Jawbone
2013). Devices also routinely upload data to the manufacturer’s servers and to other
companies. Ghostery, formerly Evidon, performed an analysis of the top 20 commercial mobile health apps in late 2013, and found that these apps included over 70
third-party data collection mechanisms between them, sending data to advertisers
and analytics companies (Kahl 2013). A study by Symantec found that the wearable
devices and apps they tested each contacted between 5 and 14 Internet domains,
transmitting data for analysis of device and user behavior (Barceno et al. 2014).
One device maker, Garmin, is creating a less expensive ﬁtness tracker for the
corporate market (Maker 2014). However, no information is available yet on
whether this device has different data collection or disclosure functionality than
other Garmin devices.
Although fewer than 10% of American consumers purchased health and ﬁtness
trackers in 2013, at least one survey showed that three times as many consumers
acquired a wearable device in the ﬁrst half of 2014 as in the prior six months
(Ledger 2014) and the supply of devices is growing rapidly. The Consumer
Electronics Show in 2014 saw a 40% increase in presenters related to digital health
after a 25% increase in the prior year (Sarasohn-Kahn 2013). Market projections
show continuing fast growth into the foreseeable future (Hamblen 2014; Barceno
et al. 2014), despite data indicating that most consumers abandon their wearable
devices and that about a third do so within six months (Ledger 2014). Some market
forecasters believe that wellness incentives provided by employers and health
insurers are key to growth of the ﬁtness tracker market (Satariano 2014).
The emerging wellness data ecosystem is also growing fast. It includes wearable
and other Internet-connected devices, device and app manufacturers, data analytics
organizations, consumer-facing health and wellness portals, testing labs, wellness
vendors, and health insurers. Depending on their business focus, companies adopt
different strategies in the wellness market. Some companies focus on a speciﬁc
aspect of health, such as increasing medication adherence (Meeker 2014). Other
companies, including Google and Apple, are launching broad suites of health and
ﬁtness products and services that include a combination of wearable devices with
sensors, cloud-based data collection and analytics capabilities, application programming interfaces (“APIs”) for third-party developers, and social networking
capabilities.
Because about 74% of employer-sponsored wellness programs are offered
through health plans (KFF/HRET 2014), health insurers like United Healthcare
Group, have been creating wellness-related apps and social networking web sites
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Table 3.3 Some data collected via devices, apps and portals
Category

Elements covered

Purposes or uses

Identifying data

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Name
Physical address
Email address
Date of birth
Photograph
Mobile phone number
Last 4 digits of SSN
Account credentials
Gender
Height
Weight
Body temperature
Blood glucose
Heart rate
Respiratory rate
Micromovements
Steps walked
Speed of travel
Floors climbed
Distance traveled
Modes of transport
Length of workout

• Purchases
• Registration of account and
device(s)
• Accessing account and working
with data
• Wellness incentive payments
• Social media account linking

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Number of hours slept
Number of times woken
Sleep efﬁciency
Food items consumed
Water consumed
Alcohol consumed
GPS coordinates
Wi-Fi access points
Cell tower locations
Altitude
Location history
Device type
Device manufacturer
Operating system
Unique device ID
App name, version, unique
instance ID
Device synch time and date
IP address used while
synching
Friends lists
Email addresses
Phone contact lists
Calendar entries

Biometrics

Exercise

Sleep

Food

Location

Device and app data

•
•
Contacts and
calendars

•
•
•
•

•
•
•
•
•

Goal setting
Progress measurement
Exercise intensity
Pattern analysis
Correlation with other data

•
•
•
•
•
•
•
•
•
•

Activity intensity and duration
Calories burned
Types of places visited
Movement map or track
Progress measurement
Benchmarking against other
users or goals
Pattern analysis
Correlation with other data
Pattern analysis
Correlation with other data

•
•
•
•
•
•
•

Calories consumed
Dietary analysis
Correlation with other data
Distance traveled
Pattern analysis
Types of places visited
Correlation with other data

• Synching device with account
• Analysis of device or app
behavior
• Analysis of user behavior

•
•
•
•
•

Social media account linking
Friend requests
Competitions and challenges
Pattern analysis
Correlation with other data
(continued)
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Table 3.3 (continued)
Category

Elements covered

Purposes or uses

Online health-related
activities

•
•
•
•
•

• Health interests
• Potential health concerns

Pages viewed/Time on page
Interaction with widgets
Search terms
Comments
Purchases associated with
app or device

for their members for several years (Wharton 2013). Several health insurers,
including United, Cigna and Humana have integrated wearable devices into their
wellness programs (Satariano 2014).
Companies that focus speciﬁcally on employer wellness programs and classify
themselves as “wellness platforms” are emerging as well (see, for example, Chang
2014). RedBrick Health and Jiff Health, funded by venture capital, and Audax
Health, recently acquired by United Healthcare and renamed Rally Health, allow
employers to create wellness programs from various modules. The modules may
include online HRAs; walking programs, team challenges, and individual coaching;
healthy living informational portals with a social component; and the ability to
integrate data from apps and devices of multiple manufacturers. For example,
RedBrick Health created its own RedBrick Ready certiﬁcation program for biometric devices, mobile apps, third-party health improvement programs and ﬁtness
centers. Certiﬁed companies can integrate with other certiﬁed companies through
the RedBrick platform. The initial certiﬁcation included Fitbit ﬁtness trackers and
RunKeeper, a GPS activity tracker with a data integration platform (RedBrick
Health 2012). Jiff Health website states that “Jiff Platform talks to all the best digital
health products in nearly every category—activity, weight, stress, risk assessments,
biometrics, sleep. So … employees are free to choose what works best for them”
(Jiff website). Audax Health claimed to integrate data from BodyMedia, Fitbit,
Withings, and Polar (Audax website).
As part of their services for their employer clients, employer-focused wellness
vendors integrate online and device data with traditional health data from health and
pharmacy claims and laboratories. For example, Audax Health requires users to
complete an authorization as a condition of using its Zensey employee wellness
service, consenting to the collection and use of data about genetic conditions,
treatment regiments, test results for HIV and other sexually transmitted diseases and
a variety of other data (Audax Authorization 2014). HealthMine, another wellness
company, claims on its website that it “bring[s] together terabytes of individual
health data—claims, lab, pharmacy, health and biometric assessment, and
wearable/activity tracker stats,” (HealthMine Technology). Employer-focused
wellness vendors also integrate ﬁnancial incentives provided by employers into
wellness-related activities and analytics, and provide employers with the means to
track and manage their wellness programs (RedBrick, Jiff, Audax and HealthMine
company information).
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The wellness data ecosystem is not well mapped. There is little understanding of
policies and practices for data collection, use, flows and re-use within the ecosystem
or of the interaction between this new ecosystem and the traditional health care and
public health data ecosystems. As discussed in greater detail in Part 4, this can be
problematic because US sectoral privacy regulations impose different rules on
different types of organizations, even if those organizations collect the same data.
The mapping of the wellness ecosystem is beyond the scope of this paper. The next
section summarizes the privacy issues triggered by wellness programs at a more
general level.

3.4

Privacy, Surveillance and Wellness Programs

Wellness programs implicate at least three aspects of privacy: informational privacy
(ability to control disclosure of information about oneself), physical integrity
(control over one’s body), and decisional autonomy (ability to make decisions
without undue influence). A discussion of each topic follows.

3.4.1

Informational Privacy

There is extensive, multifaceted and multidisciplinary research literature on informational privacy (Smith et al. 2011). Wellness programs affect informational privacy in two ways. First, by increasing participation through ﬁnancial incentives and
other techniques, wellness programs increase the number of people whose
health-related data is being collected. Second, wellness programs increase the
amount and the types of data being collected about each person, the types of
analytics conducted with the data, and data dissemination.
In order to increase participation in wellness programs, employers provide
incentives to people for disclosure of their health data. Most Americans who track
some aspect of their health do not share the data with anyone else (Fox and Duggan
2013). However, participants in wellness programs must disclose health data to
program administrators or provide an authorization for data collection from third
parties in order to qualify for program incentives. For participation incentives,
employees must provide completed questionnaires, documentation of gym membership, records of completing drug tests or preventive screenings, or device and
app data that documents participation in an activity. For health-contingent incentives employees must provide results of biometric screenings, drug tests for nicotine, relevant device or app data, or information that documents compliance with an
alternative standard agreed to by the wellness program.
Increasingly, technology enables data collection directly from devices, such as
ﬁtness trackers and apps, or from third parties, such as testing laboratories or gyms.
For example, one wellness vendor offers a program in which an employee gets $5
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off his health insurance deductible for every workout in a GPS-veriﬁed gym or
through a connected ﬁtness tracker. If an employee does not provide evidence of
three workouts per week, his health insurance deductible increases by $5 for every
missed workout (Bebinger 2015). This type of passive data collection accomplishes
two goals. It may be more convenient for participants and this may increase
engagement (Rock Health 2014). It also allows wellness vendors and health plans
to collect measured data (NBGH Recommendations) and avoid the issues associated with self-reported data, such as memory lapses, inaccurate or incomplete
recording, inaccurate estimation, or adjustments to reflect more socially acceptable
outcomes.
Depending on the types of data collected, analysis can reveal the types of places
where the employee spends time; work, leisure and exercise patterns; categories of
food places visited; and more. Analytic algorithms may combine device and app
data with public data, such as local weather, or type of building or business in a
speciﬁc location to enrich the analysis. For example, sleep data may be correlated
with location data to determine how a user reacted to an earthquake (Mandel 2014).
Local weather data may be correlated with the data about outdoor exercise to
provide insights about exercise patterns (Epstein et al. 2014). Location of food
establishments can be combined with device location data to provide insights on the
types places where the user eats (Epstein et al. 2014). According to a study of “big
data” in healthcare innovation by the consulting ﬁrm McKinsey & Co., different
companies use different mixes of private and public data, with about 50–70% of
innovations relying at least in part on the capture or integration of user data, such as
GPS location (Groves et al. 2013).
Analysis can also reveal activities that gave rise to the data, including activities
that may be of an intimate or embarrassing nature. For example, until individual
user results became available in Google searches in July 2011, the activity database
of the Fitbit ﬁtness tracker included sexual activity, rated by level of effort (Rubin
2014). Following the public disclosure, Fitbit changed the default visibility setting
on its proﬁles from public to private (Park 2011). Of course, even if the data or
analytic results are not publicly available, they are available to the company collecting and analyzing the data and anyone else to whom the company makes
disclosures. By using incentives and other techniques to increase the use of ﬁtness
trackers and apps, wellness programs potentially expose highly personal activities
of their participants to third parties.
In the majority of cases, where employers provide wellness programs through
health plans, vendors that manage these programs operate as Business Associates
on behalf of health plans and are thus subject to the Privacy Rule under the Health
Insurance Portability and Accountability Act (“HIPAA” ). For example, when
“wellness platforms” like Jiff, RedBrick, Rally or HealthMine integrate data from
online HRAs and wearable devices and apps, with employer-provided data, such as
health claims and attendance records, the HIPAA Privacy Rule applies to the data
and the analyses. While HIPAA permits a wide variety of uses and disclosures,
particularly in the area of “healthcare operations,” it does impose some limits.
Among the most important in the employment context is the requirement that an
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individual provide speciﬁc authorization for disclosure of HIPAA-covered data for
employment-related decisions. This is an important limitation, even though in some
cases authorizations may be compelled (Rothstein and Talbot 2007).
It is unclear what happens to the data collected within a wellness program,
including the extent to which an individual participated in one, if that individual
changes employers or opts out of the program. Vendors may be obligated to delete
or at least anonymize some or all of the data. However, if vendors can beneﬁt from
maintaining historical data for use when a former participant joins another
employer-sponsored wellness program, they may look for ways to keep the data.
They may ask for an individual authorization or offer some incentive to keep the
individual as an active account holder, as other companies with similar incentives
have done. For example, until 2008 Facebook offered users only the option to
deactivate their accounts without an option to permanently delete them, just in case
users decide to return and want their historical data to be available (Aspan 2008;
Facebook website).
Vendors that manage wellness programs are not the only companies that collect
data as a result of these programs. Integration of devices and apps with wellness
incentives means that data also flows to device and app makers, analytics companies, and in some cases social networks and marketers. The rules applicable to
health-related devices and apps present particularly complex privacy questions
(Farr 2014; Perrone 2014). Commercially available wearable devices and apps
acquired by consumers for personal use are not subject to privacy regulation in the
U.S. HIPAA generally does not apply. Consumers are not “covered entities” under
that law, and just because device and app manufacturers enable data feeds to
wellness programs, they are not acting “on behalf” of those wellness program. The
Federal Trade Commission (“FTC”) can bring enforcement action against device
and app makers for unfair or deceptive practices under the FTC Act, but it requires
an allegation of wrongdoing in order to do so. The Food and Drug Administration
(“FDA”) can only regulate devices and apps designated as medical devices, and
most health and ﬁtness trackers and apps are not considered to be medical devices.
Therefore, it appears that personal wearable devices and apps can collect, analyze
and disseminate personal information with few constraints, even when incorporated
into employer-sponsored wellness programs.
One potential way to learn about the data policies and practices applicable to
ﬁtness trackers and apps is to review privacy policies of companies that make and
sell them. Unfortunately, not all such companies have publicly available privacy
policies. A study of 43 mobile health apps by the Privacy Rights Clearinghouse,
conducted in 2013, found that 26% of paid apps and 40% of free apps had no
privacy policies at all (Ackerman 2013). A more recent and larger study of health
apps reported even worse results. Of 600 health apps examined, 300 each from
iTunes and Google Play, only 30% had privacy policies (Sunyaev et al. 2014). The
situation is no better with ﬁtness trackers. A study performed in 2014 by Symantec
Corporation found that 52% of wearable trackers they studied did not have privacy
policies (Barceno et al. 2014).

3 eHealth and Privacy in U.S. Employer Wellness Programs

47

Even in cases where privacy policies exist, these policies are often long, require
college-level literacy, and in two-thirds of the cases do not address the app itself
(Sunyaev et al. 2014). The policies permit broad uses and disclosures, including
operations, personalization, improvements to apps, devices and services, research,
and marketing and promotion, all performed by the companies themselves or their
partners. The Privacy Rights Clearinghouse study also found that over 30% of both
free and paid apps sent data to someone not covered by the privacy policy
(Ackerman 2013).
It is even less clear what rules apply when device and app data moves between
different types of organizations within the US sectoral regulatory structure. For
example, there are reports that Apple would like to integrate data from its HealthKit
platform with traditional medical records (Farr 2014). It is unclear how this would
work, but possibly it would create multiple copies of the data subject to different
rules, including copies in Apple’s cloud (subject to commercial rules), in the linked
medical records (subject to HIPAA), and possibly in third party applications that
use the data from Apple’s cloud (subject to commercial rules or, in come cases,
FDA regulation or HIPAA).
In addition to collecting data that can be stored and analyzed, ﬁtness tracking
devices can be monitored as they are carried. A recent Symantec study found that
they could remotely monitor the locations of all the ﬁtness trackers they tested
(Barceno et al. 2014). The use of location tracking technologies in the employment
context is relatively new. To date, the courts have found that employers have the
right to attach tracking devices to company-owned vehicles and can track
company-owned cell phones (More and Pack 2012). There is no legal precedent on
whether employers have the right to monitor employees’ location via
employer-provided ﬁtness trackers or personal ﬁtness trackers that employees use to
qualify for wellness incentives.
Wellness programs can build an exceptionally detailed picture of an individual
life by combining data collected via HRAs, biometric screenings, devices, apps,
activity on health portals, health claims, attendance records provided by employers,
and public data. In addition to being used to influence health-related behavior, as
discussed in the section on Decisional Autonomy, these new data pools may be
used for other purposes by employers, law enforcement, divorce and personal injury
lawyers, and others who discover their existence. There are many businesses, such
as cell phone companies and social networks, that collect data to provide services
and ﬁnd themselves responding to legal requests because others want the data for
unrelated uses. The ﬁrst case of using ﬁtness tracker data in a personal injury case is
already under way in Canada (Olson 2014). As the content of these new data pools
becomes better known, the use of the data is likely to increase.
The element of compulsion present within the employment relationship,
increasing ﬁnancial incentives, new health beneﬁts designs, and new technologies
lead more people to disclose detailed data about themselves and their health in
wellness programs. Locations where this data exists, the rules that apply to it, and
ways in which the data can be combined with other public and private data are not
well deﬁned. Even if employees wish to learn the full extent to which wellness
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programs affect their informational privacy, it is unlikely that they can do so. Other
than refusing to participate in wellness programs, it does not appear that they have
any means to exercise control over this data.

3.4.2

Physical Integrity

The ADA permits employers to conduct tests to determine whether potential and
current employees can meet the physical requirements of a job, such being of a
certain height (Rockettes website), having a certain level of visual acuity, or being
able to run, dodge obstacles, lift or drag objects or persons (Metropolitan Police
Department website). Voluntary wellness programs are an exception that permits
employers to measure physical characteristics that are not related to the job in which
an individual is employed (Jesson 2008). Physical measurements can take place as
part of enrollment in a wellness program or as part of qualifying for wellness
incentives.
Bodily privacy and physical integrity in medical and drug testing have been
explored in the U.S. in the context of law enforcement and compliance. U.S. courts,
including the U.S. Supreme Court, have examined physical measurement and
testing in the context of the Fourth Amendment “right of the people to be secure in
their persons … against unreasonable searches and seizures.” As part of the balancing test between the individual’s “reasonable expectations of privacy” and the
needs of law enforcement, the courts have examined the invasiveness of puncturing
the skin for blood draws, tests that seek to establish what goes on inside the body
without puncturing the skin (e.g., breath-, urine- and cheek swab-based drug tests);
and measurements of externally visible characteristics (see, for example, Maryland
v. King).
Although alcohol and drug testing fall under the ADA deﬁnition of medical
exam, the legal regime that covers the testing is complex and includes both federal
and state laws. Some employers use random drug and alcohol testing to enforce
policies that prohibit the use of illegal drugs and the use of alcohol while on duty.
The courts have generally been deferential to employers in this unless they ﬁnd
explicit protection for employees in applicable law (McKenna and Oncidi 2006).
Nicotine testing is in a somewhat different category from testing for illegal
substances and alcohol use. Several states and many employers have policies that
prohibit smoking in the workplace. Some states have laws that prohibit discrimination against employees who engage in legal activities, including smoking, outside
the workplace (McKenna and Oncidi 2006; Klautzer et al. 2012). Nevertheless,
some employers ask employees to submit to drug testing for nicotine because they
have policies against hiring or retaining tobacco users or because they tie wellness
incentives to demonstrated abstinence from tobacco (Hendrix and Buck 2009). As
shown in the documents related to EEOC v. Honeywell, refusal to participate in a
nicotine-related drug test can result in the same penalty that would be assessed
against an employee who tests positive for nicotine (EEOC v. Honeywell).
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Testing for cholesterol, blood pressure, blood glucose, BMI and waist circumference requires participants to submit to a kind of measurement and analysis that
previously took place mostly within a healthcare setting. As noted by the Stanford
Encyclopedia of Philosophy, philosophers have paid less attention to physical
privacy in medicine than to informational privacy (SEP 2011). Nevertheless, it is
widely recognized that patients have expectations of privacy in healthcare settings,
including the expectation that they can maintain their modesty while exposing their
bodies for medical treatment and that they will not be touched unnecessarily. In a
healthcare setting, people allow strangers access to their bodies because those who
treat them are subject to long-standing ethical principles to put the patient’s interests
ﬁrst. Employers and their vendors have no such ethical obligations.
Wearable ﬁtness trackers and mobile apps provide a new mechanism for measuring the body. As noted above, some of these devices monitor heart rate, respiration, body temperature and other biometrics on an almost continuous basis. To the
extent that physical characteristics change with physical and mental activities,
continuous measurement provides a much more comprehensive picture of the body
than the picture provided by point-in-time physical examinations, and the data can
be stored, combined with other data, and analyzed. For example, Microsoft Health
announced that it intends to combine biometric measurement of its Band device
with contact and calendar information and offer observations and suggestions based
on the results (Metz 2015).
There will undoubtedly be people who beneﬁt from workplace wellness testing.
The press already published accounts of individuals who discovered they had high
blood pressure or high cholesterol through an employer-sponsored screening and
adjusted their lifestyles to lower their risk of chronic disease (see, for example, Burd
2009; Satariano 2014). Nevertheless, it is a violation of the most personal boundaries to put employees in a position of choosing between paying penalties and
submitting to physical testing and measurement unrelated to their jobs.

3.4.3

Decisional Autonomy

In the case of wellness programs, decisional autonomy involves an individual’s
ability to control decisions about his or her medical treatment and health-related
behavior. Financial incentives, gamiﬁcation, and other manipulative techniques
threaten decisional autonomy.
In the past, decisions about medical treatment were entirely left to the individual
or made by an individual and her physician, reflecting a fundamental tenet of
medical ethics (Lamkin 2013). Wellness programs affect these decisions by linking
ﬁnancial incentives to medical outcomes. Incentives tied to achieving certain levels
cholesterol, BMI or blood pressure affect individual choices on, among other
things, whether to take drugs or accept other medical interventions in order to
achieve the level prescribed by the employer’s health plan. If an employee is unable
to forego wellness incentives and is unable or unwilling to comply with program
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standards, she has to ﬁnd ways to qualify for an alternative standard. She may need
to spend time and effort to convince the wellness program administrator to create a
reasonable alternative standard, and the effort may not always produce an acceptable alternative (Volk and Corlette 2012). She may need to change physicians in
order to ﬁnd one who supports her health choices and agrees to help her work with
the wellness program. For employees who want to exercise autonomy over their
health, wellness programs can bring conflict with both their employers and their
physicians.
An additional factor affecting decisional autonomy in wellness programs is the
current popularity of gamiﬁcation and social influencing. These are techniques of
psychological manipulation, derived from experiments of B.F. Skinner, Stanley
Milgram and others (Klein 2014; Seife 2014), and from the ﬁeld of behavioral
economics popularized through the work of Daniel Kahneman, Robert Thaler, Cass
Sunstein and others. The techniques are speciﬁcally designed to manipulate
behavior, often without the individual being conscious of how it is done (Seife
2014).
Device and app builders and wellness platforms use a variety of techniques to
influence user behavior. They deﬁne the data that users must provide to activate an
account or enable device or app functionality; set default settings for information
being made public; deﬁne the analyses included as product features; and create
choice architectures available to users (see, for example, Acquisti et al. 2015). Users
generally cannot opt out of providing certain data (although in some cases they can
provide ﬁctitious data) if they need the functionality. Designers of health-related
games use points, badges and ﬁnancial rewards to collect data and to reinforce
behavior desired by the wellness program. By adding social components, such as
challenges or competitions between co-workers or departments, they can create an
atmosphere in which individuals feel peer pressure to participate or face the possibility of social sanctions in addition to ﬁnancial consequences. This can compromise the individual’s ability to make independent choices about participation in
wellness-related activities.
For example, one of the goals of the HHS Project Boundary pilot is to “try a host
of ‘nudge’ techniques—learning intelligently about what a particular user might
respond to and tweaking the system to customize how it interacts with the user.
Eventually, we hope to layer in some means to enable users to compete—against
themselves, or against a peer group—since social influence and support has been
shown to have a signiﬁcant impact on enabling behavior change.” (HHS Project
Boundary) Derek Newell, CEO of Jiff, said that as health behaviors, including
activity level and food intake, become passively monitored, “[w]e can watch that
data and start to learn how to influence people’s behavior in real-time. That’s the
big change employers are interested in.” (Zamosky 2014).
Manipulation of behavior through the use of technology in wellness programs
raises privacy and ethical questions (Larson 2014). These include questions about
whether users understand that they are being manipulated and are willing participants in the manipulation; and whether the goals of the “game” designers align with
the goals of the participants. Most importantly, because wellness programs need not
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be based on any clinical standards, there is a question about whether the behavior
being induced can be harmful to participants. Many accepted medical standards,
including standards for mammography, cholesterol screening and diabetes management, have been reversed after being subjected to rigorous analysis (Lamkin
2013). The U.S. Dietary Guidance Advisory Committee recently eliminated recommendations for limits on consumption of cholesterol, salt, and fat because there
was no evidence that such limits improve health (USDA 2015). Yet, there is little
transparency about whether and how companies that create incentives for various
health-related behaviors decide which clinical standards or recommendations to
incorporate.
As noted by Charles Seife, the volume and precision of data available to the
“game masters” in digital environments and the ability to provide immediate and
highly targeted feedback permits complexity of manipulation of “game players”
that was unimaginable without digital devices (Seife 2014). Wellness programs that
create exceptionally detailed pictures of individual lives and track behavior and
biometrics in real time have multiple levers to influence everything from the way
people spend their time to the way they make decisions about their healthcare, but
they do so without being held accountable for the quality of their advice or
manipulation.
Some of the outcomes of gamiﬁcation in healthcare will likely be positive. After
all, some people actively seek out external motivational mechanisms to help them
lose weight or meet exercise goals. For example, sites like StickK use the behavioral economics technique called “commitment contract” to help people stay on a
diet or exercise consistently. (StikK website) Another site, HealthyWage, allows
people to place bets on their own weight loss and make money if they
succeed. (HealthyWage website) However, when employers use technology in
combination with ﬁnancial incentives to manipulate employee behavior in areas
unrelated to their jobs, there should be satisfactory answers to privacy and ethical
questions before such practices are accepted as benign.

3.5

Conclusions, Recommendations and Further Research

Use of health data to manipulate individual health-related behavior is troubling in
the employment context because of the inherent power imbalance in the
employer-employee relationship. Although wellness programs must be voluntary
by law, a 2013 EBRI survey found that over 40% of employees participated in
wellness programs because they felt they were required to do so by their employers
(Fronstin 2013). A recent HERO-PHA study found that employee morale can suffer
when wellness incentives are implemented because some employees “ﬁnd the
[wellness] programs intrusive, coercive and are otherwise simply not interested in
participating in the program” (HERO et al. 2015).
It is unrealistic to expect people to change jobs if they don’t want to participate
in wellness programs, particularly because most employers now offer such
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programs. Nor can most people afford to give up their employer-provided health
insurance. 58% of respondents in a recent survey said that they plan to work longer
than they would like in order to maintain their employer-provided health insurance
(Fronstin and Hellman 2014). Moreover, U.S. federal law mandates that individuals
maintain health insurance or pay a penalty. Those who decline employer-provided
coverage are ineligible for government subsidies under the ACA if employer
coverage meets the affordability and adequacy criteria under the law.
There is considerable debate within the research community about whether
wellness programs deliver the promised beneﬁts of improved health and reduced
healthcare costs. There is also concern about whether these programs lead to
overtesting, overdiagnosis, and overtreatment, all of which carry their own health
risks and increase healthcare costs. It is clear, however, that ﬁnancial incentives and
other “engagement” techniques used in employer-sponsored programs increase
both the number of individuals whose data is collected, analyzed and used, and the
amount of data collected about each individual.
Individuals can, of course, engage in privacy protective behaviors by providing
incomplete or false information or by asking someone else to wear their ﬁtness
tracker when they cannot or do not want to do so. The professor who led the protest
against the Penn State wellness programs openly urged his colleagues to provide
“ludicrous” information on HRAs (Woessner 2013). However, an employee
engaging in a “contest of wits” with a wellness program would likely behave in a
way that many would consider unethical. An employer who uncovers deception
might label the employee as untrustworthy, seek to recover unearned incentives, or
take more extreme measures.
Ending employer-provided health insurance in the U.S. is unlikely in the
short-term. Therefore, below are recommendations for further research that would
provide a better basis for making policy decisions about regulation of wellness
programs in the employment context.
1. The wellness data ecosystem needs to be thoroughly mapped and examined in
light of consumer protection laws and public policy considerations. This mapping should include business models of ecosystem participants, including device
makers, wellness vendors and their various partners. There also needs to be a
mapping of policies and practices that govern data collection, uses, disclosures,
maintenance and re-use. Without understanding the ecosystem it is impossible
to provide meaningful privacy protections to wellness program participants.
2. Legislation should mandate the creation of a clear set of rules for wellness data
as it moves through the wellness ecosystem and between that ecosystem, the
traditional healthcare system, and the public health system. The rules should
cover historical data about individual participation in wellness programs as well
as current data. The rules should include a requirement for documented and
easily accessible processes and procedures that program participants can use to
understand data practices, to obtain access to their data, and to challenge its
accuracy and completeness. Participants should have the right to have their data
deleted. There also needs to be a mechanism, such as a regulatory agency, for
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assessing that wellness program sponsors and vendors comply with the rules and
there should be penalties for non-compliance. The rules and enforcement
mechanisms should apply whether or not a wellness program is part of a health
plan.
3. Current limits on incentives apply only to health-contingent incentives offered
by group health plans. Since wellness initiatives with incentives can be offered
outside group health plans and since participatory incentives are not subject to
any limits, legislation should cap the total amount of all wellness incentives
offered by employers. Before the upper limit is determined, an independent
body should examine whether ﬁnancial incentives disproportionately affect
lower-income individuals and result in lessened ability of such individuals to
refuse to share their data. If the analysis shows disparate impact, incentives for
providing data should be restructured to equalize their effect on different tiers of
employees.
4. The use of wellness data and persuasive technology to manipulate behavior
should be subject to independent ethical review. Research on human subjects is
subject to review by Institutional Review Boards. Several privacy researchers
have proposed models for review boards in connection with companies conducting studies of consumer behavior, (see, for example, Calo 2013; Polonetsky
and Tene 2014). Both of these approaches can be used as a starting point.
Reviews of wellness programs should evaluate the data collected and analyzed
within the programs, the clinical evidence, if any, for the health factors subject
to incentives and for the goals of “games” and other behavior influencing
techniques, and corporate business objectives linked to the wellness program.
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Chapter 4

Use of a Wearable Device to Promote
Healthy Behaviors Among Employees
of a Small-to-Medium Enterprise
in the Netherlands
Job Rimmelzwaan

Abstract In 2013, a small-to-medium ICT consulting company in the Netherlands
initiated use of a wearable device to promote health behaviors among its employees.
All employees of this company agreed to use the device for an undetermined period
of time. After the ﬁrst three months of the project, qualitative research (interviews,
observations and focus groups) was initiated in order to understand early expectations and actual experiences with respect to using the device, and opinions
regarding its contribution to both personal health and team functioning in the
workplace; the research lasted six months. Although the participants in this project
were initially enthusiastic about this new ‘gadget’ for tracking their personal health
behaviors, they later indicated that the device alone was insufﬁcient to sustain
motivation and behavioral change over a longer period of time. Prior to the start of
the project, participants made social agreements regarding sharing personal data in
the workplace; most employees felt this was acceptable as long as both the
employer and their fellow colleagues were discrete about the data and what it
revealed. However, they became increasingly concerned as the project progressed,
especially about further use of the data by the technology provider.

4.1

Introduction

In 2007, Gary Wolf initiated the ‘Quantiﬁed Self Movement’ through a personal
blog that promoted measuring and monitoring physical and behavioral aspects of
the ‘self’. Such measuring and monitoring may be done through use technological
tools such as applications (apps) on mobile devices, wearables (e.g. smart watches),
or other tracking devices and the values from these measurements may be recorded
through an app and/or online. The data produced by these applications can be
processed automatically by the application or device in question and used to
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generate results displayed in a number of ostensibly easy-to-understand graphs and
tables. Various types of health-related data may be gathered, including, but not
limited to, blood pressure, heart rate, sleep rhythms, amount and type of exercise,
caloric intake or burn, and stress level. All these variables may provide indications
about the state of an individual’s health and lifestyle (Arden et al. 2009). Sometimes
these data are coupled on concrete feedback about possible options for behavioral
change (Lupton 2013a), whereby they may also be used to ‘coach’ individuals in
making healthy (or healthier) lifestyle choices (Adams and Niezen 2016).
Such interactive interfaces arguably make it easier for individuals to engage in
personal health information management, including transmission/storage of health
data, real-time health monitoring (self-tracing), and (if necessary) remote consultation with professionals. This, in turn, is expected to facilitate more timely and
effective health communication, improve patient education and personalized feedback and enable realistic goal setting for sustaining or improving individual health.
In the case described in this chapter (further explained below), this was also seen as
a manner to improve team functioning in the workplace.
Although the term Quantiﬁed Self is fairly new, monitoring individuals and
populations generally and using aggregated data to improve personal and population health speciﬁcally is not that new. For example, diabetic patients have long
recorded blood sugar values and data on daily food intake in personal diaries.
Whereas these diaries were generally paper based, with the advent of personal
computing they slowly moved onto digital interfaces, and then, online, where
network connections enable correlating various types of data. In the 1980s, Roger
Clarke coined the term ‘dataveillance’, pointing to the use of data as part of
surveillance and surveillance of the data itself (Clarke 1988). Surveillance, a term
commonly used to describe the act of “watching over” certain human behaviors
(Lyon 2007), can serve various purposes. It may be used to discipline individuals
and groups (Foucault 1977), to protect citizens and keep them safe, for example in
mass gathering, and to keep tabs on those persons whose activities are of interest to
the one who is watching. Clarke introduced the term dataveillance to draw attention
to the shift that was occurring from physical and electronic surveillance of individuals to the surveillance of people’s behavior through the use of data trails that
their behavior was generating. As more and more digital technologies are introduced into our everyday lives, individuals generate increasing amounts of data that,
in theory, can say a lot about our behavior. However, whereas the situation to which
Clarke referred was largely top-down, in that a limited number of actors—generally
authorities—had access to the data-streams in question, dataveillance is now a
multi-directional act. This means that various (types of) actors are privy to the data
that individuals are generating and may be monitoring individual behavior and
using data about that behavior for various purposes. Dataveillance may therefore
still be top-down (authoritative monitoring of individuals or groups), but is
increasingly also lateral (among peer groups), or even more bottom-up (authorities
or celebrities being watched by the public). Monitoring of individual data streams
by various types of actors is leading to a signiﬁcant focus in both academic research
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and policy arenas on consequences for personal privacy (Zimmer 2008; Fuchs
2011).
The research discussed here reports on a small-scale initiative to promote use of
quantiﬁed self-monitoring devices in the workplace. It approaches this initiative as
an example of how dataveillance can be used by employers interested in how their
employees behave and function—arguably to gain a better understanding of their
own organization. The probable effects of dataveillance as the feeling of ‘being
watched’ could potentially result in individuals’ personal feeling that they need to
live up to a certain norm. A norm that, in this case, is deﬁned by the social
environment e.g. management, colleagues or team members. A recent study on the
association of social norms with physical activity and healthy eating describes the
importance of social norms in intervention strategies and shows a clear relation
between behavior and social norms even after modifying for social support,
meaning the norm on itself can predict behavior (Ball et al. 2010). Because this was
the ﬁrst known initiative of its type in the Netherlands, this research examined
individual and group experiences with using wearable self-monitoring technologies
to track daily health practices, with speciﬁc focus on issues of user experience and
privacy perceptions.

4.2
4.2.1

Methods
The Case

A single case-study (Yin 2014) of a small-to-medium enterprise that offers advice
on innovation in healthcare was conducted. During this study, company employees
(n = 19) were provided with a wearable wrist pedometer and accompanying
smartphone app with a social function, whereby they could track both their own
data input and that of their team members. The app offered three measurements—
caloric intake, steps taken and sleep patterns—but as if further discussed below,
during this project only caloric intake and steps taken were measured. The company
provided a 24/7 dashboard that was displayed on a laptop that all employees could
see from their desks. This dashboard showed aggregate data levels for caloric intake
and number of steps taken each day. Initially, all employees agreed to participate
and no one opted out.

4.2.2

Data Collection

Case study data was collected via interviews (n = 6), participant observations
(n = 2) and a single focus group (n = 8). In keeping with the explorative nature and
goal of this research, which was to get a better understanding of the employees’
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feelings towards the device and the perception of how this related to personal
privacy, I chose to conduct semi-structured interviews because this form of interviewing enables combining structured topics with flexibility. It also gave respondents the opportunity to speak freely about their experiences, whereas other
methods, such as a structured interview or distributing a questionnaire, would only
allow respondents to provide input on subjects that were pre-determined by the
researcher. Because the study was conducted during work time and respecting the
right of employees to opt out of interviews, it was not possible to interview
everyone, although this would have increased the reliability and validity of the
ﬁndings.
At the beginning of the project, semi-structured interviews on the basis of a topic
list were held with three randomly selected employees and three managers. These
initial interviews were used to gain an impression of why the management initiated
the project and outline employees’ expectations for the project. They were also used
to understand respondents’ initial ideas about key issues such as personal understanding of health, knowledge and opinion of the Quantiﬁed Self Movement and
concerns about privacy. All interviews were recorded with permission and transcribed verbatim.
During the participant observation phase of this project, the author shadowed
two employees for a full day in order to observe how they used the wearable, app
and dashboard. Field notes were made regarding behavior, as well as any discussions where the following topics were mentioned: the technology, exercise, personal health and team performance. General observations from situations where the
project was discussed, such as team meetings, were also recorded in ﬁeld notes
throughout the project.
Insights derived from the early interviews and observations of use in practice
were used as input for a focus group. Focus groups are used to generate discussion
of shared experiences (Krueger and Casey 2000). The focus group held as part of
this study included eight employees, with a deliberate choice for four interviewees
and four new respondents, in order to validate working conclusions. Employees
were asked about their experiences with the technology over time, perceived change
in behavior and understanding of health, and both ethical and practical dilemmas
encountered during use of the technology. The focus group was also recorded with
permission and transcribed verbatim.
The data was analyzed cyclically in different stages based on Creswell and
Clark’s (2007) step-by-step plan, which allowed the researcher to recognize
recurring patterns or themes in the data. After each phase of data collection, Atlas.ti
Qualitative Data Analysis Software (http://www.atlasti.com) was used to add labels
to the primary data (inductive coding) and arrange these labels into theme-based
groups. After the ﬁnal data collection phase, the data was also coded deductively
using a framework that incorporated elements related to health literacy/education
(how do people understand and act upon their own health data) and technology
acceptance (what factors contribute to initial acceptance and sustained use), as well
as how these factors contribute to understandings of surveillance.
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Because of my role as intern in the organization where this research was conducted, guarding the validity and reliability of the ﬁndings was important. The
systematic approach to coding the data and use of data software ensured internal
consistency in analyzing the ﬁndings. Analytical themes and proper “distance” of
the author from the data were checked during internal peer review by students and
instructors as part of the Master Program on Health Care Management at the
Erasmus University of Rotterdam.
The results outlined below discuss the most prominent themes derived from
interviews, observations and the focus groups. Direct quotes from interviews or
focus groups used in this paper were translated from the original interview transcript language (Dutch) to English by the author and checked by a native speaker of
English who also speaks Dutch. This additional check was necessary to ensure
proper capture of diction, nuance, etc. in the translation.

4.3
4.3.1

Results
Fun Gadgets, with Preconditions

The managing director initiated this project out of curiosity about the usefulness of
self-tracking devices for increasing awareness of (and motivation to develop)
healthy behaviors and also felt that it would give employees better insight into
healthcare innovations. The project was announced during a standard company
‘knowledge evening,’ where employees discuss themes related to company work
and share interests.
Initial interviews revealed that employees’ ﬁrst reactions were positive. As
quotes from two respondents reveal, they liked that the employer provided the
wearable, which they saw as a new gadget to play with, and were interested in what
the collected data would reveal about their own personal behavior:
Fun! The numbers tell the tale.
Also, it’s simply fun, it’s a gadget. And then the excitement of, what will do with it and
what will the results be like?

Nonetheless, employees also wanted to set what they called “social boundaries”
regarding what information they would or would not share and what would be done
with the data. During a general meeting prior to the start of the project, the
employees reached agreement on three major pre-conditions: ﬁrst, they did not want
their colleagues to have access to all the data that the wrist monitor generated and
therefore agreed to share only data on food intake and steps taken. Collecting data on
sleep patterns was also a possibility offered by the program, but several employees
indicated that this information, which would be gathered in the home setting, was too
private to be shared in the workplace (although some employees did still monitor this
for personal use). A second social agreement was freedom of use, meaning that all
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employees were free to decide for themselves when they would use (or stop using)
the wearable. This included respecting another’s decision to stop and not subjecting
one another to social pressure to continue after such a decision had been made.
Finally, other than the presence of the dashboard in the ofﬁce, there were no additional activities or sessions planned in relation to the project.
Establishing social agreements regarding use of self-tracking devices was an
important precondition to employees joining in the project. While most employees
indicated not being worried about sharing their data (“because I am healthy”), some
did voice concerns about possible adverse effects. These possible adverse effects
that respondents mentioned included stretching their personal limits and going
overboard with measuring activities, and colleague or employer responses to what
their data revealed. With regard to this last concern—colleague or employer
responses to the data—some respondents meant that they were worried that they
would be judged for their shortcomings, rather than rewarded for the efforts they
were making. They felt this would be a form of ‘misuse’ of the data being
generated.

4.3.2

Initial Expectations: No Personal Health Change,
but Team Beneﬁts

Initially, respondents indicated expecting little effect from the gadget with regard to
actual changes in health behavior. One responded did indicate that s/he initially did
not realize that the device would also work when close to one’s person, but not
actually being worn (for example, when in a bag or pocket), but discovered this in
the process of use. Another respondent indicated feeling competent enough in
knowledge of his/her health and failed to see what the wristband (and the data it
generated) would add to this understanding.
Interestingly, respondents felt that the organization would potentially beneﬁt
more than they, as individuals would. That is, rather than seeing the wearable as a
tool to facilitate personal understandings of health, they viewed it as part of a social
experiment that would ultimately help improve how the team functioned because it
enabled them to share the same experience.
I did feel as though maybe more of a team feeling would arise. That the team spirit would
become stronger, because we are all in this together, all wearing the same device.
I imagined it would be a conversation piece.

With regard to expected influence on behavioral change, respondents expected to
see beneﬁcial effects primarily in using the wearable as a reminder to take short
breaks. They felt this would lead them to be more effective and ﬁt when working at
their desks, but not necessarily change longer-term personal health behaviors. Thus,
individual employees once more interpreted the overall beneﬁt of monitoring to be
for the employer (i.e. more effective personnel), rather than the individual
employees themselves (i.e. concrete changes in other personal health behaviors).
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Experiences: Caloric Input Hassles and Data
Accuracy; Increased Number of Steps

Initially, all employees began tracking both their movement and caloric intake.
However, after the ﬁrst few days, most had stopped tracking caloric intake, because
this required manual input into the app that accompanied the wearable device. This
manual input was seen as “too much of a hassle” in that the user ﬁrst had to search
in an integrated database for consumed foods/drinks and portion sizes; if the
consumed food or drink was not in the database, then the user had to input the
amount of calories based on their own calculation. Because the app tended not to
list the food that the respondents typically consumed during the day, manual input
took more time than expected.
Too much work and still not accurate enough. It’s relatively a lot of work, and if you have
to add every coffee or cappuccino, then that takes a lot of effort. Sleep, for example, is
tracked automatically—all you have to do is push a button to let the device know you are
going to bed. That’s a smaller effort and that makes it easier to integrate in your daily
routine.

In addition to the important point of the amount of effort required and alignment
with daily routines, both of which are important to user uptake of new technologies
(Oudshoorn and Pinch 2003), this response also points to the issue of input accuracy. Besides the manual input of caloric intake, several users questioned the
accuracy of the data for exercise and sleep, despite the automatic monitoring. This
was mostly attributable to the fact that the device counted steps but did not track
other forms of motion and exercise. Because the feedback that users receive
depends on the quality of data generated by the different sensors in the device the
accuracy of this data is extremely important.
Moreover, the employees found that the device alone was not enough to keep
them motivated to change their behavior because it failed to place the data from
their personal efforts in a broader social context. That is, the dashboard that had
been set up did not work well in the beginning, which meant that once employees
realized that the readings it gave did not correspond to data from all users, they
stopped paying attention to it. This seemed to lessen the value of the contextual data
in their eyes because it made it more difﬁcult for individuals to relate the group
numbers to their own. As the project progressed, most employees also checked their
own personal information less frequently during the day. This is possibly a result of
the novelty wearing off, but could also be related to different responses to the data.
While some employees admitted being surprised by some of the data, several
indicated that it actually only conﬁrmed what they already knew.
Nonetheless, all respondents indicated that simply having the wearable on their
arm served as a reminder to take more steps—at least, in the early phases of the
project. Whereas without the device it was easier to opt for using the car, also for
short distances, all the respondents indicated that they now actively tried to meet the
daily target of 10,000 steps. In that regard, taking a walk together at lunchtime
(instead of driving to a local restaurant or supermarket) and taking short walking
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breaks between long periods of sitting were the most noticeable changes in
employee behavior. With the presence of the wristband, respondents felt it was less
easy to say “ah, forget it” because they knew this would be evident in their data at
the end of the day.
Later in the project, continuous use of the devices decreased, as individual users
gradually grew tired of the wristband and the ever-present monitoring. For some
this was a practical issue—they got tired of taking it off when it got in the way of
certain tasks and therefore decided to leave it off when necessary, rather than
constantly having to take it off and then put it back on. For others, it was about
moments of not wanting to be tracked—these respondents would often remove the
wristband for a period of time and place it far enough away that it could not
continue collecting data about steps taken.

4.3.4

Socio-ethical Dilemmas

When asked about the dilemmas encountered during use, the ﬁrst subject that most
respondents raised was privacy. Whereas they felt they had nothing to hide about
the number of steps taken, they were less open about their personal sleep patterns
and caloric intake, which they felt revealed more about the state of their health than
the other data.
Well [exercise] information is not that relevant but when it would be heart rate or something
then that would be different. Especially from the fear that others might judge me, you know,
about the diseases I might get in the future. And that it would also have an impact on
whether I get a mortgage or life insurance.
I do not feel unsafe or anything. Unless [the data] is used against me. We shouldn’t assume
that from the start, but if it were to happen, I would immediately stop using the device.

This issue of how the collected data might be used was especially important in
employer-employee relations. In this regard, respondents indicated the importance
of trust in the environment where the monitoring was taking place. Not only their
colleagues, but also their employer, were now privy to otherwise personal health
data. As a result of the social agreements made early on, respondents expected all
persons involved in the project to handle the generated data with discretion and saw
privacy protection as a shared responsibility between employer and employee.
Managers also felt that they had to be careful not to violate that trust and therefore
couldn’t just mention what they saw in the data—even when an employee was not
performing well in their job. They felt that trying to correlate the data gathered
through the experiment with other information about employees and trying to draw
any conclusions on the basis thereof was crossing a line and, indeed, would be a
misuse of the data, as was also mentioned above.
One interesting aspect was that most respondents only realized later in the study
that their data was property of the wearable provider, meaning it could possibly be
stored and used for other purposes at a later date. But, they also felt that they should
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have thought through such possible consequences of open data-sharing before
agreeing to participate. This was not only an issue of privacy in terms of the
collected data, but also trust, as several employees felt that the employer had not
provided enough relevant information prior to the group deciding to engage in this
experiment.

4.4

Discussion

Although this was a small, explorative study based on a single case, it revealed the
following aspects about the uptake of a monitoring device and promotion of healthy
behaviors in the workplace. First, the organization must establish and adhere to
certain pre-conditions regarding use of self-tracking devices in order to increase
participation. Such participation is further facilitated if these pre-conditions are
discussed and established as shared social norms/agreements early on because this
enables employees to enter such an experiment with trust in both their colleagues
and their employer. Second, the device itself is not enough to increase user
understandings of healthy practice or to facilitate changes in behavior. Users
question not only the accuracy of input data about themselves, but also the quality
of feedback generated on the basis of this data. As this project showed, users want
to be able to place their data in a greater social context (such as comparing with
their colleagues). However, as this project also showed, even when this data is
correlated, doubts about the accuracy of the cohort information being mirrored to
the entire group can inhibit further individual use of that data. Trust is thus key in
two regards: trust in the social setting where data is being collected and trust in the
data and analyses generated on the basis of that data.
Further, the uptake of such devices is facilitated by proper alignment with
personal daily routines, but users might not fully understand all the ins and outs of
the processes behind data collection. This case reflected that employees were not
completely aware of the amount of data they shared and also found out relatively
late that their data was stored by a company outside of the Netherlands and that the
data was property of that company, which meant that the company might use the
aggregated data for its own purposes at a later point in time. Confronting the
employees with this information later in the project made them think again about
the experiment and some felt that they had agreed to participate without thinking
about the possible consequences of such participation. Therefore, when introducing
such devices in similar programs, explanations regarding how the device works to
help individuals monitor their health should include sufﬁcient information regarding
how personal data is handled by the service provider.
Finally, employees had different perspectives about the sensitive nature of the
data in relation to their ‘quantiﬁed self’ that was dependent on the type of data that
being shared. None of the respondents indicated having any problem with sharing
data on their personal exercise activities. This was different, however, for data on
sleep (and to some degree nutrition), because employees felt these were more
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personal than exercise and were therefore more concerned that sharing this data
might reveal too much to colleagues or the employer about their health. Overall it
became clear that employees did not mind sharing information as long as it did not
say too much about their personal life or health status. This is related to the privacy
dimension of Hensel et al. (2006) who describe the fear of loss of control when data
or information reveals more about a person than that person desires. It should be
noted, however, that in this case the employees said their statement on privacy was
speciﬁc for this organization, as they trusted their colleagues and employer to be
discrete about the data. Overall, they agreed that they were willing to share their
data as long as it did not reveal too much about their personal life and health. Future
research could delve further into the nuances of understandings of data in relation to
health—what individuals feel should or should not be revealed, and to whom.
In addition to longer-standing individual practices of quantifying the self, there
is an increasing trend to engage in such activities as part of a social
group. Employers are also following this trend by offering services and platforms
that enable their employees—if desired—to track data related to their health. This
may be because of a perceived beneﬁt to the individuals (better health literacy and
understanding of personal health) or the organization (more efﬁciency related to
healthy practices) or for purposes such as team building, which was also a perceived additional beneﬁt in the case studied here. However, there is also need for
critical reflection on this move toward revealing ever more personal information
about individuals (Lupton 2013b) and possibly using that in the workplace. As is
discussed above, this research also reveals a number of limits to processes of
dataveillance in the workplace that should be taken into account prior to initiating a
program that uses self-tracking devices to generate quantitative data about individual health-related behaviors that are then compared in the group.
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Part II

Surveillance Practices for Risk
Management

Chapter 5

Selling Passive Monitoring to Manage Risk
in Independent Living: Frontline Workers
in a Bind
Clara Berridge

Abstract Passive monitoring systems have been proposed as a way to revolutionize home healthcare. This study examines speciﬁc techniques social workers
employ to urge older adults to adopt the QuietCare sensor-based passive monitoring
system that monitors movements in residents’ apartments. Data were gathered from
49 in-depth semi-structured interviews in six low-income independent living residence apartment buildings where QuietCare had been offered for six years and
where 98% of residents who were offered the system declined it. This study reveals
how frontline staff members navigate the task of encouraging reluctant independent
living residents to subject themselves to continuous sensor-based monitoring.
Social workers employed a variety of techniques to pressure adoption and residents
made constrained choices. Having to navigate this practice put these workers in a
bind, caught between values of independence and risk management. This research
suggests that it is important to understand what is at stake in negotiations over
passive monitoring adoption and the potential for conflict between values of
independence and risk management.

5.1

Introduction

We live in a “risk society” (Beck 2006) where risk is a deﬁning discourse within
which gerontological knowledge and practices are deeply embedded (Powell et al.
2007). The two interrelated concepts that represent for policy makers and practitioners the gold standard of aging today—‘aging in place’ and independent living—
are inherently grounded in concerns about risk avoidance (e.g., avoiding dependency
and institutional placement) (Katz and Marshall 2004; Vasunilashorn et al. 2012;
Wahl et al. 2012). Over the past two decades, technology has increasingly been
featured in the literature on aging in place (Vasunilashorn et al. 2012) in terms of its
potential role in enabling independent living and mitigating risk of dependency.
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Writing about passive monitoring technology, Wild et al. (2008) assert that “For
older adults to remain at home, methods to detect cognitive and physical decline that
put them at risk must be in place” (p. 182). This sentiment that living at home is risky
for older individuals and that calculating risk of decline will shore up one’s independence is commonly expressed in the literature on technology for independent
living.
Passive sensing technology is considered to be the best-diffused technology of the
aging-in-place market (Ghosh et al. 2014). These sensor-based passive monitoring
systems that enable remote monitoring of location and movement behaviors in the
home are designed through the lens of risk for a risky population. Unlike personal
emergency response systems (PERS) or ‘social alarms’ that require the user to
actively push a button, passive remote monitoring systems continuously collect and
transmit data without the older adult having to take any action. In advanced liberal
societies, the older adult is said to pose a risk to the larger population as a dependent
and costly public resource drain. Social gerontologists have illustrated how individuals are encouraged to be concerned about their cognitive health and well-being
and to take responsibility for calculating and mitigating the risk they present in terms
of ﬁnancial cost to the larger population (Williams et al. 2012). Indeed, the language
of apocalyptic gerontology that problematizes the anticipated catastrophic impact of
a dependent population (e.g. the ‘demographic crisis’ and ‘silver tsunami’) is widely
used in the research on aging and technology (Sixsmith 2013).
Technology-based strategies for identifying individuals deemed most at risk are
increasingly common, coupled with intervention strategies in the name of prevention (Rose 2006). Rose (2001) writes that risk refers to “calculations about
probable futures in the present followed by interventions into the present in order to
control that potential future” (p. 7). The promise of being able to control the future
by making risk knowable is a primary justiﬁcation for using passive monitoring
technology to monitor behavioral bio-markers of older adults. The “individualization of risk” (Rose 1999, p. 269) is evident in the discourse and practices of passive
monitoring technology, in which the problematization of population aging is ﬁxed
to the individual.
This risk discourse is occurring in the context of an absence of rigorous evaluations and robust evidence of effectiveness of monitoring technology (Leroi et al.
2013; Parker and Hawley 2013). Potential beneﬁts include reduced health service
use (Rogers et al. 2011), emergency response, fall detection, enhanced independence and postponement of institutionalization (Jaschinski and Allouch 2014), and
feelings of security and peace of mind (Hirani et al. 2014). However, authors of ﬁve
systematic reviews of the literature have concluded that there is little to no evidence
for the effectiveness of activity monitoring sensors on individual (resident or
caregiver) or systems outcomes (Davies et al. 2013; Brownsell et al. 2011; Demiris
and Hensel 2008; Martin et al. 2008; Barlow et al. 2007). Others have pointed out
that we are not able to interpret changes detected by monitoring systems in ways
that would actually enable the prediction of adverse events necessary for an
intervention (Schulz et al. 2014).
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The use of passive monitoring to manage risk poses its own set of risks to older
adults. Those identiﬁed in the literature include reduced human interaction and
hands-on care, inaccuracy, privacy invasion, lack of user control, social stigma
(Berridge 2015; Mortenson et al. 2014; Jaschinski and Allouch 2014; EFORTT
2011; Percival and Hanson 2006), as well as reduced behavioral autonomy
(Mortenson et al. 2014; Sanders et al. 2012), threat to identity, routine, and access
to services (Sanders et al. 2012; Berridge 2015). The extant literature suggests that
risk’s relationship to independence is worth exploring in the context of this
emerging remote monitoring practice. Passive monitoring is described as a tool to
enhance independence through earlier detection of possible health events that might
trigger a move to a more restrictive living environment, yet older adults and
caregivers have also expressed concerns about it undermining independence,
self-determination and choice (Percival and Hanson 2006; Schulz et al. 2014).
Multiple studies with older adults indicate that they want control over decision
making about who has access to what data under what conditions (Lorenzen-Huber
et al. 2011; Essén 2008), and study participants have expressed concern that remote
monitoring will reduce privacy and control over decisions, act as “big brother,” or
undermine elders’ power to keep information about themselves private for their
own reasons (Lorenzen-Huber et al. 2011; Mahoney et al. 2008; Percival and
Hanson 2006).
Passive monitoring technologies have raised questions regarding control and the
possibility of coercion (von Shomberg 2011). Ethicists have noted that ethical
deployment of passive monitoring requires freely given informed consent (Huang
and Goldhaber 2012), and gerontologists have expressed parallel concerns, noting
that “careful consideration is necessary to ensure that programs, policies and
technologies that are intended to contain costs by ‘protecting’ the health of older
adults do not further disempower this already potentially marginalized group of
individuals” (Mortenson et al. 2014, p. 15). Even caregivers who might be
adversely affected by daily risks faced by their family members stated that older
adults “have a right to ‘take the risk of living the way [they] want to’” (Percival and
Hanson 2006, p. 895). Study participants have felt that the technology would
become like “big brother” if that right were eroded or if people were pressured to
use passive monitoring.
The actual practices of offering passive monitoring systems and the decision
making processes in which these issues of control and self-determination in decision making would take shape have only started to be explored. Reviewers have
called this area of research “relatively immature” based on prospective focus groups
and pilot trials that do not reveal practices, sustained integration into workflow, and
experiences over time (Brownsell et al. 2011, p. 188). The impacts of the
socio-technical practices developed around a particular care technology cannot
easily be predicted (Pols 2012), but rather, require attention to actual practices in
real-world deployment. This study addresses this void in the literature by exploring
the actual practices and rationalities of persuading residents of low-income independent living residences to adopt the QuietCare passive monitoring system that
had been in use by the housing organization for six years.
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Methods

In-depth interviews were conducted with elder residents, family members and social
work staff working at six independent living residence apartment buildings of 150–
300 units with supportive services. The buildings were owned and operated by an
early adopter senior service organization in a metropolitan area of the United States
(U.S.) that offered residents the option of adopting the QuietCare passive monitoring system at a subsidized rate. QuietCare consists of ﬁve sensors installed in
speciﬁc locations within apartments. Residents who wanted QuietCare were
required to have two personal emergency contacts willing to respond to alerts
generated by the system’s telecare center. The housing organization fully subsidized installation (*$200) and monthly fees for the system ($85); residents paid
between $5 and $25 per month for the service.

5.2.1

Participants and Recruitment

I conducted 49 semi-structured interviews with 41 participants: one interview each
with emergency contacts, current user residents and residents who had discontinued
use, and two interviews with social work and supervisory staff. Residents who were
offered QuietCare and refused it were not interviewed because the social workers
pushed back against attempts to interview nonusers, citing that they were still
“working on them” to convince them to adopt. Social workers stated that interviewing people who had declined the technology would interfere with a potential
decision to adopt in the future. A detailed description of the larger study’s
recruitment, study participants, and methods of analysis are discussed elsewhere
(Berridge 2015). All ten staff who had contact with the technology participated.
There were a total of 23 current users of Quietcare; 15 were invited and each agreed
to be interviewed. Of the eight who were excluded, four were unable to participate
because they did not speak English or Korean and four had serious health issues and
dementia that social workers determined would impede participation. All eight
residents who had discontinued QuietCare within the past year were invited and
three declined to participate. Eleven family members were interviewed.
Fifteen resident participants had incomes between $29,000 and $36,120; ﬁve
participants had incomes less than $18,050. Each had multiple chronic conditions
and more than half (12) had a home aide and four had round-the-clock care. The
sample was very ethnically diverse. More than half of the participants were born in
one of ten different countries. This diverse representation is generally reflective of a
diverse older population in the U.S. but the sample is small to draw conclusions
about speciﬁc cultural differences. An analysis of cultural issues is the subject of
another paper being developed on this topic. All were U.S. citizens.
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Data Collection and Analysis

The semi-structured interviews were conducted in English and Korean (5 in
Korean). Exploratory questioning such as “Who do you offer the technology to?”
“How do you describe it?” and “What do you do if someone declines QuietCare?”
was used to understand motivations, and processes and procedures for offering the
system. Where appropriate, the same questions were addressed in interviews with
all participant groups to understand multiple perspectives on the same issues. All
interviews were conﬁdential.
I transcribed all interviews verbatim within a week of the interview. These were
imported into Dedoose, which is a cross-platform app that facilitates the coding and
management of qualitative and mixed methods data in a variety of formats. I began
coding each interview as they were conducted, writing memos throughout the
coding process in accordance with a grounded theory approach to analysis (Glaser
and Strauss 1967). In second interviews with staff, I discussed their responses from
the ﬁrst interviews to verify and clarify preliminary interpretations. According to
coding processes of grounded theory, I used open coding followed by axial coding
to generate themes (Glaser and Strauss 1967; Corbin and Strauss 2008). Examples
of themes are “moralizing discourse,” “using QuietCare as a bargaining tool,” and
“bypassing residents.” All interviews were read and reread for inconsistencies and
comparison across interviews (Corbin and Strauss 2008; Glaser and Strauss 1967)
(For an expanded discussion about how rigor and accuracy were achieved, see
Berridge 2015).

5.3

Findings

For the past six years, this housing and senior services organization had made
sensor-based remote monitoring technology available to residents on a voluntary
basis. This sensor-based system monitors ways of moving and living in one’s home,
patterns and level of activity, length of time spent in the bathroom, time at which
bedroom is exited in the morning, number of times the refrigerator is open and the
bathroom is used at night, and the coming and going from the apartment. The
QuietCare sensor system was among the ﬁrst of its time and represented a significant shift from the widely available PERS when it was chosen six years prior to the
start of this study by the organization’s director. The director hoped that the system
would indicate need for in-home assistance among independent living residents and
that social workers could refer residents to the services of the organization’s own
in-home aide agency. This did not result. Therefore, the organization did not
ﬁnancially beneﬁt directly from the QuietCare system it subsidized for its residents;
however, QuietCare was a part of a technology innovation program for which the
organization enjoyed recognition from public and private partners and grant
makers.
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The organization was invested in the programs’ success and employed a technology department, so social workers were under pressure from their supervisors to
“sell” (their term) the technology. Social workers agreed that despite their best
efforts, the vast majority of residents (98%) resisted the technology. This placed
them in a difﬁcult position of having develop their own techniques to convince
reluctant residents to adopt the system. The focus of this analysis is the techniques
social workers developed to “sell” the system.

5.3.1

The Remote Monitoring System as Intervention

The telecare center operator responds to six possible conditions: four “urgent red
signals” and two “non-urgent red signals.” All signals are relayed to the emergency
contacts and staff, along with the telecare operator’s notes on the conversation with
the resident, when reached. Urgent red signals trigger when the sensor-based
algorithms indicate that there is (1) a possible bathroom fall; (2) no bedroom exit;
(3) the ambient temperature is above or below the set threshold, or (4) no base
station dial-in (the system was based on operation of a phone line; base station
would not dial-in if the phone was off the hook or the line was momentarily down).
Non-urgent red signals indicated (1) signiﬁcant low level of overall activity or
(2) signiﬁcant change in nighttime bathroom use. When an urgent or non-urgent red
signal is sent, the telecare center operator ﬁrst phones the resident, then the
emergency contact(s). If the resident and emergency contacts are unreachable, the
operator leaves messages for the emergency contact and continues to call every
60 min during waking hours except in the case of a possible bathroom fall, for
which EMS (emergency medical services) is called.
The notes made by the telecare center operator about each signal incident are
sent to emergency contacts and social workers. Social workers are responsible for
contacting residents who had a signal triggered to ﬁnd out precisely what triggered
the alert. Additionally, each of these activity and temperature indicators is summarized against the resident’s “typical” pattern in daily emails received by emergency contacts and social workers. The goal is to prolong independence by
decreasing response time to a fall, detecting health events through the tracking of
bio-behavioral markers, such as the association of frequency of bathroom use with
urinary tract infections, and ultimately preventing or postponing relocation from an
independent living residence to assisted living or skilled nursing facility. Here, the
concept of risk calculation is brought into the management of living conditions.
The risk calculation involved in remote monitoring involves a whole ensemble
of practices that are important to note in any discussion of adoption decision
making. The decision to subject oneself to remote monitoring results in additional
requirements, such as needing to respond to questions from the telecare operator,
family members, and social workers (“Why did you use the bathroom more than
usual last night?”). Additionally, an array of techniques are employed in remote
monitoring, from the device itself to data analyses, data viewing on a regular basis,

5 Selling Passive Monitoring to Manage Risk in Independent …

79

and the integration of that practice into care work by social workers and family
members. While family members serve as emergency contacts and ﬁrst responders,
the social workers who work in each of the independent living residence buildings
are responsible for viewing the daily email updates about each resident and following up on all alerts and telecare contacts with residents.
The most critical component in the use of remote monitoring is convincing
residents to adopt the technology because this is what enables the practice. Social
workers offered it to those who lived alone, were considered frail, had had an
incident like a fall or seizure, had a change in their health or functional condition, or
did not have enough hours approved for in-home aide assistance. This described
many of the residents, nearly half of whom had a home aide. In this independent
living setting, residents were assured that their decision about using it would have
no impact on the services they received.

5.3.2

Ambivalence Under Organizational Pressure

Each social worker explained that at implementation six years prior, there were
frequent meetings and a heavy emphasis on making the program successful by
recruiting a sufﬁcient number of users. Leadership dictated that the intervention be
implemented and social workers were given an informal quota to aim for. One
social worker had joined the organization after implementation and recalled when
the director (her supervisor’s supervisor’s supervisor) spoke with her about it: “[He]
talked to me personally about the technology. I was told ‘this is really important so
be on top of this.’” The majority of the social work staff supported the use of the
system as “another tool in [their] toolbox,” though initial adjustment to the system
and buy-in took time for most. Their supervisors expressed disappointment that
some of the social workers are less enthusiastic than others about the system and
consequently (presumably) achieve lower adoption rates among their clients.
The reasons provided by social workers, users and those who had discontinued
about why residents refused the system included: concern that the system would be
a bother to them or their family members rather than a support, fear of false alerts
and unnecessary visits from EMS, the monthly cost, not wanting an intervention if
something happened to them, feeling that the system had no added value to the
PERS button or did not meet their needs, conflict with their self-identity, and
invasion of privacy and intrusiveness [A detailed discussion on adoption, nonuse,
discontinuation and creative use is provided elsewhere and should be ready to cite
in time for this publication]. The decision of residents who were targeted as
potential users to decline the system was described as “irrational thinking” by
leadership who viewed the system as an opportunity to safeguard against known
physical and health risks. Social workers expressed a more nuanced view; they
were the ones who talked with residents about the technology and who residents
conﬁded in about why they did not want the system.
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Some social workers felt restricted by the organizational pressure to express
enthusiasm: “I’m frustrated because it’s more about promoting this program. The
reason people don’t like it is what we need to know, to understand.” This social
worker continued: “I’m an employee but I also want to give you my perspective.
Nobody wants to talk about the bad side. It’s like that everywhere. Researchers too.
It’s easy to kind of distort. It’s easy to disregard the critical thinking.” Another
described her ambivalence about the program being worth the effort:
So much manpower we have to watch every day the e-mail for this and that. In my building
I don’t see any great rescue. But Jeff [technology administrator] gave me some examples,
because sometimes I would lack of conﬁdence, why are we doing this? I’m willing to try it
but after I had been trying awhile, I also have to question myself: is this worth it or is this
necessary? Then he gave me some examples and I said okay yes okay. I don’t remember
what example he gave me but for that kind of thrilling striking example, it didn’t happen in
my building, no.

A social worker who reported that only 2% of the residents to whom she has
offered QuietCare to one-on-one accept it added that “even getting that 2% is hard
for social workers.” Referring to the information meetings and high subsidy provided, another explained, “You need to consider how much effort [the organization]
has put into getting it…I only have two users so it tells you something.” Another
noted, “Compared with the effort we put into it, people are not willing to take it.”
These efforts were signiﬁcant because despite social workers’ misgivings, promoting adoption was their responsibility; alternative actions were unviable under
this pressure to “sell.”

5.3.3

Encouraging Adoption: Bypassing, Moralizing,
Appealing to Fear, and Bargaining

Social workers justiﬁed the techniques they used to pressure residents to adopt by
couching them in terms of supporting the organization’s mission. Each emphasized
the fact that the housing was independent living and that their goal was “to keep
people independent as long as possible;” however, because residents made independent decisions to decline the technology, social workers employed two divergent meanings of independence: (1) resident control over decisions affecting their
lives, and (2) the ability to remain in their independent living apartment. On the one
hand, residents should be allowed to make their own decisions: “There are clients I
think who should have it but have not agreed to it but it’s their choice. It is
independent living and they can make their own decision.” This sentiment was
echoed by a supervisor who explained what should happen when a client refuses the
remote monitoring system: “If the client says no, it’s no and that’s the end. We
don’t talk to the daughter or the son or anything like…really I wouldn’t say they’re
not allowed to per se, but it’s not appropriate. It’s independent living and it’s not
appropriate to make a call.” The organization’s expressed policy prioritized the
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right to self-determination, deﬁned as the freedom to make the choice and having
that choice respected. Practice, on the other hand, favored another interpretation of
independence.

5.3.3.1

Bypassing the Client

Most social workers did not practice according to the deﬁnition of independence as
freedom to make one’s own decisions because that led to nonadoption. As one
noted, “Usually clients are resistant to it so it’s important to not only talk to clients
but to get the family involved.” Another explained, “If the caregiver has a strong
preference it’s easier to adopt. It’s about how the caregiver perceives [the technology]—if it makes their job easier. The caregiver usually decides about using it.”
A supervisor echoed this: “sometimes we bypass the client and talk to the family
member, sometimes the family members are able to convince.” Some social
workers were very engaged in pushing for consent to install the system and
described their strategies with a sense of pride:
And then I encourage sure. You know how? I communicate with her daughter in [country
other than U.S.]. I have her e-mail and I explained to her that I’m concerned about her
mother because she don’t want to accept home aide, at least I will feel, l (points to self) feel
more relaxed if she has the system. The daughter encouraged the mother from [country
other than U.S.]. And then she said, “okay.” She got it, yeah she [the resident] accepted.
But I told you how difﬁcult it was. The resident would say ‘No I don’t need this, later, later,
later, later…’

Others acknowledged boundaries of independent living, but described contradictory practices when asked who they introduce the system to ﬁrst:
We have a rule here. If I know the client is forgetful and confused and I see there are
emergency contacts listed, I can call them but only if the client is confused. Then I would
offer to the daughter, but we’re not jumping to call them because it’s independent living and
we respect privacy. If the client names money as a barrier I ask them to let me talk to their
son because they might be willing to pay. If the person says no, that means no, I cannot go
ahead and talk to the son. Based on my judgment of the client. I don’t know what other
people do. I don’t remember being told. This is my protocol. If I don’t trust their judgment
and there’s a contact person I may call them. I take a very individual approach to
everybody.

Another social worker said, “Deﬁnitely if competent enough to understand, I
absolutely talk to the resident ﬁrst.” When asked if there are people who do not
have dementia but are still considered not “competent enough to understand,” she
replied, “You know everyone’s level of intelligence when you work with them—
even some don’t understand simple technology. It really depends from case to case.
If I see beneﬁt potential and don’t think they will understand, I call their children.”
Bypassing the client to engage family members in the decision making process was
a routine practice, though it was not done with every client.
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5.3.3.2

Moralizing Discourse

Family members and social workers were not the only authorities pushing for
adoption. They also encouraged other residents to serve as spokespeople for the
system and a few resident users said that they were “working on” their friends to get
them to adopt. This peer recruitment happens one-on-one and in group meetings, as
a supervisor described: “We’ve had times when we encourage other users to come
and talk in the small meeting about their experiences and everybody said, but it’s
the same thing you know your doctor says you should be on your medication, you
should take it regularly, but do you take it regularly? It depends on you. So I
sometimes joke with them, I say you know that saying, ‘you need to lose weight, or
the biggest loser is you?’” This statement linking personal responsibility to decision
to adopt was representative of another technique social workers employed. Social
workers’ practice of encouragement drew explicitly on moral discourse surrounding
self-care:
There are residents who you know need it and you recommend and then they still don’t
want to do it. So that’s how I answer questions sometimes when residents say would you
recommend this to your mother? I say yeah. But it all depends on whether my mother really
wants to take care of herself. If she doesn’t value herself and she’s willing to fall and break
her hip then be more invalid than she is then it’s her call you know. So sometimes that
motivates people to say you know it’s true. I say it’s all up to you. How much you value
yourself, how much you want to take care of yourself?

The moral overtones echo the truth discourse of individualization of risk and
personal responsibility for mitigation: “it’s all up to you.”

5.3.3.3

Appealing to Fear

Social workers employed a third technique: appealing to the fear of being alone in
an emergency. Residents feared falling and being unable to call for help. Stories
circulated about fellow residents who had died alone in their apartments. As one
supervisor put it:
I don’t like to use fear as, you know, the driver, but it seems to work. We did a couple of
different flyers and one of the ones that worked really well was ‘are you afraid of falling and
no one knowing?’ That was like the header of the flyer. And it explained with a couple of
bullet points what the system would do and that kind of drove in referrals…

The use of probability statistics to identify risks so they could be managed was
evident in the processes of decision making. A current user who made the decision
without family pressure remembered who she describes as the director of the
housing organization approach her directly to discuss her risk: “He came to talk to
people in the building about falling and what you could do about it and I was told
that within six months I’m going to fall two times [laughs]. That’s over a year ago
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but it didn’t happen. But he was here with a group of people who have been living
here and he said he liked me to have it. So that’s how it started.” For adopters, the
sense of being at risk was a strong selling point that authorities used to encourage
adoption.
One social worker was less ambivalent about the use of fear: “The organization
tries to sell it by scaring people—‘something happened to a lady over the weekend and
no one was there!’ But when I introduce the system I don’t do that. I simply explain
what it does and how it differs from PERS (personal emergency response system).”
Another social worker explained how she helped a resident envision the system’s use
after the resident told her “I don’t believe in that [passive monitoring]. I will wear my
PERS.” The social worker responded, “I don’t want to scare or overwhelm you, but
sometimes you could be unconscious and not able to press the button.” This social
worker’s supervisor also explained how she presents it to residents:
This is to make you feel independent because if you don’t do this then the likelihood of you
falling is more, then you would become dependent. So if you depend a little bit of help, I
mean you take this help, you’re more than likely to stay independent longer. But…if
somebody falls this is not going to prevent people from falling, but you don’t have to be on
the floor for two days you know so that damage control is better. So I am upfront with the
clients and I am upfront with the staff. Don’t give them that hope that this is there and
they’re safe.

Social workers walked a ﬁne line of selling a sense of safety and being clear
about the system’s limitations. They used their knowledge of their clients’ chronic
conditions and particular concerns to paint a picture of how the system could be of
use in emergency scenarios.

5.3.3.4

Bargaining

Social workers and family members used passive monitoring as a bargaining tool in
the context of inadequate home care options to convince residents to accept the
desired outcome—to remain living in independent living despite need for added
support or to avoid having a home aide. One social worker called the technology “a
bargaining tool” and explained, “I say ‘I talked to your daughter and she agreed you
don’t have to have 24 h aide if you use passive monitoring.’ I emphasize it helps
you keep independence, not give it up.” Another family member who reported that
social workers told her that her mother who was already receiving 24 h home care
needed to be moved to a skilled nursing facility resorted to more direct threats to
force adoption. She explained that her mother said “I don’t think I’d like that
[passive monitoring]” and that her other family members and friends were “totally
against it,” citing privacy intrusion. She said, “Then I explained: I’m thinking
nursing home or staying in apartment. I won.” These negotiations based on the
threat of unappealing alternatives (i.e., use of a 24 h home aide or move to a nursing
home) bordered on coercion.
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Often, two undesirable options with tradeoffs were on the table and passive
monitoring was strategically positioned as the best choice for those who did not
have Medicaid—the means tested program that covers home aide support—and
could not afford a home aide on their own. Social workers explained that those who
had Medicaid generally declined the system because they preferred “concrete care.”
While social workers were adamant that passive monitoring should not be used in
place of aide support, they promoted it as a stand-in when aide hours were unaffordable. One explained: “It deﬁnitely doesn’t decrease aide need or hours. Maybe
in the future they will come up with some kind of excuse…I hope not because it
deﬁnitely doesn’t substitute for the personal touch, but I wouldn’t put it past the
[home care] agencies to try to provide less hours.” When asked, Is the system ever
used when somebody wants an aide but doesn’t have Medicaid and can’t afford it?
A social worker explained, “Yes, yeah, that’s what we do. Yeah, we do this,
because we don’t see any other sources, options. To just offer to—at least—at least
this system. At least.” Social workers were caught in a contradiction due to inadequate care resources; they used passive monitoring as a bargaining tool in care
negotiations despite their own experience with it as an improper alternative to aide
support.
Social workers were up against widespread resistance among residents to using
passive monitoring and developed their own persuasive methods. The normative
techniques associated with selling the remote monitoring intervention included
bypassing residents to engage family members who had more power to influence
decisions, moralizing discourse, leveraging fear using the technology as a bargaining tool in the context of inadequate home care options.

5.3.4

Reluctant Adoption: The Challenge of Selling

Two percent of those offered the technology adopted it. These residents drew on the
same risk discourse surrounding independence and risk management of the aging
population. Residents who said that they were the ones who made the decision to
adopt the technology cited the risk or burden they pose to others, risk calculus such
as the probability that they will fall within a given time period, and the idea that
adopting is the right thing to do. Some felt vulnerable because they recognized
changes in their balance or had fallen. Most decided to adopt because their social
worker or family member wanted it. Ineligibility for Medicaid and inability to
afford a home aide also influenced their decisions. Others consented to use it but
attributed the decision making power to family or their social worker. The question
of who decides whether or not to adopt the technology turned out to be complicated. The majority did not accept the system the ﬁrst time it was introduced and
reported that it took social workers between one and six years of continuously
bringing it up to convince them to adopt.

5 Selling Passive Monitoring to Manage Risk in Independent …

85

Family members actively encouraged adoption and most residents reported that
they adopted it to make their family members’ lives easier. This was couched in
terms of adoption being “the right thing to do.” As a resident in her 80s put it, “I
have no either or opinion about it. Like I say I’m only doing it because I think I
possibly may need it someday and that would be doing the right thing, I have to
consider my daughter too, she’s very good.” Another woman adopted the remote
monitoring system ﬁve years after her children purchased the PERS necklace for
her when she had returned from a hospital visit. She remembered her angry reaction: “And I came in and I got very upset. I said to my children, I don’t want it. I’m
not an old lady. I do for myself. What happened to me was my fault you know and I
got very angry at them. My son said, mom it’s paid for for six months, if you don’t
want it after six months, call up. That day I had written down. That day I called and
I got rid of it.” This resident eventually adopted the remote monitoring system that
came with a PERS necklace after experiencing changes in her health condition. She
explained, “My children call me and they say you know mom we can sleep now at
night not worrying that you’re alone, you’re not alone. So they try to brainwash me.
I say look I’m not a depressed person I know I need it now…” Like other residents,
she experienced conflict with her self-image when it was ﬁrst introduced by the
social worker:
I was in my mid 80’s and I’m still very vain. I still go to the beauty parlor every week. I still
put makeup on–I don’t go out without makeup. And that more or less put a little…I felt like
I was getting old when she ﬁrst told me about it but I said you know it will satisfy my
family, I’m going to get it. It’s great and I’m glad that they, they really had to talk me into it
but it’s a great program for senior citizens.

Social workers reported that conflict with self-image was one of the most
common reactions residents had to the system’s offer:
It’s not about technology, it’s about their attitude about aging. They think I don’t want
people to think I’m sick. I understand…. Honestly, I don’t think the passive monitoring is
great or bad because I’ve seen both stories and I see how it turns people off. ‘It’s for older
people. I’m not there yet’ is the biggest thing…‘who said I need help? I’m not there yet.
When I’m old.’ That’s the common response, more than 90%.

Most residents experienced identity conflict when presented with the message
that they were at risk and required remote monitoring.
Residents were differently positioned to resist the pressure to adopt. A number of
residents described the desperation they experienced searching for affordable, safe
and clean senior housing before their current apartment opened. Residents often
waited 8, and up to 10 years to move into this housing, which was a full step up
from their previous apartments. Each expressed gratitude to the housing organization and their residence’s social worker. Some were grateful for a safe home and
trustworthy social worker in the context of a hostile environment outside where
they faced age and racial discrimination and communication barriers. Dependency
on staff, gratitude in the context of housing scarcity, and coercive family members
all obliged residents to agree to adopt.
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Discussion

The majority of the literature about remote monitoring technology use with older
adults is concerned with adoption and its barriers but does not address real-world
practices involved in achieving adoption. Evidently, the “selling” of this voluntary
service in independent living is a complex process. This analysis underlines the
multiple tensions at play in the offer of a sensor-based passive monitoring technology by social workers to residents of low-income independent living apartments.
There is a tension running through the organization’s expectations that social
workers can “sell” the system, the residents’ resistance to social workers, and the
resulting ambivalence felt by social workers. Social workers were caught in a bind
between incompatible organizational expectations: residents’ independence in
decision making and the achievement of resident adoption of passive monitoring.
There is tension between residents and social workers regarding who qualiﬁes as “at
risk” and in need of this intervention, as well as the tension between the promises of
the technology as an effective intervention and the absence of robust evidence on
which social workers could draw when offering the system (e.g., the social worker
who overstates the potential impact: prevention of falls versus detection of falls).
Social workers experienced an additional tension when they offered a system that
they considered an improper alternative to in-home aide support as an alternative to
in-home aide support when that preferred support was not affordable for the resident. Each of these placed social workers tasked with “selling” the passive monitoring system in bind.
As expected in independent living, the organization’s expressed policy prioritizes the right to self-determination and decisional autonomy. This meant the
freedom from being under any form of monitoring, or making the choice not to
adopt and having that choice respected. At the same time, the supervisory staff
depends on social workers to do the complicated work of negotiating adoption with
residents who are uninterested or resistant. Social workers were told that the
technology supports the organization’s mission: to help residents live independently. Caught between two untenable paradigms of independence and risk management in the form of passive monitoring, social workers were left with conflicting
notions of independence: Does passive monitoring enable independence or is
independence enabled by decisional autonomy? In this context of organizational
pressure, deprioritizing residents’ right to self-determination was arguably a reasonable thing for social workers to do. While social workers had mixed feelings
about the intervention, most fully attempted what they were tasked with and
developed speciﬁc techniques to pressure residents to adopt in the process.
The disconnect between the organization’s policy and the practices of its staff
was made possible by normative logics of intervention that drew on discourse about
the risk of becoming dependent and personal responsibility for mitigating that risk.
Risk framing is central to two of the speciﬁc techniques social workers used to
“sell” the system. Appealing to fear involved calculating one’s risk of falling
(“I was told that within six months I’m going to fall two times”), though not all
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social workers were comfortable with that approach. The use of moralizing discourse to link adoption with taking responsibility for mitigating their risk of falling
was another technique that involved “revisiting” decisions and calling in family
members to help pressure residents to do the right thing by adopting. In some cases,
nonadoption was explicitly framed by family members and social workers as
risking one’s capacity to remain in independent living. Social workers generally
framed this form of individualized risk management as a rational tradeoff: “a little
dependence for independence.” Despite the lack of robust evidence of efﬁcacy and
the residents’ reasoned concerns and strong resistance to being monitored in this
fashion, adoption was presented by the organization and by social workers as the
rational choice.
The notion of “a little dependence for independence” speaks to an underlying
tension between autonomy and care. Autonomy is both embedded in and dependent
on relationships. Not only are the negotiations of needs, resources, and risk relational practices between older adults, family members and social workers, but the
capacity to choose an intervention occurs within the context of relationships of
dependence (Gomez et al. 2013; Berridge 2012). Moreover, relationships in situations of elder care are often unbalanced in practice and a model of autonomy built
on the ideal of the rational middle-aged adult is inadequate for analyses of
non-acute care situations. The free and rational subject of procedural liberalism,
with its “fetish of autonomy,” ﬁts poorly within chronic care situations (Moody
1992). While acknowledging the critical role for relational autonomy, researchers
and practitioners also need to ask at what point “shared” decision making about
passive monitoring in independent living crosses over from acceptable care negotiations to coercive practices. In other words, at what point can consent be said to be
given but not given freely?
This analysis of real-world practices of offering passive monitoring in independent
living sheds light on a complex set of techniques involved in achieving consent. When
we look at these techniques and the constrained choices residents are making, often
without the beneﬁt of viable alternatives, we see that they—like the social workers—
may not be engaged in a fair negotiation. Social workers grappled with the tensions
between risk management and independent living in the context of organizational
demands and a larger social organization of care in which choice is limited because
public systems do not provide long term care services for a signiﬁcant population that
cannot afford it (i.e. above the poverty line but ‘near-poor’).
Explication of what tend to be coercive methods applied under the banner of
doing good by social workers is not original (see Margolin 1997), but this study
reveals how social workers are caught in a bind trying to negotiate a new
sociotechnical practice in a new setting that carries with it a set of identiﬁed risks
(e.g., privacy, behavioral autonomy). As older adults and caregivers are made into
subjects and engaged in self-making through the practice—or contestation of the
practice—of remote monitoring, the question at play is how one should live as an
older adult. How is a technical means or practice; one is the reflective subject, and
should refers to values and ethical norms, including those in formation (Collier and
Lakoff 2005). Viewing remote monitoring selling practices reveals how the
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question of how one should live is prescribed by authorities who draw on dominant
gerontological discourses about independence and risk in old age. These discourses
appear to be powerful enough to override the absence of sound evidence of the
technology’s efﬁcacy. This research suggests that it is important to begin to
understand what is at stake in these passive monitoring negotiations and the
potential for conflict between values of decisional autonomy, independence and risk
management.

5.5

Limitations and Future Research

Residents who declined the technology and never were persuaded to adopt were not
interviewed for reasons described in the methods section. The reasons for
non-adoption were offered by staff and other residents who used or had discontinued the system. While the focus of this analysis is the way frontline staff
approach the task of “selling” the system, interviews with nonusers would be
beneﬁcial to our understanding of how decisions are negotiated. The ﬁndings
presented here indicate that understanding the social and ethical issues of passive
monitoring requires an examination of actual practices in non-pilot settings.

5.6

Conclusion

Researchers have raised concerns about how the issues of control and
self-determination in decision making about new passive monitoring technologies
would be negotiated in practice. In this independent living setting, social workers
who were tasked with promoting this passive monitoring intervention expressed
ambivalence about pressuring residents to consent to use it, but developed a range
of techniques under organizational pressure to “sell” the intervention: They
bypassed residents to engage family members in the decision making process, used
moralizing language, appealed to fears of falling and being alone, and used the
technology as a bargaining tool in constrained care negotiations. As predicted by
prospective user study participants (EFORTT 2011), respect for autonomy in
decision making fell out of focus against organizational pressure to achieve adoption. By observing the practices surrounding the selling of passive monitoring
technologies in independent living, we see that social workers are caught in a bind
created by the imposition of an intervention on residents who are resistant. This
space of independent living is a new frontier for passive monitoring and one that is
presently contested. This research suggests that respecting independent living residents’ decisions is not only critical to prevent passive monitoring from becoming
coercive, as argued by others, but it could also relieve frontline staff from shouldering an intervention that is built on untenable paradigms within this environment.
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Chapter 6

Veillance and Electronic Medical Records
in Disease Management Programs
in the Netherlands
Bethany Hipple Walters

Abstract Networked electronic medical records (EMR) play a growing role in
healthcare delivery in the Netherlands, especially within disease management
programs as a method of sharing care for those with a chronic disease between
multiple clinicians, such as GPs, dieticians, and internists. Through interviews with
project leaders and managers in 17 disease management programs in the
Netherlands, this chapter explores how electronic medical records were set up to be
‘watched’, how the duties of watching were shared, and the roles that privacy and
security played in the use of (networked) electronic medical records. As our
research shows, the structure of (networked) electronic medical records were set up,
at the cost of much effort by project leaders, the content of the records to be
watched by project leaders, clinicians, and (sometimes) patients. The watching of
and in the electronic medical records included lateral watching or coveillance
(Mann et al. 2003), self-surveillance, dataveillance (Clarke in Roger Clarke’s
dataveillance and information privacy pages, 1999), and watching from below, or
sousveillance (Mann et al. 2003). These forms of watching in and of the (networked) electronic medical record steered project leaders, clinicians, and patients.

6.1

Introduction

When I moved to the Netherlands over ﬁve years ago, I brought copies of my dental
records with me in my carry-on luggage. It included my x-rays, information about
my cleanings and cavity ﬁllings, and even the mold that was used to make my night
brace. While I am picky about my dental care, I didn’t have particularly special
dental history. The records have never made it to either of the dentists that I have
seen in the Netherlands.
Despite the care that I took to bring my dental records over, I didn’t even bother
with my medical record. Why not? I’m obviously concerned enough about contiB. Hipple Walters (&)
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nuity of care that I would bring my dental records. I’m educated and experienced
as a healthcare researcher and project leader in a disease management program, so I
understand that while medical records are an incomplete, biased presentation of a
patient’s health and healthcare delivery, they are important features in the provision
of healthcare. I didn’t bring them because I knew that I would be able to access
them online, even from the Netherlands. My healthcare provider in the US had an
electronic medical record (EMR) with a patient portal. I used it to book appointments, see what medications I was prescribed, list my allergies and sensitivities, and
email my doctors. The record was the way that I communicated with my clinicians
and the way that my clinicians shared clinical information about me. When I
moved, I was reassured by the patient portal and the easy electronic access to my
record; for me, there was no reason to print out the record and carry them with me.
I could look into the records from a distance.
In this chapter, I will explore how the actions and technologies of watching were
inherent in (networked) electronic medical records in the healthcare organizations I
studied. I analyze how the records were set up to be watched, why watching was
done, and what the broader medical and social implications of the actions and
technologies of watching and (networked) electronic medical records were. I will
study how electronic medical records govern project leaders, clinicians, and
patients. To understand the roles that electronic medical records play in practice and
in healthcare in general, I use data collected through research on/with project
leaders, clinicians, and patients in healthcare settings who participated in large-scale
study of disease management programs.

6.2

Background

Computer-based patient medical or health records are an information and communication technology (ICT) used for documentation of patient medical information (such as allergies, prescriptions, test results, conditions) in healthcare, as well
as for communication between clinicians, for billing and insurance purposes, and
for administrative reasons. There are various forms of electronic medical record
systems, ranging from home-grown, simple databases used by one doctor’s ofﬁce to
more complex systems built and sold by commercial developers with the potential
to network multiple healthcare practices, provide access for clinicians through the
internet, online appointment making, and for patient access to parts of the record.
The records are computer-based, living databases and common information spaces
(CIS) used by clinicians, patients, project leaders, and health insurance providers
(Reddy et al. 2001).1
While there are many names for computer-based medical record systems, this paper uses ‘electronic medical records’ (EMR). In Dutch, non-networked electronic medical records are commonly
called Huisarts Informatie Systemen (GP information systems) and the networked electronic
medical records are called Keten Informatie Systemen (chain information systems).

1
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The use of electronic medical records has been promoted as a replacement for
paper records, which are seen as “poorly organized, illegible, and not easy to
retrieve, making it nearly impossible to manage various illnesses, especially chronic
conditions, that require frequent monitoring and ongoing patient support” (Institute
of Medicine 2001, p. 5). EMR systems are thought to be more efﬁcient, more
cost-effective, better organized, and better suited to long-term conditions. The
records are a form of documentation of care delivery and health status; working
with the data in the records is expected and desired, as it is seen to contribute to
improvements in care. In many ways, the implementation of electronic medical
record systems is seen as a panacea for the ills in healthcare delivery and organization (Berg 2001). For the past forty years, researchers, ministries of health, health
insurance providers, and other healthcare stakeholders have been promoting electronic medical record systems to assist in the continuity of care, as decision support
tools, to share information about improve the quality of care, to save money, as
audit tools by clinicians, and to give patients better access to their own health and
medical information (Iakovidis 1998; Institute of Medicine 2001; Winthereik et al.
2007).
The development and use of electronic medical records has been seen as a tool
for the management of chronic conditions by patients and the multiple providers
that they visit (Institute of Medicine 2001). One of the more common models of
addressing chronic diseases in the healthcare setting is the development and
implementation of disease management programs. Disease management programs
are commonly understood as coordinated methods of managing chronic diseases
that focus on the patient, emphasize patient self-management, sharing care for the
condition between multiple providers and the patients, and using information
systems to make the changes in practice. These information systems frequently
come in the form of an electronic medical record. For patients with a chronic
disease, the EMR is seen to have the as-yet-unrealized potential to connect the
patient’s experiences with their clinicians (Souden et al. 2011), as well as share the
record of the patient’s care with multiple clinicians (Burton et al. 2004).
In the Netherlands, 98% of primary care practices in 2006 had some form of an
electronic medical record (Schoen et al. 2009); this was an increase from 1992,
when 38% of GPs in the Netherlands used a patient record component of a computerized information system (Van der Lei et al. 1993). While clinicians in the
Netherlands have been using electronic medical record systems since the 1980s, it
was not until the late 1990s that various national healthcare organizations became
involved in supporting, promoting, and regulating the use of EMR systems (Barjis
2010). It was also around this time that the push towards networking the isolated
electronic medical record systems and granting patients’ access to their record
began to happen (ibid.; Nederlof 2000). Networked electronic medical records were
(and are) seen as a means to promote integrated care, especially for patients with a
chronic disease (HIS-KIS 2014). Networking the records ‘chains’ the information
in the records together, making it possible for multiple clinicians in different
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locations to see patient data. For the sake of information privacy, patients must give
permission through their GP’s ofﬁce for other clinicians to see their record (ibid.).
The potential for ‘watching’ was built into the electronic medical records, for
without the ability to see into and add information into the records, the records
would have had very limited value for the project leaders, clinicians, patients, and
the healthcare system as a whole.

6.3

Theoretical Framework

‘Watching’ is intrinsic in healthcare; clinicians observe patients (and patients’
records) to be able to diagnose illness, to better treat illnesses, to understand what
other treatment was done, and to see how the patients’ lives impact their health
(Foucault 2003). Observation or watching is one of the main tools of clinicians; the
medical gaze, as a trained form of watching, also encompasses standardized documentation and skilled observation of the information of in the medical record.
While the medical gaze was previously understood as a surveillant (top-down) form
of watching, the medical gaze is made up of multiple forms of watching, conducted
by multiple actors (including patients), at various points in time. These multiple
forms of watching are best described as veillance, which is “a broad concept that
includes both surveillance (oversight) and sousveillance (undersight), as well as
dataveillance, uberveillance, etc.” (Mann 2013a, b, p. 1). Other forms of veillance
include the lateral watching between peers (Mann et al. 2003), self-surveillance or
the watching of oneself and/or one’s actions (Vaz and Bruno 2002), and the
gathering and monitoring of (often personal) data, which is known as dataveillance
(Clarke 1999). These forms of watching are productive and discipling, changing the
shape of care. Opportunities for multiple forms of veillance are often built into the
architecture of structures, such as the tower in the Panopticon or, as will be shown
in this paper, in how (networked) electronic medical records are conﬁgured. The
use of veillance-enhancing technologies have been undergoing changes in healthcare; these changes have been seen as a result of the increase in chronic disease and
changes in the care structure, including the recent push toward electronic medical
records (Armstrong 1997).
Patients, clinicians, and project leaders conduct various forms of veillance, often
simultaneously, in regards to healthcare and the medical record. This chapter looks
at veillance systems as a technology of power that molded behavior, with influences
from research on different types of watching (Armstrong 1997; Foucault 1975;
Lupton 1997; Mann and Ferenbok 2013; Mann et al. 2003; Mann 2013a, b;
Ganascia 2010). This chapter also explores how electronic medical records were set
up to be watched, how the duties of watching were shared, and how watching
influenced care delivery structures.
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Methods

As part of a larger mixed methods study of disease management programs in the
Netherlands, I collected data in 17 disease management program settings. The
disease management programs and the research on the programs was funded by
ZonMw, the Netherlands Organization for Health Research and Development.
ZonMw is a para-state organization funded by the Ministry of Public Health,
Welfare, and Sport and the Netherlands Organization for Scientiﬁc Research. This
chapter uses data from interviews in 17 of the 22 practice settings.
The settings for the data collection ranged from hospital departments, GP collectives and cooperatives, which were GP ofﬁces that worked under one governance
structure, healthcare clinics and centers, and specialist treatment facilities, such as
those for mental illness. The disease management programs, under the direction of
project leader and/or manager, centered on improving care delivery for those with a
chronic disease through coordinating care, shifting care from doctors to nurses and
other clinicians, training patients to manage their chronic condition, and developing
and implementing ICT systems to aid in the disease management programs.
These ICT systems included apps for smartphones and tablets, phone support
systems, websites, forums for clinicians, electronic medical records, and/or networked electronic medical records. The chronic conditions managed by the disease
management programs were diabetes, cardio-vascular risk, COPD, depression,
stroke/TIA, schizophrenia, eating disorders, and multi-morbidity (for patients with
multiple chronic conditions).
Data collection: Interviews
For this manuscript, I used data from interviews with project managers and project
leaders. The interviews were semi-structured and lasted between 45 and 90 min; the
interview guide focused on the condition managed through the disease management
program, how the programs were developed and implemented, the role of ICT
systems, and training and education for patients and clinicians. Data from 33
interviews were analyzed for this paper.
Transcription, coding, and translation
When possible, I recorded interviews; the interviews were transcribed verbatim by
student assistants. The data from interviews were coded based on the content of the
interviews. With this method of coding and analysis, I had the opportunity to map
the uncovered themes back to the literature (Creswell 2012).
Analysis
The data was analyzed through a Foucauldian framework, focusing on issues of
(sur)veillance and discipline as related to the development, implementation, and use
of (networked) electronic medical records. By (sur)veillance, this paper looks at
watching in a wider sense and includes other forms of veillance; the paper explores
how watching and the potential for watching influence and change the roles of
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project leaders, clinicians, and patients. This influencing comes, in part, through
discipline and different types of control—control of the body, coercion of thoughts
and activities, and oversight (Foucault 1995). The analysis frame of (sur)veillance
and discipline was employed to explore the impacts of the (networked) electronic
medical records on care planning and organization, care delivery, and the roles of
the actors involved in care in the studied disease management programs.
Ethics
The study was approved by the ethics committee of the Erasmus University
Medical Centre of Rotterdam in September 2009. Permission was given before
interviews were conducted and recorded. The data in this article is anonymous, with
names and locations changed.

6.5

Findings

As part of their participation in the disease management programs, the project
leaders and managers (some of whom were clinicians) took steps to ensure that the
record programs were not only easy to use but easy to enter and watch data from the
multiple clinicians involved in the care of those with a chronic disease; this was
done to improve care and care organization for the beneﬁt of clinicians and patients.
This work often started by coordinating multiple record and communication systems, setting up the records to share the duties of watching the records with clinicians and patients, and establishing and following privacy and security guidelines
for clinical information. The project leaders were deeply involved in setting up the
architecture of the EMR systems to allow for different types and technologies of
veillance by multiple clinicians and managers. The different types of veillance, as
will be shown, altered how clinicians treated patients.

6.5.1

How Electronic Medical Records Were Set
up for Watching

The coupling of record systems was a common theme in the interviews with project
leaders and managers. In the disease management programs, most (if not all) of the
disease management programs already had some form of an electronic medical
record in place. As part of the changes in practices due to the disease management
programs, the project leaders and managers in many of the practice sites worked
with to ﬁnd systems that would couple easily with their existing EMR. This entailed
researching systems that might be compatible, then working with computer programmers at the selected electronic medical records vendors to effectively add a
networked record (or networking features to the prior local electronic medical
record). While the process of ﬁnding a networked EMR and working with the
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system to couple the data was more time-consuming than budgeted for, coupling
the data between the local record and the networked record was seen as a crucial
aspect of the disease management programs.
Yes, we work with a lot of different (non-networked) electronic medical record systems here
in the region. It’s difﬁcult because not all the (non-networked) electronic medical record
systems couple well with the networked electronic medical record or that it is really difﬁcult
to pull information out of the (non-networked) electronic medical record systems, so that
is one problem. In the region, we’re looking if we can have just one (non-networked)
electronic medical record systems or at least fewer (non-networked) electronic medical
record systems in the region. Yes, GPs like to register in (non-networked) electronic medical
record systems anyway so the enthusiasm for networked electronic medical record systems
is not very high. (Interview 1 with A)

Coupling the different electronic medical records tied the data from both record
systems together. By working to couple disparate systems, the project leaders were
manipulating the architecture of the record systems to allow for different types of
veillance by multiple clinicians. In most cases, it was not possible for clinicians to
opt out of participating in the new record; the change in electronic medical record
systems was practice or healthcare cooperative wide. Using the record was expected
of clinicians.
Coupling data interwove different technological systems to make patient data
available for multiple forms of veillance. The networked electronic medical record
made this possible:
There is a place where the GP can write things. There is [also] a place in which we can
bring in the consultant dieticians [and] the lifestyle adviser, who are in the same networked
electronic medical record, as is the internist. We have also made arrangements with a
care-sharing internist. All the caregivers can be in there. We are still looking at how to do it
and how the patients can give consent so that other caregivers may also look in the ﬁle. It
might not happen overnight. (Interview 1 with B)

Clinicians in the disease management programs (both inside and outside of the
GP’s ofﬁce) relied on the information in the record to understand patients’ health,
view what happened in prior visits, and tailor care accordingly. Bringing dieticians
and lifestyle adviser into the record meant allowing them to look at the record,
including information that had been in the record before networking connected
providers; this looking came through surveillance of the patient’s health history,
dataveillance on the patient’s lab reports and biometric data, and coveillance on the
education and care provided by other clinicians (such as by the GP). This veillance
of the record allowed, for example, dieticians to tailor care to the patient’s condition, made visible the prior education and self-management agreements made with
other clinicians in the disease management program, and the patient’s medical
history (such as their body weight history, their blood sugar, or their lung function
readings).
However, the two records systems did not always couple well. As a result,
clinicians at some of the sites had to enter data both in the local system and in the
networked electronic medical record program (double entry).

98

B. Hipple Walters
Interviewer: So do you have to do double entry?
B: Yeah… well not quite.
V: We had a postal system that we use to send (the information) and then we have to cut
and paste and insert.
B: There are no messages as possible between the networked electronic medical record and
the non-networked electronic medical record.
V: Then you have to manually pass the information from one to the other. (Interview 2 with
B [project leader] and V [GP])
Interviewer: Do you have to do double entry?
Yes and no. For some things, yes. For the medication, it is double. What you put in the
networked electronic medical record goes into the non-networked electronic medical record
and what you put in the non-networked electronic medical record does not go into the
networked electronic medical record. So it is unidirectional. (Interview 1 with C)
Actually I want a networked electronic medical record system that links directly to the
database of the (non-networked) electronic medical system. Because I ﬁnd it absurd that we
should have to enter the data twice. I ﬁnd that unacceptable. I tried to wait for a networked
electronic medical record that did that completely. But we had to but that make me again
look to see how we should go further. Buy a networked electronic medical record, do it
ourselves, or not (Interview 1 with D).

Double-entry was never a desired outcome when coupling two different record
or healthcare data systems; as one project leader noted, it was ‘unacceptable’.
Despite the unacceptability, double entry was seen as unavoidable in some cases if
the project leaders wanted the (networked) electronic medical record to have the
capacity of sharing information between multiple clinicians in different locations.
Project leaders worked to reduce the amount of double entry by selecting programs that coupled well. Yet without double-entry of data, the medical records
would have been incomplete. Incomplete records meant less information was
available for clinicians to watch and use when delivering care for those with a
chronic disease.
Some project leaders opted out of the networked electronic medical records
completely, due to the difﬁculty of getting multiple record systems set-up and
coupled.
We have never thought about a networked electronic medical record because it does not
work. You have to do double entry. I stop already at the starting point as my professionals
have to register double or the registration is incomplete, then I will not do it. It must be
coupled and that’s no networked electronic medical record. (Interview 2 with E)

For some project leaders, the effort of coupling two systems was more trouble
than it was worth. Project leaders were hesitant to add work to clinicians as the
disease management programs already required signiﬁcant changes for clinicians.
Opting out of networking was opting out of opportunities for veillance by some of
the clinicians involved in the disease management programs; this also changed how
care was provided, as the clinicians providing care at the GP’s ofﬁces had less
information about the care that the patient had received from other clinicians.
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In the disease management programs, care delivery was reliant on the information in the electronic medical records. Veillance and care were shared between
multiple clinicians and the patient receiving care; without access to the documented
care delivery of other clinicians, the clinician providing care was limited. In principle, coupling local electronic medical records with a networked system would
allow more clinicians to access and look into the record. Double entry was a
structural work-around to make this coupling happen, but it was one that was a
signiﬁcant cost for clinicians and project leaders.

6.5.2

How the Duties of Watching Are Shared Through
the Records

One of the principle notions of disease management is the sharing of the responsibilities for care between multiple clinicians and the patient. One of these
responsibilities was interacting with the patient’s medical record: entering (and
possibly double entering) data, looking at the information entered by others,
cleaning data, using the record to assist in patient self-management education. As a
result, the clinicians who worked with the patients (such as dieticians, GPs, nurses)
were seen as needing access to the patient’s record.
Yes, together with the pharmacist we have one system between the two of us.
Everyone is in it, the medication database, so that the pharmacist can look into the same
database. So at the moment that someone is very important, at the moment that someone
gets medication from the specialist, then if he gets it in (our town) at the only pharmacy in
town, then the information is also on my screen. (Interview 1 with G)

By making sure that the clinicians involved in the disease management programs
had access to patient information through various technologies, the project leaders
ensured that veillance of the record was possible. The opportunities for surveillance
and coveillance were made as simple as possible; the information to be veilled was
available directly on the screens of involved clinicians, potentially changing care.
Many of the EMR systems had or were developing patient portals, which were
online methods for patients to see their medical record, view care plans, email
clinicians, and/or to make appointments.
And there’s a place [in the record] where patients themselves can see what they agreed to
via the shared decision-making with the GP. ‘I want to walk three times a week’ or
something like that. The patient may also have committed to things like ‘how I’m going to
do that, when will I do that, what are the pitfalls, what do I need to get it done’. (Interview 1
with B)
We now give people a paper about the agreements and in the future, the digital log will also
offer [information on] what the care plan is, what arrangements have been, what are the
risks you and what you want to do yourself. That is the care plan and you can print it out
and send. We are also looking at what we can offer people visually in that care plan. What
is the next step…? (Interview 2 with B)
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Patient portals were designed for self-surveillance of the agreed upon chronic
disease self-management plan. However, patient portals did have a few limiting
factors: they depended on having electronic means for connecting patients with
their data, often through an electronic medical record, on the patients’ having access
to the Internet and the ability to use a patient portal, and on the clinicians entering
data for the patients to see. To work around some of these issues, clinicians printed
out information. This printing out was a form of surveillance by the clinician, as the
clinician looked at the record to determine what information the patient needed for
self-management, and a form of self-surveillance for the patient, as the patients
were expected to look at their record to manage their chronic condition at home.
In general, getting an overview of the patient population is a common goal of
those setting up electronic medical records, as is reviewing data for benchmarking
and research (Ahern et al. 2006; Chiolero et al. 2013; Institute of Medicine 2001).
In the studied disease management programs, data was extracted from the (networked) electronic medical records for multiple purposes: benchmarking, ﬁnances,
internal and external research.
Well, we have that data. No, we have that extraction of the data from the electronic medical
record, which comes in a private database that the GP lab has created and we do so on the
basis of the benchmark. Then I see a report of all the practices, just a really reporting how
they score on the indicators in relation to the care group and in relation to the general
practitioners in my area. (Interview 2 with H)

The dataveillance of the record by the project leader created data that would be
reviewed and compared to other practices, national standards, and international
guidelines. The dataveillance and comparison of the data was done for quality
improvement purposes.

6.5.3

Privacy, Openness, Secure Communication

Despite the fact that the records were, in various ways, set up to be watched, project
leaders were quite concerned about patient privacy, as well as protecting the
patients’ information. This came through in different ways, such as (as legally
required) getting patient permission for sharing data, using private and secure
communication systems, and setting up access for patients to look but not change
the data. Data in the (networked) electronic medical record systems were never
intended to be completely private and inaccessible; the electronic medical record
was intended to be veilled, but veilled in regulated ways. Data was aggregated from
the record and presented anonymously. Not all of the data was open for viewing by
any clinician; the system could be limited to share certain data, as seen in the quote
above. The clinicians involved in the care of patients with a chronic disease, project
leaders, and sometimes patients had the right to watch parts of the record. Fewer
still had the rights to write clinical information in the record. In some cases, patients
could look at their own record, but not change it.
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Self-surveillance was possible, as was sousveillance of some of the clinicians’
notes on their care. However, the architecture of the records limited the scope of the
veillance that patients could do.

6.6

Discussion

As a living database and common information space for those healthcare settings,
the architecture of the (networked) electronic medical records influenced the veillance that could be conducted and, as a result, the care that could be provided. The
opportunities for different types and methods of veillance were set-up in the very
architecture of the (networked) electronic medical records. For example, (networked) electronic medical records with a patient portal allowed, but did not
guarantee, sousveillance of the record by patients. The architecture of the (networked) electronic medical records allowed for dataveillance by project leaders and
clinicians; multiple patient records could be queried, cleaned and interpreted,
compared to other data (national standards, guidelines), and used to improve care.
The development, implementation, and use of (networked) electronic medical
records disciplined project leaders, clinicians, and patients into new roles. Project
leaders, as the data shows, became technological mediators and developers; they
negotiated the needs of the needs of the clinicians and patients with the possibilities
of the EMR systems, the costs, and the ease of use, including double entry. As the
records were not as efﬁcient and easy-to-used as hoped, project leaders were steered
into becoming tinkers, working with and around limitations in the systems and in
the practices. Establishing the records and making the record work in practice
disciplined the project leaders through coercion and oversight.
While one of the common myths about implementing (networked) electronic
medical records in healthcare settings is that all of the implementation work can be
done by computer technicians (Berg 2001), this is not the case. As the quotes
reveal, project leaders were thoughtful about and put much effort into ensuring that
the architecture of the (networked) electronic medical records allowed for veillance,
especially in the coupling of record systems. Other research on electronic medical
records has found that poor information exchange between electronic medical
records systems and other healthcare ICT programs was a barrier for use (Miller and
Sim 2004). However, this effort to allow for veillance did not mean open access to
the records for all clinicians and patients; project leaders were attentive, working
with clinicians to ensure that the privacy of patients was protected while allowing
access to the information that certain clinicians might need to know while providing
care to patients. Developing and implementing (networked) electronic medical
record systems was an issue that had to be mediated by project leader. The data
from the (networked) electronic medical record was also mediated by project
leaders in many cases. As seen in work by Greenhalgh et al., while the data was
generated through electronic means, the interpretation of the data had to be conducted by a person involved in the programs (2009). The effort of working through
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and with these issues steered project leaders. Project leaders were disciplined into
the role of technological intermediary through their actions of establishing veillance-friendly (networked) electronic medical records programs.
The veillance of the (networked) electronic medical record was not just one type
of watching, but was multiple types of veillance done by multiple actors at different
times, in different physical locations, for different goals, and with different implications and caveats. As others have noted (Reich 2012), clinicians were disciplined
by the (networked) electronic medical record in many ways, including by the
technological systems that made double-entry mandatory; this double entry allowed
for a more complete record open to different types of veillance by clinicians. The
different types of veillance of the record were seen as necessary for care and
disciplined patients, clinicians, and project leaders; as other research has also shown
(Hipple Walters et al. 2016), the possibility of coveillance of the care provided, the
dataveillance of lab reports and test data, and the surveillance of the patient’s health
status and medical history changed the care delivered by clinicians, as was intended. (Networked) electronic medical records, as others have noted, are a tool for
accountability by clinicians and have been used as such to improve clinical work
while retaining professional autonomy (Winthereik et al. 2007). Dataveillance made
some forms of accountability and visibility possible. Veillance and the possibility of
veillance disciplined clinicians into EMR-friendly clinicians, disease management
clinicians, networked clinicians, and accountable clinicians. Changing the architecture from non-networked to networked electronic medical records allowed for
sharing the patient created by the record, a patient created by numbers and standards, the documented activities of multiple clinicians, and the architecture of the
record systems themselves.
Patients, too, were shaped by the (networked) electronic medical record through
the changes in the care delivered due to their clinicians’ veillance of the record and
through their own (potential) access to their own record through the patient portal.
Prior research on patient portals has shown that patients with a chronic disease can
appreciate the remote access to their record, including their test results and online
communication with their clinicians (Hess et al. 2007). The patient portal allowed
for self-surveillance of agreed upon care and management plans. Self-surveillance
by patients of their chronic condition was seen as a necessary component of chronic
disease management; as a result, patients were disciplined into self-surveillance
through the technologies available (the patient portal and print-outs of their record)
and through their interactions with clinicians. As other research has shown,
self-surveillance was hoped to lead to active patienthood (Pryce 2000). The patient
portal (or print-outs of their record) was an attempt to discipline patient into
becoming technologically active patients, introspective and self-surveilling patients,
and accountable patients.
Notions of privacy and security of data in the (networked) electronic medical
record played important roles in how the records governed and were governed. As
others have noted, “much ethical discussion of how technology mediates in health
contexts concerns privacy” (Light 2010, p. 11). The (networked) electronic medical
records were intended to be viewed; this veillance was made possible at the cost of
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much effort by the project leaders. Privacy, then, was regulated access. This regulated access came through secure channels and limiting permissions. Controlling
access to the record was a technology of power that impacted how and by whom
different types of veillance happened and shaped the care provided by clinicians.

6.7

Conclusion

This chapter adds to the ﬁelds of (sur)veillance and the sociology of healthcare
technologies by exploring, in depth, issues related to developing and implementing
(networked) electronic medical records in disease management programs in Dutch
healthcare organizations. While much of the current literature on electronic medical
records focuses on the work of clinicians and practice champions, this work focuses
on project leaders in disease management programs. As disease management programs are likely to continue to be used as a method of treating and managing
chronic disease, this work is increasingly important for project leaders, clinicians,
and funders of disease management programs, such as insurance companies and
ministries of health.
Much of the work of developing and implementing electronic medical records is
done behind the scenes, including the work of setting up the (networked) electronic
medical records for veillance. This paper brings to light the tinkering, negotiation,
and technological mediation done by project leaders to improve the care provided
by clinicians, reduce unnecessary expenditures, and share information about care
between clinicians and between clinicians and patients.
By exploring the veillance in the development, use, and architecture of (networked) electronic medical records, this chapter shows the nuances in watching.
This research illustrates concrete examples of veillance in healthcare, using EMR
systems as a case study; the research presented here highlights that watching is
more than top-down surveillance, but is multi-faceted, with different types of
veillance conducted simultaneously by many human and non-human actors for
different goals. These types of veillance discipline clinicians, patients, and project
leaders through the potential for constant oversight of the documented care in the
record, through the possible impacts that this oversight has on care delivery and the
bodies of patients, and through the coercion, both subtle and overt, to enter data into
the record in the ways delineated by the architecture of the records.
The (networked) electronic medical records were a technology of power that
influenced and shaped the information flow in the ofﬁces. Some clinicians were
given access, some had speciﬁc places where they could look, and some were sent
information via secure channels. The same was true of patients; some were given
access via patient portals and some had printed information. The possibility of
veillance via access to the (networked) electronic medical record was privilege
mediated by technology.
The potential for different types of veillance of the (networked) electronic
medical record shaped the work of project leaders, clinicians, and patients. The
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project leaders worked hard to contour the architecture of the EMRs to allow for
veillance, even before the new aspects of the EMR were deployed in the practices;
this work often entailed coupling two different systems (the local record with the
networked record) to create a record that would be visible by multiple clinicians in
different sites. However, this coupling was a considerable amount of work for
project leaders and steered how project leaders worked with and in the (networked)
electronic medical record.
Clinicians, too, were disciplined by the (networked) electronic medical record. In
some cases, clinicians had to enter data twice—in the local record and in the
networked record. This double-entry was intended to create complete record, open
to different forms of veillance by clinicians outside of the local record system.
Clinicians were also disciplined by their veillance of the (networked) electronic
medical record; what they saw in the record was intended to shape the ways in
which care was provided.
The (networked) electronic medical records played a signiﬁcant role in the
disease management programs, from shaping the work (and the timelines and time
planning of work) of project leaders to changing how care was provided for
patients. The role of (networked) electronic medical records as a communication
and care technology will continue to grow in the Netherlands, as the population
ages and more people are diagnosed with (multiple) chronic diseases and are treated
by multiple clinicians through disease management programs.
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Chapter 7

Proﬁling ‘Anomalies’ and the Anomalies
of Proﬁling: Digitalized Risk Assessments
of Dutch Youth and the New European
Data Protection Regime
Karolina La Fors-Owczynik

Abstract A key component of the proposed data protection rules outlined in the
General Data Protection Regulation (GDPR) is that any measures based solely on
automated data processing that have legal effects on ‘natural persons’, including
children, count as ‘proﬁling’. Currently, the digitalized proﬁling of children in
Dutch child-care policies has gradually gained prominence in efforts to detect or
prevent child abuse and anti-social or delinquent behaviour. This chapter analyses
how the proposed data protection rules will impact the current practices of proﬁling
children and creating individualized risk assessments in the Netherlands. To
illustrate the problems raised by such proﬁling, this paper analyses the professional
use of three proﬁling registries: the Dutch Digital Youth Healthcare Registry, the
Reference Index of High-Risk Youth, and the ProKid SI 12-system. Investigating
the negative implications of the use of these and determining how these implications can be addressed by legal means is crucial to striking a proper balance
between the interests of society, privacy and data protection, and individual children and families. Although each registry is meant to prevent problems and serve
the ‘best interests’ of children and society, their use produces new risks, including
the possibility for erroneous criminal prognosis, stigmatization, and discrimination.
By drawing upon empirical data and legal analysis, this paper argues that the use of
these technologies by authorities and healthcare providers in the Netherlands will
challenge new data protection provisions and that it is therefore necessary to
reframe the data protection regime to better protect “the best interest of the child” as
established by the United Nations Convention on the Rights of the Child.
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Introduction

On 25 January 2012, the European Commission released the draft proposal for the
European General Data Protection Regulation (GDPR). This was a landmark event
because the GDPR is intended to replace Directive 95/46/EC, which has been the
primary legal instrument regulating data protection in Europe since 1995. Under the
GDPR, the legal basis of data protection, as understood since the 95/46/EC
Directive was adopted, would change remarkably. The latest (ﬁnal) version of the
GDPR was released on 15 December 2015 by the European Council, and includes
proposed amendments made to the earlier text promulgated by the European
Parliament. For purposes of the analysis conducted in this paper, I rely on this latest
(European Council) version.
In drafting new data protection rules, the European Commission chose to rely on
two separate legal frameworks: one for the protection of ‘regular personal data’ (i.e.
the GDPR) and one for the protection of personal data during criminal and judicial
proceedings (a separate Directive). Therefore, together with the proposed regulation, the Commission introduced the Police and Criminal Justice Data Protection
Directive. The latter would replace the 2008/977/JHA Framework Decision.
Interestingly, the regulation and the directive establish separate legal bases for
regulating commercial and public and security-related data, including speciﬁc rules
for often criticised practices like proﬁling within these contexts.
Given these developments, this paper examines how the proposed data protection regime, when adopted and enforced, will be able to cope with the problems
presented by proﬁling children on the basis of risk assessments.1 For this purpose,
the digitalized risk proﬁling practices of the Dutch government will be used as
illustrations. Furthermore, the paper seeks to investigate what social problems, such
as the possible negative implications for children’s lives, emerge as a consequence
of these risk proﬁling practices, and how these negative implications can be
properly addressed by modiﬁcations to the proposed data protection rules.
Today, the preventative, digital proﬁling of ‘anomalies’ such as child abuse and
anti-social or delinquent behaviour by children constitute prominent mechanisms
that professionals in the Dutch youth healthcare, youth care, and criminal justice
sectors rely on.2 Connecting multiple digital databases and aggregating and sharing
data of preventative import concerning children and other persons connected to

1

By children, I mean in this article all persons between 0 and 23 years. This is a practical choice.
I simply followed the deﬁnition used by the Reference Index High-Risk Youth, which uses the
broadest age deﬁnition for a child among the three systems analysed here. Therefore, by this term I
mean children assessed by any of the three systems.
2
The Minister of Youth and Family: André Rouvoet explained in an interview (Van Wijck 2009),
that during his 13 year carrier being an MP he experienced no discussion on the topic of child
abuse, therefore how glad he was that the topic was ﬁnally put on the top of political agendas.
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them have been seen as optimal and efﬁcient ways to orchestrate the prevention of
abuse and undesirable behaviour. This digital transition has been bolstered by
regulatory and administrative changes within the contexts of Dutch youth care and
law enforcement. One such change took shape in 2013, when the administrative
set-up of the Dutch police corps became more centralized, as 25 regional police
units were reorganized into 10. A major transition affecting the Dutch youth care
system occurred in January 2015, when the provision of professional care for
children was transferred from provinces to municipalities. Although the new data
protection regime, including the proposed legal speciﬁcations about proﬁling are
not yet ﬁnalised, the proposed speciﬁcations about proﬁling are considerably
improved as compared to those in Directive 95/46/EC. This paper analyses the
implications of three risk assessment systems in light of the proposed rules, an
analysis that is useful, on one hand, to assess the capacity of the new regime to deal
with the problems raised by creating risk proﬁles of children and, on the other, to
see what this could mean for future risk proﬁling cases of children by government
systems. Furthermore, the choice to evaluate the new regime is motivated by the
vulnerable (legal and social) position of children compared to adults and by the
concerns scholars have raised with respect to the legitimacy of digitalization in
youth care. Scholarly concerns relate to how the government will manage to keep
up with controlling data flows and providing transparency as laid down by the
Dutch Data Protection Act3 and the European General Data Protection Proposal
(Klingenberg and Lindeboom 2013).
This article is organised in four sections. Section 7.2 provides an overview of the
three risk proﬁling systems, including a review of their advantages and disadvantages. Subsequently, Sect. 7.3 presents relevant provisions of the current and the
upcoming EU data protection regime with respect to proﬁling. After a few words on
the methodology used in this research (Sect. 7.4), section ﬁve discusses key
advantages of proﬁling systems as well as the main, scholarly criticisms raised with
respect to digitalized proﬁling methods. Based on empirical ﬁndings, Sect. 7.6
argues that the proposed data protection provisions will fall short of providing
protection for children within the contexts of current risk proﬁling practices of
children by the Dutch government. Additionally, these practices create new problems or risks for children related to the registration, daily use, and erasure of the risk
assessments created and used for proﬁling purposes. After a discussion (Sect. 7.7)
on how law might provide protection for these side effects, section eight concludes
in answering whether the new EU data protection assessments of risk proﬁling
systems concerning youth would be better supplemented by a stronger focus on
fundamental rights of children (as elaborated in the UN Convention on the Rights
of the Child).

3

Wet Bescherming Persoonsgegevens 2000 (Data Protection Act) Retrieved on 10th August 2014,
from <http://wetten.overheid.nl/BWBR0011468>.
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Overview of the Three Risk Proﬁling Systems
Digital Youth Healthcare Registry

The Digital Youth Healthcare Registry (DYHR, or Digitaal Dossier
Jeugdgezondheidszorg in Dutch) is designed for the registration of healthcare
information on children (and, indirectly, about their close families) between 0 and
19 years of age. This system has been used since 2009 nation-wide in The
Netherlands. A set of Dutch laws provides the legal framework for the Digital Youth
Healthcare Registry—for instance, Art. 5 of the Dutch Public Health Act (Wet
Publieke Gezondheid, 2008), which prescribes the digitalization of health records.
The Individual Healthcare Professions Act (Wet op de beroepen in de individuele
gezondheidszorg, 1993) is a second law that applies to the DYHR. This act speciﬁes
conﬁdentiality requirements for professionals regarding the sharing of patient data.
The registry is also legally controlled by a third statute, the Act on Medical
Treatment Contracts Acts (Wet Geneeskundige Behandelingsovereenkomst, 1994).
This act deﬁnes conditions for accessing patients’ ﬁles. The Dutch Data Protection
Authority underlined the importance of the principle that sharing children’s
healthcare data for preventing child abuse must be proportionate. Because the
DYHR is connected to the risk signalling system, the Reference Index for High Risk
Youth, data sharing can and should remain efﬁciently minimized (CBP 2007). The
time limit for data retention in DYHR is 15 years.

7.2.2

Reference Index for High Risk Youth

The second system is the Reference Index for High Risk Youth (RI, or
Verwijsindex Risicojongeren in Dutch), a large-scale risk-signalling platform
connecting a variety of digital databases, youth care organizations and professionals. This platform allows for the digital exchange of risk signals about children
and youngsters in the Netherlands between the ages of 0 and 23. When risk signals
are shared, no information is shared other than the signal. Only the name of the
child and the youth care organization concerned about the child is linked to the
signal. This is done for the sake of privacy so that no conﬁdential information is
shared instantly with a risk signal. After two professionals of different organizations
have signalled a risk about the same child, a certain ‘alarm bell’ goes off in the RI,
and the two professionals need to contact each other and share more information
about the speciﬁc child. The legal basis of the Reference Index lies in the adjusted
Dutch Youth Care Act (Wet op de jeugdzorg, 2010) and in the Law on the
Reference Index High Risk Youth (Rijksoverheid 2010). A large number of local
systems are used nation-wide since 2010. All local RIs are set up in such a manner
that each of them is also linked to a national system. In the national reference index
all risk signals registered in local RIs are logged. A risk signal remains for max.
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seven years in the system. Although a risk signal can only be matched with other
risk signals for two years, after that period a signal still remains visible for professional by being archived for 5 additional years (Oerlemans and Bruning 2010).

7.2.3

ProKid 12–SI

The third system is ProKid 12–SI (pronounced ‘ProKid twelve minus SI’), a system
used nationwide since 2014 by the police to assess children aged between 0 and
12 years. A child’s ﬁle comprises two parts: one column for the evaluation of the
child and one for the assessment of his/her home address against four colour-coded
risk categories. Each colour—from white to yellow, orange and red—demonstrates
an increasing degree of risk. The evaluation of a child’s home address involves the
risk qualiﬁcation (the eventual bad influence) of family members and other related
persons living at the same address with the child. A colour in a child’s ﬁle can
change over time.4 ProKid is controlled by a number of Dutch laws (Social Support
Act, Public Health Act, Youth Care Act, the Compulsory Education Act, Police
Act) that deﬁne responsibilities of state, provincial and local governments regarding
the care of young people. The development of a ‘comprehensive multidisciplinary
chain approach for youth’ underpins this legal framework. Part of this approach is a
working process called “early identiﬁcation and referral” (Goedee and Rijkers
2010), introduced in 2007 to stimulate co-operation between the Dutch police and a
primary youth care organization called Bureau Youthcare.5 Until January 2015, this
working process also provided a basis for ProKid.6 Although according to Dutch
penal law children under the age of 12 cannot be prosecuted, the aim of ProKid sets
a precedent as it in fact carries out digitalized prevention work on children under the
age of 12 years. Given ProKid is a system used by the police, the Police Data Act
applies to the data processing and thus legitimizes this use. The time limit for
retaining data in ProKid is set by 5 years.

4

Controversies around these systems also provide reasons for thorough analysis. For instance, the
Dutch government’s ability to safeguard transparency and the proper protection of personal data
had already been raised as focal points for investigation in light of such IDM systems (Klingenberg
and Lindeboom 2013). These issues raise further controversies as to how to orchestrate legally,
administratively and technically the preventive proﬁling of children in each of these sectors.
Controversies also surround the vividly disputed potential negative implications the transition in
the youth care and law enforcement sector might cause, as well as the government’s increasing
push to exchange data (Goedee and Rijkers 2010) across sectors.
5
As of January 2015 Bureau Youthcare organizations are abolished and their tasks are taken over
by other certiﬁed youth care organizations and the municipalities.
6
As of January 2015 Bureau Youthcare organizations do not exist in their old form anymore in The
Netherlands. Due to the decentralization process in youth care, the tasks earlier performed by
Bureau Youthcare had been redivided and redistributed between newly certiﬁed youth care
organizations and city halls.
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Advantages of DYHR, RI and ProKid

The Dutch Digital Youth Healthcare Registry (DYHR) had been intended to
replaces paper records and improves the healthcare ‘image’ of each child by using
digital record keeping in which a more extensive set of categories are seen to offer
improvement. A more elaborate categorization would help build a better view of a
child, which would assist in preventing child abuse cases. In this respect, the
possibilities for a doctor or nurse to detect the physical or psychological implications of family problems on a child is easier and more visible for a variety of
healthcare professionals who have access to the record. The link between the
DYHR and the Reference Index (RI) High Risk Youth helps to improve communication and information sharing from the DYHR in regard to the signalling of such
risks as abuse or domestic violence associated to a child. A major impetus for the
design and installation of the RI was the need to improve information exchange
between different youth care professionals and organizations when professionals
were aware of problems concerning the same child. The risk signalling ‘alarm bell’
infrastructure of the RI among professionals, when it signals correctly, can be
considered the primary advantage of the system.
ProKid SI 12—is a digital system to prevent problems that children might suffer
from in their closest social environment and problems that children can cause to
others by their anti-social or delinquent behaviour. When performed accurately,
enhancing prevention by digital means and can save children from potential further
harm. This is valued as the prime advantage of ProKid.

7.2.5

Disadvantages of DYHR, RI and ProKid

Although the new European data protection regime has not yet been accepted and
used as a lens to assess preventative digital risk-proﬁling practices in children via
DYHR, RI and ProKid, the systems have already earned the critical attention of
scholars. The proﬁling7 of children by the Digital Youth Healthcare Registry
(DYHR), which had previously been called the Electronic Child Record (ECR),
received public8 and academic criticism in its primary stage. The DYHR is based on
a 30-page description of more than 1000 standard categories called the Basic

7

Despite a newly emerging trend where online proﬁling gains importance, the risk proﬁling of
children by Dutch government technologies such as the Digital Youth Healthcare Registry, the
Reference Index High Risk Youth and the ProKid 12–SI system occur against an already deﬁned
set of criteria, and those criteria should be set by standards in healthcare, youth care or law
enforcement in The Netherlands. Each match between a proﬁle and a child is regularly nominative
and shows that a child is associated by name to a risk category.
8
Elektronisch Kinddossier eind 2010 ingevoerd <http://webwereld.nl/beveiliging/42055-elektronischkinddossier-eind-2010-ingevoerd#>.
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Dataset (Van Dijk 2008), according to which risks related to children are
registered.9 The main Dutch professional organization responsible for healthcare,
the Royal Dutch Medical Association (in Dutch: Koninklijke Nederlandsche
Maatschappij tot bevordering der Geneeskunst—KNMG)10 raised its concerns
speciﬁcally with respect to the accessibility of DYHR proﬁles and argued for strict
limitations. Van der Hof and Keymolen highlight such side effects of proﬁling by
the DYHR what they call an “identity turned into stone”. By this they refer to the
consequence of retaining data for 15 years in a DYHR proﬁle, which can cement a
digital snapshot image of a child. Simply by remaining in the ﬁle for 15 years, this
image can negatively influence a child’s life in the future. By the “stigmatized
identity”, Van der Hof and Keymolen also note that the digital record can influence
professionals in ways that at times could hamper a face-to-face dialogue with a
child: “preconceived opinions can stand in the way of an open and fair contact”
(2010: 320).
Proﬁling practices by the Reference Index High Risk Youth have also been
exposed to criticism. The Reference Index is a risk signalling system or “a spider in
the web” (Keymolen and Prins 2011) to which a large variety of youth care professionals are connected by posting only risk signals of a child that are based on risk
proﬁles. The National Reference Index is a single umbrella system under which all
local reference indexes hang. The system is designed in such a way that if two
professionals post a risk signal about the same child, a match emerges as a certain
alarm bell indicating that the two professionals need to initiate contact and discuss
the child’s case. With each risk signal posted in a local system, a copy of that signal
simultaneously enters the national reference index. Keymolen and Broeders identiﬁed a shortcoming of this set-up by showing that it allows for “sharing information without fully grasping the context of this information” (2011) among
professionals. Van der Hof raised her concerns regarding the extensiveness of the
Reference Index. According to her, the Reference Index can prevent those children
who are most in need from receiving adequate help as a consequence of the
requirements that professionals should abide by when screening children (2011).
ProKid SI 12—is primarily a prevention system implemented by the Dutch
police to assist in digitalized risk-proﬁling work on children. The colour-coded
proﬁles for ProKid are developed by behavioural scientists (Nijhof et al. 2007):
white, yellow, orange and red correspond to an increasing gradation of concern in
relation to a child should he/she be a victim, a witness of violence or a perpetrator.
Both children and their home addresses can be assigned colour codes. If the colour
of the address darkens, the colour code of the child also darkens. This colour code

9

Each category deﬁnition emerges as natural or innocent to the person it characterizes, yet when
personal attributes captured within categories become benchmarks upon which decisions of
exclusion or inclusion are made, the BDS categories can also be seen as ‘carriers’ of certain
selective politics.
10
For more information about this, please see: <http://knmg.artsennet.nl/Nieuws/Overzicht-nieuws/
Nieuwsbericht/39762/KNMG-Elektronisch-Kinddossier-niet-te-breed-toegankelijk-maken.htm>.
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shows a growing risk in the child’s social environment; for instance, if a child’s
family member has a police record, this qualiﬁes as a direct bad influence on a
child’s development. Registration can remain in the system for a maximum of ﬁve
years. ProKid has been operational nationwide since 2013 and, as such, it is
unparalleled.11 The risk-proﬁling practices of children by ProKid have been
exposed to ﬁerce criticism. For example, in Schinkel’s view, ProKid is a technology
that materializes a penalizing pressure or “pre-pressure” (2011) on children who are
exposed to what Lyon calls “surveillance as social sorting” (2003). Moreover,
Bruning et al., advising the Dutch Child Ombudsman, argued for broader transparency for parents regarding how a risk calculation is made in ProKid and that
professionals should balance between risk and protecting factors as their top priority
when assessing a child (2012).
Schinkel formulates an overall criticism regarding proﬁling by each of the three
above-mentioned technologies and the developments accompanying their introduction within Dutch youth healthcare, youth care and law enforcement in general.
According to him, these systems epitomize certain forms of “technologies of
security” (Foucault 2004). In Schinkel’s view, there are two main negative effects
of proﬁling by these systems: the extensive “normalizing effects on the Dutch
population” and the signiﬁcant contribution of these systems to the “prepressive
construction of a risk population” (2011).
Although all of these criticisms are highly valuable and necessary, they did not
address the practical implications the Digital Youth Healthcare Registry and the
Reference Index High Risk Youth have on the General Data Protection Regulation
and, more speciﬁcally, the practical implications of ProKid on the Police and
Criminal Justice Data Protection Directive. To demonstrate these implications, the
following section reveals an analysis based on empirical insights from professionals
working in different cities and institutions in the Netherlands using the DYHR, the
Reference Index or ProKid.

7.3

Proﬁling Children in Light of Current and New Data
Protection Rules

The Digital Youth Healthcare Registry and the Reference Index High Risk Youth
fall under the 95/46/EC Directive and after the proposed Regulation comes into
effect, this new regime applies to the processing of data by means of both systems.
Given that data from the ProKid SI 12-system is not exchanged in a cross-border
setting, only very limited parts of the Framework Decision 2008 can be seen
applicable. Yet, when the Police and Criminal Justice Directive becomes enforced,

11

Minister van Veiligheid en Justitie (2012), 29 279 Rechtsstaat en Rechtsorde Nr. 147 Brief van
de minister van veiligheid en justitie aan de Voorzitter van de Tweede Kamer der Staten-Generaal,
Den Haag.
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ProKid will fall under this regime. For this reason, the relevant provisions of this
new regime will also be analysed.
Although the 95/46/EC Directive is implemented in the Netherlands through the
Dutch Data Protection Act, the directive “lacks child speciﬁc rules” (Van der Hof
2014). Art. 21, for instance, only deﬁnes speciﬁcations regarding the sharing of
children’s healthcare data (La Fors-Owczynik 2015). In light of the current data
protection legislation, this lack of child speciﬁc rules constitutes great challenges
when looking for legal safeguards for children from the side-effects of digitalized
proﬁling practices, such as the risk proﬁling performed by Dutch government
agencies.
From the perspective of proﬁling prescriptions concerning how data shall be
processed is also crucial. Art. 5 of the 95/46/EC Directive prescribes with respect to
data processing, leading principles such as lawfulness. Yet, it allows member states
to specify conditions for lawful processing. On the contrary, GDPR speciﬁes
conditions for lawfulness and fairness by including principles, such as transparency
and data minimisation, and by deﬁning liabilities for the controller.
Art. 7 of the 95/46/EC Directive speciﬁes conditions for lawful processing, such
as the data subject’s consent or the necessity criterion of data processing (i.e., for
public interests). GDPR, however, adds to these criteria the balancing of interest
criterion. By the time the GDPR is in force, the latter criterion is essential to rely on
when it comes to the risk proﬁling of children by government systems.
Arts. 10 and 11 of the 95/46/EC Directive are also of utmost importance for risk
proﬁling practices of children because these articles specify the information obligation of the controller towards the data subject. The GDPR builds on these
speciﬁcations, but it introduces a far broader set of obligations for the data controller in Arts. 11, 12 and 14. Art. 12 sets out conditions for transparency when the
data subject exercises his/her rights. Moreover, Art. 14 speciﬁes that the data
controller shall inform the data subject about the data processing. For instance, with
respect to the storage period of data, it also prescribes the “right to lodge a complaint to a supervisory authority” for the data subject. Art. 15 of GDPR follows up
on Art. 14 and deﬁnes the right of access of the data subject. As a precondition to
the right of access, Art. 18 prescribe the right to data portability, meaning that upon
request of the data subject the data controller shall facilitate the transfer of the data
subject’s data from one system to another. The right to data portability or the right
to lodge a complaint do not exist in the current directive. Yet, Art. 13 of the
95/46/EC Directive provides derogations for the information obligation of the
controller and for the right of access of the data subject. Art. 14 of GDPR expands
conditions for derogations for the information obligation and for the right of access.
The latter derogations, when the GDPR will be in effect, would also be applicable
for all three risk-proﬁling systems of children analysed in this article.
The 95/46/EC Directive speciﬁes general provisions regarding proﬁling in Art.
15. It granted “the right to every person not to be subject to a decision, which
produces legal effects concerning him and which is based solely on automated
processing of data intended to evaluate certain aspects related to him…”.
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GDPR Art. 20 speciﬁes much stronger provisions with respect to proﬁling. First,
that “the data subject shall have the right not to be subject to a decision based
solely on automated processing, including proﬁling, which produces legal effects
concerning him or her or similarly signiﬁcantly affects him or her…[and that
proﬁling] is based on the data subject’s explicit consent”.
However, compared to the June version (2015) of the GDPR, in the December
version (2015) of the text certain speciﬁcations regarding proﬁling have been
erased. In the June version Art. 20 included, for instance, that “proﬁling that has the
effect of discriminating against individuals on the basis of race or ethnic origin,
political opinions, religion or beliefs, trade union membership, sexual orientation
or gender identity, or that results in measures which have such effect, shall be
prohibited.” Moreover, prescriptions have also been erased relating to that “proﬁling which leads to measures producing legal effects concerning the data subject
or does similarly [and] signiﬁcantly affect the interests, rights or freedoms of the
concerned data subject shall not be based solely or predominantly on automated
processing and shall include human assessment, including an explanation of the
decision reached after such an assessment.”
The latter two speciﬁcations, if kept intact in the December version of the
GDPR, could have further fostered the protection of citizens against proﬁling,
including children, via the GDPR and also compared to the relevant prescriptions of
the 95/46/EC Directive. However, the ﬁnal version of Art. 20 lifted the limitations
of the Directive, which speciﬁed that measures stemming exclusively from ‘automated individual decisions’ constitute proﬁling. The new regulation expanded the
scope of protection by involving any measure of proﬁling that has legal effects on
‘natural persons’, including children. Although Art. 20 generally prohibits measures
based on automated proﬁling, as Kuner critically noted, it includes exemptions that
are “broad and ill-deﬁned” and could potentially lead to harmonization problems
and excessive use (2012). Furthermore, Costa and Poullet highlight that the regulation shifted from the conception of proﬁling that is the “classical automated
individual decision” and refers to data that is directly related to an individual to
automate reasoning regarding that person (2012).
Although the complete prohibition of proﬁling children has been deleted from
the ﬁnal form of the regulation (Hornung 2012), it introduced another new legal
safeguard: the data subject’s consent to proﬁling. In line with this, the “data processor must ensure that distinguishable conditions exist for the data subject to
consent to proﬁling” (ibid., 2012: 259). The introduction of this new consent is
different from the consent to data processing, which was ﬁrst established by Arts.
7 and 8 of the 95/46/EC Directive. The risk assessment systems under study are
designed to score children against risks; each system has a legitimate aim that is
cemented by law. If the GDPR is in force, Art. 20(1a, b) allows proﬁling if such
activity is set by Union or Member State law. Therefore, because risk proﬁling by
the three systems is set by Dutch law, the data subject’s consent to proﬁling by
these systems would not be applicable. As Koops argues, for citizens, it is
impossible to opt out of data processing by government systems because citizens
cannot simply choose a different government (2014).
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Beyond derogations as to the prescriptions of GDPR by national law, Art. 21 of
the GDPR also deﬁnes restrictions from the rights and measures laid down by
GDPR, if data processing is aimed at safeguarding national security, defence, public
security, or the “prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against
and the prevention of threats to public security”.
When GDPR is enforced, all of the provisions discussed above will apply for
DYHR and the Reference Index High-Risk Youth.
Given that the ProKid system is a national police system, as mentioned earlier, it
falls under the Dutch Police Data Act. Due to its national character, only limited
parts of the Framework Decision 2008/977/JHA are applicable. For instance, Art.
3 deﬁnes the requirements for data use by law enforcement authorities including its
proportionality, lawfulness and legitimate purpose. However, after the Police and
Criminal Justice Data Protection Directive is implemented in Dutch law, the relevant provisions will also be applicable for data processing activities performed by
the ProKid system. The Directive speciﬁes that proﬁling by “means of automated
processing” should be prohibited unless national law provides for it otherwise (Art.
27). During such proﬁling practices, “suitable measures to safeguard the data
subject’s legitimate interests” must be ensured. According to the Dutch government, the main beneﬁt of the EU Proposal on the Police and Criminal Justice Data
Protection Directive with respect to proﬁling remains “mainly in the transparency
obligations [Art. 28] and Art. 14 deserves further attention in this context”.12 This
is a fair observation, given that the directive allows for extensive options where
proﬁling practices via national laws can flourish.

7.4

Methodology

The methods applied in researching the issues addressed in this article encompass
both legal desk-research and analysis and empirical research.13 In combining both
methods, this research is staged in the tradition of science and technology studies
and more precisely, actor-network theory. This approach is particularly valuable for
the issues addressed in this article, given that it allows a better understanding of
how the unintended implications or risks of using digital risk assessment technologies occur and what these implications can mean for children and families in
the current and new data protection regime. The empirical data are collected with 18
semi-structured interviews that the author conducted with professionals using one
Brief van de Staatssecretaris van Veiligheid en Justitie over het ‘EU-voorstel: Richtlijn
bescherming persoonsgegevens bij gebruik door politiële en justitiële autoriteiten (COM(2012)10)
en EU-voorstel Verordening algemeen kader bescherming persoonsgegevens (COM(2012)11)’
(2013).
13
Part of the empirical data in this article can also be found in La Fors-Owczynik and Valkenburg
(2015). Part of empirical data concerning ProKid can also be found in La Fors-Owczynik (2015).
12
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of the three systems in different cities of the Netherlands. The interviewees were
selected on the basis of a set of predetermined criteria (among them were professionals that had been involved in the design process or were daily users of these
systems). The selected interview quotes presented below show the unforeseen
analysis and typical implications that can arise as a consequence of the design and
daily use of these systems. In the discussion, these implications are assessed against
the background of the current and upcoming data protection regime. The quotes aim
to demonstrate two things. First, the current text of the data protection regime could
lead to controversies regarding the risk proﬁling of children. Second, the examples
also depict controversies inherent in the design and use of risk proﬁles.

7.5

Problems Raised by Proﬁling Systems Generally

Although proﬁling citizens has long been a delicate subject within data protection
discussions (Hildebrandt 2008; Lyon 2001; Rubinstein et al. 2008; Van der Hof
et al. 2010), its importance has only grown with the development of an extensive set
of Internet-based and inter-connectable digital technologies and ubiquitous systems.
These technologies are seen as the means to increase opportunities for different
forms of success in different ﬁelds and disciplines. Ubiquitous systems are regularly
installed to collect a broad range of behavioural information on persons (Canhoto
and Backhouse 2008; Manders-Huits 2010; Van Eijk et al. 2012). Such information
is then used to design and offer more ‘tailor-made’ services for citizens, including
commercial (Benoist 2008; Pridmore 2012; Zarsky 2010), medical (Jansen and de
Bont 2010; Oudshoorn 2011), judicial (Hoogstrate and Veenman 2012; Koops and
Leenes 2005), employment-oriented (Henman 2004; Leopold and Meints 2008),
online or social media-related services (Leenes 2010). Proﬁling and proﬁling
technologies, therefore, are widely regarded as tools to create opportunities for
‘improving’ the image of the proﬁled subjects by aggregating data about them in
different ways that can depend on a large variety of interests.
However, beyond the beneﬁts that each digital proﬁling practice is set to
achieve, substantial academic literature has already directed attention towards the
shortcomings of these practices. Hildebrandt notes, for instance, that abuse is not
the major problem with proﬁling, “but the fact that we have no effective means to
know whether and when proﬁles are used or abused” (2008: 318). Shoemaker
highlights the data subject’s lack of control over the type of proﬁle that is made
about him/her: an image of the proﬁled person emerges without his/her “desired and
expected input into the process” (2009: 14). Similarly, Prins advocates for establishing more control for the proﬁled subjects by providing more transparency about
the proﬁling processes (2007); she also raises concern with respect to the ‘responsibility’ of data processors towards data subjects. She claims that within the
current largely complicated web of digital systems, it has become nearly impossible
for a citizen to ﬁnd the right data processor who, in that moment, is responsible for
processing a persons’ data (2014: 56). Furthermore, Van der Hof and Prins argue
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speciﬁcally about commercial proﬁling and the ways in which data are aggregated
and projected onto customers. They also describe how proﬁles are “personalized”
(2008) and used to steer consumers’ choices in ways that are opaque to those
subjected to these practices. A major concern of Koops and Leenes is that proﬁling
practices—because they occur without the involvement of the subject—are
manipulative and at times are even conﬁning to persons’ autonomy (2005).
McKenna argues similarly and advocates for considering where the boundaries
remain when it is argued that eventual crimes can be prevented by advanced proﬁling techniques: “it comes down to the issue of personal autonomy of the individual and the need for there to be awareness of what is happening” (2012: 15).
Schermer raises among others that a major concern of proﬁling is that individuals
are often judged on the basis of group characteristics and not on their own characteristics (2011). This could lead to incorrect or discriminative decisions what he
explains as the “de-individualisation” effect of proﬁling. Gray and Citron also
formulate concerns regarding the large-scale behaviour-steering effects of massive
proﬁling techniques in a post 9/11 US environment. They argue, for instance, that
individuals with different religious and cultural backgrounds are more sensitive to
proﬁling and surveillance in general. They explain that individuals in the US often
perform “self-censoring” to prevent becoming suspected persons of national
security interest (2013). Children’s rights scholars further argue about proﬁling
practices by systems such as ProKid that they have a “stigmatising” effect (Bruning
et al. 2012). Yet, this risk is not limited to ProKid. For instance, if a risk proﬁle
from the DYHR or a risk signal from the RI is shared, the use of these data can also
discriminatively affect a child.
A common denominator in all of the criticisms regarding proﬁling relates to the
fact that whatever the purpose of proﬁling might be, as a form of surveillance (De
Vries 2010; Foucault 1977; Lyon 2006; Schinkel 2011), proﬁling continuously
produces asymmetrical power relationships between proﬁlers and those subjected to
proﬁling. This asymmetry emerges immediately in favour of the proﬁler by the time
he or she gathers data about its subject. The more data that is gathered about the
proﬁled persons within these relationships, the more ‘hegemonic’ a proﬁler can
become. Several attempts have been made to legally empower proﬁled persons—
for instance, by assigning “property rights” (Prins 2006, 2010; Samuelson 2000;
Sholtz 2000) to them or by potentially establishing a ‘fundamental right to identity’
(De Hert 2008; Gutwirth 2009; Prins 2007). Lately, for example, GDPR introduced
the possibility of ﬁning companies or other proﬁlers who unlawfully collect data
about a person.14 Furthermore, data protection principles such as ‘informed consent’ and the right of a person to ‘individual self-determination’ can all be regarded
as legal constructions to empower the person being proﬁled and to shrink his or her
hierarchical distance in relation to the proﬁler. Yet, in an era of ubiquitous computing, proﬁling has increasingly become a manner of gathering enormous amounts
of information about persons simply because—for instance, as Van der Ploeg

14

For this prescription, see ECJ, Luxembourg, 13 May 2014, C-131/12.
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argues about biometric sensing technologies at airports—persons in these proﬁling
practices are increasingly seen as being “available” (2010). When not their name
per se, but rather information about their behaviour, biological traits and habits are
of more interest, then the mechanisms of legal empowerment seem to fall short in
providing adequate counter balance. Because, proﬁling today has increasingly
shifted away from its classical form—when data about a speciﬁc person was
gathered to provide more ‘personalized’ services for him/her—towards the previously mentioned more group-oriented and typology-producing practices where the
proﬁled subject can remain anonymous, the General Data Protection Regulation
(GDPR) aims to tackle the new challenges (De Hert and Papakonstantinou 2012)
inherent in these new proﬁling practices. Practice shows however that challenges
remain also concerning the classical form of proﬁling practices, especially in regard
to children and digital risk-assessment practices by the Dutch government.

7.6

Problems or ‘Anomalies’ Raised by Risk Proﬁles
in Light of the Changes Brought by the GDPR

7.6.1

Constructing15 Risk Proﬁle Data

7.6.1.1

What Risk?

In light of the GDPR, when we take a closer look at the perception of risks by
professionals a signiﬁcant shortcoming of all three risk-assessment systems can be
identiﬁed. To assess what counts as a risk in practice, it is essential to evaluate the
implications of a digital risk registration from the perspective of the (current and the
new) data protection regulation. Professionals explain that to deﬁne and construct
what counts as a risk within their systems is a major difﬁculty in their daily work.
A nurse, for example, working with the Digital Youth Healthcare Registry
explained the following:
…it is often difﬁcult to ﬁll in the risk-assessment form or to risk-score children because
there is no clear deﬁnition of risks. For instance, a ‘sleeping problem’ of a child can be just
that, but it can also be a symptom of issues between the parents; or it can be caused by
cultural elements that just differ between one family and another (CB-nurse, city D).

A notiﬁcation (often a letter) to the parents of a child must accompany any risk
registration within the Digital Youth Healthcare Registry notiﬁcation by law.
A doctor from another city shares her working method regarding how she
indicates a risk:

15

Here, the word construction certainly does not intend to suggest that risks are made up of thin air,
but the risks within the administration of professionals become existent, noticeable and actionable
for others through their digital registration.
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If you look at the list [of children], you ﬁrst see the risk items and you will not see regular
issues. While say a mother is crying to me that she cannot manage to breastfeed. We have
just been talking about this. Then, I would not register this as a risk because she is not a risk
mother. But, I want to remember this issue and I think it is useful that this issue is indicated
in red [as other risks] in the child’s ﬁle because during the next consultation another
colleague will check it together with other risks (CB-doctor, city A).

The latter quote suggests that when an issue is indicated as red in a child’s digital
ﬁle, this could steer the attention of any colleague who views ﬁles towards those
ﬁles, which contain red check-marks, including the particular baby’s ﬁle mentioned
above. This occurs because the digital ﬁles are set-up in such a manner that a red
check mark in a child’s ﬁle usually provides a risk indication and would primarily
catch the attention of professionals. Yet, at the same time, it is difﬁcult for a
colleague who opens the ﬁles to determine whether a ‘red check-marked’ ﬁle
constitutes a ‘real risk’ or only ‘highlighted issues’. Therefore, the conclusion can
be drawn that transparency regarding what a risk is or what a ‘risky issue’ constitutes often remains a puzzle for professionals who view children’s digital ﬁles.
The two excerpts above both demonstrate that the deﬁnition of a risk registration
can remain unclear even to those professionals who handle a child’s data.
Registering a risk is not always that complicated and risk signs are not always that
ambiguous because not all doctors and nurses may ﬁnd the registration of different
types of risks difﬁcult. Yet, the two quotes raised above show that a risk signal can
easily obscure what the difﬁculties are and the professional decisions leading up to a
risk sign in a child’s digital proﬁle. In this regard, uncertainty regarding what
constitutes a risk can still be regarded as an elementary problem that is not primarily
about abiding by the rules of proﬁling as set by the 95/46/EC Directive and in the
future by GDPR, but about how to conduct proﬁling under these conditions. In line
with this, evaluating the extent to which the ‘principle of data quality’ is enforced
(as set by Art. 6 of the 95/46/EC Directive) is also necessary. Moreover, for future
cases, when the GDPR will already be in force, the uncertainty regarding what
constitutes a risk would challenge Arts. 5 and 6 of the GDPR. Additionally, the data
controller’s obligation to be transparent regarding the processing of data, especially
towards a child (Art. 12 GDPR) would also be challenged. Overall, the above issues
are not something the GDPR, even when enforced in the future, can adequately
address alone because the regulation beyond the essential principles of proportionality, subsidiarity, fairness and lawfulness does not prescribe speciﬁc conditions
that can lead up to the registration of digital data, which in our case is a risk
registration about a child. Therefore, when professionals have difﬁculties determining what type of a digitally indicated risk is associated to a child, the extent to
which digitalized prevention is always performed in the best interest of the child
needs legal scrutiny. During this scrutiny, GDPR prescriptions could desirably be
complemented with children’s rights perspectives, such as the child’s right to privacy and the child’s best interest.
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Funding for Registering Risks?

Ambiguity regarding risk constitutes a common problem, and can lead to what the
Dutch government coined recently as an ‘overreaction to risk within the Dutch
youth care (Ministerie van Binnenlandse Zaken en Koninkrijksrelaties 2013).
Ambiguity regarding what a risk can be within digital registration work is largely a
consequence of simplifying the term ‘risk’ into a technological sign. Notably, the
digital risk data/sign after being transferred strips off the originating problem from
its exact context for a professional, who only receives and views the risk signal on a
monitor. The registration of risks, for instance, in the Reference Index High-Risk
Youth can also be surrounded with certain circumstantial biases. A local Reference
Index manager shares details regarding her work in a given Dutch city as follows:
Since the end of 2009, there have been new funding conditions in [city name] … The
conditions are as follows: organizations have to report to AMK and the Reference Index if
they receive funding and are busy with youth, education, coaching or policy. If they do not
report about such issues, there is a good chance that such an organization (a kindergarten or
other organization concerned with the well-being of children) loses its funding provided by
the municipality. That is a push, so that all such organizations report about child issues to
the Reference Index. We, as Reference Index, have to check whether they do such a
reporting and are entitled to get their funding. 550 organizations received funding from
municipality units, and we need to control them, whether they register risks or not and
whether they get in touch with each other (RI manager, city A).

The above insight shared by a manager demonstrates that the registration of risks
in the Reference Index in some places16 is influenced by the ways in which
ﬁnancing is allocated to the institutions connected to the Reference Index. If posting
a risk signal can be regarded as a representation of care, then the ways in which this
care at certain times and at certain places is steered both ﬁnancially and administratively depicts a strict control of processes. Keymolen and Broeders argue that a
mix of care and control is present in proﬁling practices performed by the Reference
Index (2011). As the above quote demonstrates, a ﬁnancial (or existential) motive
can also push professionals to actively register risks in RI in a given city.17
Questions arise, however, regarding the extent to which this administrative set-up
serves the best interest of the child as provided by the CRC. Furthermore, the extent
to which this ﬁnancial motive to register a risk in a child’s ﬁle is in line with
principles set by Art. 6 of the 95/46/EC Directive is important. Under the proposed
GDPR, cases of ﬁnancial steering in the risk registration are troublesome given both
the data minimization principle and the transparency principle (the data controller’s
obligation to inform the data subject of the conditions related to the data processing,

The ﬁnancial steering of risk registration in the Reference Index High-Risk Youth is not a
nationwide phenomenon, but it depends on the choices local governments make.
17
Certainly, this observation only applies to the speciﬁc city where the interviewee coordinated and
managed the registration of risk signals by all partner organizations linked to the system.
16
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in particular, when the data processing concerns children). However, perhaps an
even more serious issue arises as to the general capacity of the GDPR to circumvent
or ﬁght the emergence of such ﬁnancial biases within risk-proﬁling practices as
those mentioned above. This is a severe issue because it cannot be identiﬁed with
certainty, whether the main motives behind submitting a risk signal were only to
serve the best interest of the child or to serve rather managerial and even existential
interests of youth care agencies. It is at this point that the UN Convention on the
Rights of the Child could afford additional protection in that it requires an
assessment that is broader than merely data protection-related issues.

7.6.1.3

Unfair Proﬁling?

The preventative, colour-code based registration of risks in ProKid happens through
incident codes coming from two other strictly law enforcement databases: the Basic
Facility for Law Enforcement (BFLE, or Basisvoorziening Handhaving in Dutch)
and the Basic Facility for Forensic Investigation (BFFI, or Basisvoorziening
Opsporing in Dutch). Incident notiﬁcations from these systems are crosschecked
with the addresses of children already registered in ProKid. When an incident
involving a child (so far unknown by ProKid) occurs, that child is registered at
his/her home address. Yet, not all of the addresses of close family members of a
child are ‘viewed’ in the system:
Address changes in the [ProKid] system are not connected to changes in the municipal
registry.18 When a police ofﬁcer reports on an address, [the data] are checked automatically
against the municipal registry. However, if parents divorce and move to two different
addresses and they arrange co-parenthood, the child is usually registered only at the
mother’s address. So, if a problem occurs at the father’s address, ProKid unfortunately
misses out on that (ProKid manager, city B).

Although the goal of ProKid is to provide a picture that is as complete as
possible about the child, the very set-up of the system seems to unfairly proﬁle
children because children do not receive equal attention. Those whose family
members live at the same address receive more attention than those whose family
members live at addresses that are different from the child’s. Elsewhere, this has
been called “a technological solidiﬁcation of the social norm that children live with
their married parents” (La Fors-Owczynik and Valkenburg 2015). Given this
phenomenon and refraining from advocating for the inclusion of more addresses in
a child’s ﬁle, it would be worth discussing the extent to which the proﬁling of
children by ProKid occurs fairly and lawfully, as set by Art. 3 of the Framework
Decision 2008/977/JHA. After the Police and Criminal Justice Data Protection
Directive is ratiﬁed, the principles of fairness and lawfulness will remain crucial and

18

In the Netherlands, municipalities maintain the addresses of all their inhabitants through central
registries.
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will be prescribed by Art. 4. Therefore, the capacity of the directive in addressing
such inconsistencies in risk proﬁling and data aggregation, as the above quote
demonstrates, is worth debating. Moreover, the extent to which unfair proﬁling falls
entirely within the capacity of the Directive and whether it could be complemented
with children’s rights assessments from the perspective of “the best interest of the
child” (Art. 3 of the CRC) is also worth debating.
The above examples demonstrate that assigning a risk proﬁle to a child is not
without controversies, which often renders the extent to which pivotal principles of
the GDPR and the Police and Criminal Justice Data Protection Directive are
enforced in relation to proﬁling and data processing disputable. The next section,
however, demonstrates that using risk proﬁles raises additional issues.

7.6.2

Using Risk Proﬁle Data

7.6.2.1

No Option to Register Improvements

When using the Digital Youth Healthcare Registry, the built-in norms in the system,
at times, not only to steer (Oudshoorn 2011), but also to dominate and limit professionals’ choices:
Many professionals who have been working for years within youth healthcare notice, for
instance, that they cannot register signals in the system that reflect that things are going well
for the child. I ﬁnd it to be frustrating that I can only register negative things, only risks, and
not that the kid is doing well.19 The system only allows you to record risks—for example,
that the child is hyperactive. It is as if children can only have problems. If things are going
well for the child, then I would like to register that, but I cannot (CB nurse, city D).

This quote shows that the Digital Youth Healthcare Registry is not only a
healthcare system but also a de facto public safety instrument that occasionally
overshadows features that a regular healthcare system would need to address, such as
the possibility of registering improvements in one’s healthcare status. Because registering positive developments about a child is unavailable in the system, the use of
risk proﬁles in DYHR raises questions regarding how the socio-technological set-up
of the DYHR fosters principles relating to data quality as laid down by Art. 6 of the
95/46/EC Directive. Furthermore, in light of the quote, it can be discussed, how the
principles of fairness and transparency as speciﬁed by Art. 5 of the GDPR would be
of assistance for similar cases of risk proﬁling children. Furthermore, the inability to
register good things in a child’s ﬁle raises questions regarding the extent to which the
features of the DYHR serve high-quality public healthcare, as required by Art. 3 of
the Dutch Public Health Act (Wet Publieke Gezondheid, 2008) or the “best interest of
the child” as laid down by the UN Convention on the Rights’ of the Child.

19

This phenomenon has been raised as a problem by 2/3 of the interviewed youth healthcare
professionals.
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No Distinction Between Perpetrators, Victims and Suspects

When using risk proﬁles in the ProKid system, the same colour code can be
assigned to victims, witnesses or perpetrators. For instance, the colour yellow
depicts a proﬁle, in which a child has been registered ‘3–9 times’ either as a victim
or as a witness. Yellow is also the colour code of a child who has been registered
once as a suspect of a light incident’ (Abraham et al. 2011).20 A professional
explains the following information concerning how a perpetrator’s proﬁle influences the risk proﬁle of an eventual child witness:
Many times, you see, the mother is divorced and has a child, and the child gets a report as
being hyperactive. Then, later, the mother starts a new relationship with a man, who moves
in at the same address. If the mother’s new boyfriend, for instance, already has a police
record or has been involved in domestic violence, this creates a high risk factor for the child
(especially if he/she sees something similar). The child lives at one address with this man.
Therefore, the yellow colour of the address [in the child’s record] will turn into orange […]
(ProKid manager, city B).

This set up of the ProKid system, however, if enforced, would not meet recital
18 of the Police and Criminal Justice Data Protection Directive, which speciﬁcally
states that:
a clear distinction should be made between personal data on suspects, persons convicted of
a criminal offence, victims and other third parties, such as witnesses, persons possessing
relevant information or contacts and associates of suspects and convicted criminals.

Although the correlations designed in the colour-coding system of ProKid between
perpetrators, victims and witnesses are grounded in behavioural science, using the
same (coloured) risk proﬁle on a child witness, victim or perpetrator seems problematic in light of recital 18. Furthermore, the fact that no distinction is made between
perpetrators, suspects and victims in the classiﬁcation system of ProKid also collides
with the enforcement of children’s rights, which require that “no child shall be subjected to arbitrary or unlawful interference with his or her privacy” (Art. 16).
Despite certain existing standards for police ofﬁcers working with ProKid
regarding the types of risk proﬁles to share with youth care professionals,21
exchanging risk proﬁle information is not straightforward in practice. For instance, a
standard prescribes that red colour-coded proﬁles of children—the colour that signiﬁes perpetrators—need to be submitted to Bureau Youthcare22 (Nijhof et al. 2007).

20
About further descriptions of colour codes in ProKid please see: Abraham et al. (2011,
DSP-groep).
21
In 2007 to facilitate collaboration between the Dutch police and Bureau Youthcare, a flagship
organization within Dutch youth care, which collaboration also forms the basis for ProKid: “Early
identiﬁcation and referral” policy had been introduced. About this, see more in: Goedee and
Rijkers (2010, Ministerie van Jeugd en Gezin).
22
The interviews that provided empirical material for this article were conducted before 2015. As of
January 2015, as a consequence of the administrative reorganization of Dutch youth care Bureau
Youthcare organizations do not exist anymore, but their tasks are redistributed to municipalities and
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Although the standard does not show that a child’s ﬁle and colour code in ProKid
can influence the ﬁle of another child, this has become a daily routine of practitioners. One professional provides the following explanation on this issue:
If I see a child who only has a yellow or white coloured registration—and I know this does
not yet qualify it for sending to the Bureau Youthcare—but the child’s friend is ‘red’ in the
system; then I bring this extra information into the case discussion within Bureau
Youthcare (ProKid manager, city B).

A white or yellow registration usually signiﬁes a child as a victim or a witness.
Yet, the risk proﬁle of this child is shared with Bureau Youthcare because a
friendship relation was drawn between the child with the yellow proﬁle and another
child who is proﬁled red in the system. Randomly drawing such a correlation23 into
a risk proﬁle about a child by the time the Police and Criminal Justice Data
Protection Directive will be in force would question the extent to which Art. 4,
prescribing these conditions for the processing of data as lawfulness, transparency
and fairness, is respected. The preventative move of the professional, moreover,
raises questions regarding the extent to which such proﬁling affects a child discriminatorily and whether the criterion “in the best interest of the child” is acted
upon.

7.6.2.3

Risk Proﬁle for a Baby Through Indirect Evidence

Given that data registration, in practice, involves more than just the standard that is
certainly useful and necessary to sustain professional flexibility and allow room for
improvisation. The fact that police ofﬁcers can freely register a child in the system
shows that a child can relatively easily become risk proﬁled by ProKid:
[…] when our ofﬁcers are at an address and ﬁnd drugs, […] this information becomes
registered in BFLE. But, if they ﬁnd a baby bottle in the kitchen and ask whether there is a
baby, and the inhabitants of the house answer: ‘No, the bottle belongs to my sister who
comes here occasionally’. If the ofﬁcer cannot ﬁnd hard information about whether we need
to seek care for the baby, or who exactly lives there, or to what extent the person is making
something up… and the ofﬁcer has a bad feeling [about it] and wants to use the information
[about the bottle], he can register it in BFFI.24 We ProKid managers can see that (ProKid
manager, city C).

(Footnote 22 continued)
newly certiﬁed agencies of youth care. The police share its concerns in relation to children with
other parties according to the new set-up of the organizations in charge of youth care.
23
As the interviews demonstrated drawing random correlations in ProKid is possible, because the
technological settings allow for a rather horizontal—information visible on more children—view
of children and because the system promotes professionals to take up digitally depicted issues
which they see as providing better prevention.
24
The Basic Facility for Forensic Investigation (BFFI, or Basisvoorziening Opsporing in Dutch) is
a law enforcement database of the Dutch police, where a variety of observations of police ofﬁcers
are registered.
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If the directive was in place, this quote would lead to questions with respect to
whether the transparency principle of Art. 4 in the Police and Criminal Justice Data
Protection Directive is enforced. According to this, any personal data should be
“processed lawfully, fairly and in a transparent manner in relation to the data
subject”. The directive permits the collection and processing of data for purposes of
prevention. However, the fact that data about the mentioned baby and their parents
is registered in a police database without their knowledge and that through the link
of that database to ProKid a risk proﬁle can emerge in ProKid about the baby, this
raises questions regarding the extent to which the processing of data and the risk
proﬁling by ProKid happens lawfully, fairly and transparently. Furthermore, to
address the most important issue at hand—namely, the potential, long term, discriminatory and stigmatising effect risk proﬁling can cause for a baby—it is
essential to perform a complementary children rights’ assessment because these
effects reach beyond the capacity of the new data protection regime.

7.6.2.4

To Share or not to Share (Healthcare Information)

The ways in which youth healthcare information can be shared beyond the medical
profession, especially for risk proﬁling purposes that are geared towards fostering
public safety interests, is perhaps one of the most regulated areas in the
Netherlands.25 Yet, with the rise of the Reference Index High Risk Youth, the
sharing of medical information has become situated in a context where new, digitalized prevention practices appear to redeﬁne certain rules. In a large Dutch city,
there is a specialized organization in youth care called the Municipal District
Organization for Comprehensive Approach (in Dutch: Deelgemeentelijke
Organisatie Sluitende Aanpak, DOSA). Youth care professionals can turn to this
agency when problems in a family become too complex.26 A case manager of this
organization provided the following explanation concerning how the sharing of
healthcare data is smoothened in practice as a consequence of the digital notiﬁcation their organization receives about each signal and match in the Reference Index:
… if you have a RI match, it is an innocent thing. You can then approach a doctor and say:
‘You do not have to open up the whole dossier in front of me, but are you busy with this
child, are there concerns?’ Especially, if we are in touch with a GP who is almost not
allowed to say a word according to the Dutch Individual Healthcare Profession Act […] To
give an example, I was very happy with the information we provided. That doctor said: ‘I
have here a mother who is always depressed and has all kinds of bodily and physical

25

See about this the Individual Healthcare Professions Act (Wet op de beroepen in de individuele
gezondheidszorg, 1993) which entails conﬁdentiality requirements for professionals about how to
share patients’ data, or the Act on Medical Treatment Contacts Act (Wet Geneeskundige
Behandelingsovereenkomst, 1994) which entails prescriptions about accessing patients’ ﬁles.
26
DOSA organisations have a helicopter view of youth care related organizations and professionals
and are notiﬁed about each risk signal and match registered in RI. DOSA professionals are not
responsible for solving cases but for only assisting other professionals in solving them.
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complaints. But, she does not want to say much, and I cannot ﬁgure out what the problem
is. I can transfer her to an internist and give her Valium, but then I am only ﬁghting the
symptoms. Is she known to you?’ Then, I answer: ‘Yes she is known to us because there are
serious concerns about all [of] the children: there is an annoying ex, the children do not do
well at school, one child had been in contact with the police. So, it is no wonder the mother
looks like she does in your practice.’ If the GP knows all this, then the GP can ask whether
there are ﬁnancial problems, for instance. He can ask questions more speciﬁcally, without
prescribing big doses of medicine […]. This is the affectivity of the system […] and how far
RI risk reporting can go. I can really beneﬁt from such a signalling system
(DOSA-manager, city A).

The above example demonstrates the direct consequences of sharing medical
information, which stem; on the one hand, from the existence of the RI system and
from the ways an in-between organization manages youth care in a large Dutch city.
The 95/46/EC Directive provides grounds within which derogations from the
restrictions on processing sensitive data, including healthcare data, are allowed. The
GDPR extended these requirements and speciﬁed that sensitive data—including
medical information—“in relation to fundamental rights and freedoms deserve
speciﬁc protection as the context of their processing may create important risks for
the fundamental rights and freedoms […]; such data should not be processed,
unless processing is allowed in speciﬁc cases set out in this Regulation,…” (Recital
41). Furthermore, the extent to which the data subject (both the mother and her
child) had been informed of this data processing (as laid down by Arts. 10 and 11 of
the 95/46/EC Directive and in the future by Art. 12 of GDPR) would be worth
investigating. Given the explanation of the RI manager regarding how the doctor
shared health data, if the GDPR was in force, Art. 9 would permit sensitive data
processing if the processing of data concerning health is necessary, for instance “for
occupational medicine […] or public health purposes”. Yet, a major issue would
fall beyond the framework of the data protection regime. The question arises
concerning the extent to which the ‘privacy of the child’ as a fundamental children’s right had been enforced when the DOSA professional exchanged information about a child with another doctor in a well-intended manner.
All of the above examples demonstrate that using risk proﬁles, and processing
data for the purposes of proﬁling via the Digital Youth Healthcare Registry, the
Reference Index High Risk Youth and the ProKid systems can evoke rather controversial situations in practice. If the GDPR and the Police and Criminal Justice
Data Protection Directive were already be enforced, these issues would challenge a
set of prescriptions of these legal instruments.

7.6.3

Erasing Risk Proﬁle Data

This section addresses certain issues concerning the way in which children’s risk
proﬁles can be erased. The obligation to take all steps necessary to erase incorrect
data is set out by Art. 6(e) of the 95/46/EC Directive. Art. 16 of the GDPR also
discusses this in more detail when it deals with the right to rectiﬁcation. The right to

7 Proﬁling ‘Anomalies’ and the Anomalies of Proﬁling …

129

erasure or the right to be forgotten as laid down by Art. 17 of the GDPR, however,
has been introduced as a new right. This right concerns all types of data, especially
in relation to children, and it can be considered pivotal because risk proﬁles can
signiﬁcantly affect a child’s adult life as well. Therefore, the potential of the “right
to be forgotten” or the “right to erasure” (Art. 17 of the GDPR) by deleting children’s risk proﬁles or links to their risk proﬁles is essential. Yet, as we will see,
enforcing this right in practice would be quite a Gordian knot.

7.6.3.1

Dealing with Erroneous Risk Registration

A school doctor using a version of DYHR explains her difﬁculties in correcting data
in children’s ﬁles as follows:
We can check each other (colleagues) and see what we have registered in the ﬁle about a
child. But, we cannot correct data, even a risk, in the ﬁle, for instance, after a health check
case is closed. Only the application manager can reopen the health check case and a child’s
ﬁle. Doctors cannot. We need to notify the manager. […]On the top of that, it is not easy to
ﬁnd the problematic data in the ﬁle again (school doctor, city E).

Another professional using DYHR shared a similar frustration concerning the
shortcomings inherent in the set-up of the system with regard to deleting incorrect
information. The implications of this information for the data subject can be severe:
Everything I register instantly goes into the computer and can be monitored. […] If a
colleague has ﬁlled in something wrong, even a risk, then I [the manager] need to ﬁrst
receive an email query from him/her about whether I would take out the wrong information
from a child’s ﬁle. Until then, [the wrong information] remains in the ﬁle and professionals
with access can check it (CB-doctor, city A).

The General Data Protection Regulation in recital 30 speciﬁes how to respond
with respect to erroneous data: “every reasonable step should be taken to ensure
that personal data which are inaccurate are rectiﬁed or deleted […], and time
limits should be established by the controller for erasure or for a periodic review”.
Erroneous data should be rapidly corrected according to the prescriptions of the
GDPR; the mentioned practices show that correction can indeed take a substantial
amount of time. If the GDPR had been accepted, both examples would raise
additional questions about how data subjects are informed when erroneous data are
stored (Arts. 10 and 11 of the 95/46/EC Directive and Art. 12 of GDPR) and how
their rights to object to the processing of (incorrect) personal data (recital 53 GDPR)
are respected. The DYHR, however, is linked to the Reference Index High Risk
Youth through risk signals, and therefore, any risk signal in the DYHR (only a
signal; no further details of medical import) becomes simultaneously visible as an
alert in the RI. This means that through automated connections, erroneous risk
proﬁles can spread across systems for a longer period of time. The above-mentioned
difﬁculty in correcting and erasing data also demonstrates this danger. The issue
demonstrated by the two examples also touches upon fundamental principles and
raises questions concerning how an incorrect risk registration and, more
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importantly, a lengthy process of correction can be regarded as being in “the child’s
best interest”.

7.6.3.2

Retained Data After Expiration Remains Relevant

Data retention requirements for the DYHR, RI and ProKid also differ with respect
to the conditions under which data can become erased from a child’s ﬁle. Both the
95/46/EC Directive and the Framework Decision 2008 point towards national
legislations in regard to data retention limitations. Data can be retained for 15 years
in DYHR, for seven years in RI and for ﬁve years in ProKid. Although a risk signal
in RI ofﬁcially expires after 12 months, signals in practice can be retained for
varying periods, depending on which organization connected to RI submitted the
speciﬁc signal:
Each signal has an expiration date. […] For instance, a police signal remains for three
months; a signal from an educational institution for six. Signals of other organizations
generally remain for 12 months, and we keep BYC signals for 24 months in RI. Signals can
be matched only during these periods. […] According to the new Youth Care Act, after a
signal becomes inactive, it remains visible for another ﬁve years on the website.
Afterwards, it must be deleted (RI manager, city C).

The above quote demonstrates that depending on which organization submits a
signal about a child to RI, the data retention period can either be longer or shorter
than 12 months. Signals after the expiration of the given period become inactive
and cannot be matched anymore. Yet, they remain visible in a child’s ﬁle for
another ﬁve years to assist other professionals:
An inactive signalling allows another professional to use the source of the inactive signal, in
order to acquire information from the professional busy with the child earlier (RI manager,
city D).

The additional ﬁve years, however, is a de facto lengthening of the period during
which risk proﬁle data remain available for further proﬁling purposes concerning a
child. If the GDPR was in force, this would run afoul to the transparency principle
and the data minimization principle of Art. 5. Moreover, this also demonstrates that
the (data retention) law on the books differs from the law in practice.
In a similar manner, signals that are not based on risk proﬁles but are only based
on the gut feelings of professionals—called pre-signals in RI—can also prolong the
period under which a risk proﬁle can be assigned to a child. In this respect, both
inactive signals and pre-signals can be viewed as a means by which the scope of
prevention and the risk-proﬁling period de facto “expands in time” (La
Fors-Owczynik and Valkenburg 2015). Because the basis upon which a pre-signal
can be lodged in the system (gut feelings) is quite obscure, this renders the grounds
for erasure quite ambiguous as well. These features of pre-signals raise questions on
multiple fronts regarding the extent to which the transparency principle in the
95/46/EC is met. For future cases when GDPR is in force, the use of inactive
signals and pre-signals can challenge the enforcement of the transparency principle
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and the requirement for the data controller to provide clariﬁcation about the data
minimization principle for the data subject as laid down by Art. 5 of the GDPR.
Because data subjects are informed neither about pre-signal registrations nor about
the reasons for such registrations, the enforcement of the data controller’s obligation to inform the data subject about the processing of data, as provided by Art.
12 would also be challenged. Finally, the existence of inactive signals and
pre-signals as a routinely used means for risk proﬁling children in RI raises
questions regarding the enforcement of Art. 20. The latter deﬁnes “the right not to
be subject to a measure which produces legal effects concerning this natural person
or signiﬁcantly affects this natural person”.
The issues raised above, moreover, show that fundamental rights are also at
stake. Notably, beyond their envisaged preventative beneﬁt, the extent to which
inactive signals and pre-signals enforce the fundamental right that “no child shall be
subjected to arbitrary or unlawful interference with his or her privacy” (Art. 16 of
CRC) is questionable. The GDPR speciﬁes signiﬁcant limitations with respect to
proﬁling children. The preventative prolonging of the lifetime of a risk proﬁle by
pre-signals and inactive signals, however, raises questions about whether the best
interest of the child is not overshadowed by the preventative public safety objectives. At the same time, when a child’s risk proﬁle needs to be erased, the capacity
of the GDPR to protect “the best interest of the child” proves to be insufﬁcient.

7.7

Discussion as to the Normative State of the New Data
Protection Regime in Light of the Empirical Findings

As is shown by the empirical data provided in this article, the new Data Protection
Regulation and the Police and Criminal Justice Data Protection Directive will have
a strong impact on data protection in light of risk proﬁling practices on children.
Although the GDPR introduces that “children (…) deserve speciﬁc protection of
their personal data, as they may be less aware of risks, consequences, safeguards
and their rights in relation to the processing of personal data” (Recital 29), it does
not specify conditions for proﬁling children because it only addresses commercial
parties. When children are proﬁled by government agencies, both the GDPR and
the Police and Criminal Justice Data Protection Directive apply. Both regimes allow
for proﬁling, provided the provisions and conditions set under these regimes and
their national implementation are respected.
Therefore, although not yet in force, the GDPR still has relevance. The empirical
evidence shows examples of ambiguities and difﬁculties when professionals must
decide what constitutes a risk. It is at this point, for instance, that Art. 5 of the
GDPR dealing with data quality shows its relevance.
Art. 8 of the GDPR stipulates the conditions that are “applicable to child’s
consent in relation to information society services”. The GDPR, however, does not
provide conditions for risk proﬁling practices by governments with regard to
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children. However, the extent to which the GDPR shall take up this as a purpose is
of course debatable. Yet, when parents or guardians of a child are considered
causing a risk to a child (e.g.: child abuse) and children are proﬁled against these
risks by government agencies, a special guardian would be useful to represent the
‘best interest of the child’.
With respect to the discriminatory effects of proﬁling, in regard to children, the
effects of proﬁling practices can only be judged and demonstrated in the long run.
However, the empirical evidence presented in this article clearly shows that children
can run risks as a consequence of certain discriminatory effects inherent in the use
of the three analysed systems. The GDPR explicitly prescribes that fundamental
rights as laid down by the Charter of Fundamental Rights of the European Union
shall be respected during data processing. If the use of digital technologies may
indeed be shown to have discriminatory effects on children and other data subjects,
Art. 33 of the GDPR prescribes that the data controller shall initiate data protection
impact assessments. The analysis shows that such data protection impact assessments should be performed coupled with relevant prescriptions of the UNCRC.
Given the speciﬁcs of this type of data processing, this analysis would be beneﬁcial
in strengthening the legal position of children against discrimination.
Art. 14 of the GDPR stipulates that the data controller shall inform the data
subject about the processing of data, for instance, and about the data retention
period. As the empirical ﬁndings demonstrated (e.g.: pre-signals and inactive signals in RI), the information obligation of the data controller (Art. 14 of the GDPR)
is a tool of powerful legal potential. This would mean that the controller is required
to inform the data subject (or guardian) about the registration of any type of risk
data about a child held and used by government agencies. Hence, if the new
regulatory regime is indeed implemented and upheld, more transparency will be
realised with regard to the processing of children’s data by means of the systems
discussed in this article.
The empirical examples have shown that when the new data protection regime is
adopted and applied in daily practice, the new regime provides more safeguards
than the 95/46/EC Directive. The complexity of the regulation will certainly lead to
difﬁculties in its practical enforcement. However, adding children right’s based
speciﬁcations to the current text could largely foster the effectiveness of the regulation and the legal position of children during government-led, preventative proﬁling practices directed at children in any EU member state.

7.8

Conclusion

Children deserve speciﬁc protection of their personal data, as they may be less aware of risks,
consequences, safeguards and their rights in relation to the processing of personal data.27

27

Recital 29 of the General Data Protection Regulation of the European Union (15 December
2015).
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As demonstrated above, the daily risk proﬁling practices conducted by the
Digital Youth Healthcare Registry, the Reference Index High-Risk Youth, and the
ProKid 12–SI systems would collide with many of the provisions of the proposed
GDPR. This certainly means that the new data protection regime would offer a
variety of legal tools to exploit in practice when it comes to the risk proﬁling of
children. However, the analysis has also shown that the data protection regime often
becomes difﬁcult to interpret.
The interviews that provided empirical material in this article have been
somewhat limited by the speciﬁc research purposes of the current research. Notably,
the interviews were geared toward highlighting what implications can come from
using these systems. To provide a diverse set of issues as a priority, the analysis
collected as many issues as possible that were comparable in many practices. This
has meant a limitation in the data collection and analysis. Still, the empirical
ﬁndings to provide valuable insights in relation to controversies that are inherent in
the design of DYHR, RI and ProKid and the construction, use and erasure of risk
proﬁles. These controversies outlined the limitations of the new data protection
regime. With regard to risk proﬁling practices concerning children by the government systems assessed here, the new data protection regime would offer a
variety of legal tools. The analysis of empirical data further demonstrated that the
data protection regime, even if it was in effect, could not provide protection from
the long-term stigmatising effects that the creation of a risk proﬁle can cause for a
child in the future. The difﬁculties in erasing erroneous risk proﬁle data and the
practical prolonging of the life of a child’s risk proﬁle have both underlined the
possibilities that these practices infringe on fundamental principles of respect for
the rights of children. The data protection regime in its current form could not
provide adequate protection for children from these shortcomings, which, as we
have seen, are the consequences of risk-proﬁling practices themselves.
However, practice has also shown that ambiguities around the term ‘risk’
complicate issues, and at times, they render it virtually impossible to interpret such
principles in the context of the new data protection regime. The impossibility to
opt-out from risk-driven monitoring and the use of each of these three risk
assessment systems by Dutch government agencies cannot be discussed within the
framework of the new data protection regime. The regime is simply not meant to
address issues preceding the registration of any risk data, including data about
children by government organisations. Furthermore, the impossibility of registering
improvements in the DYHR, the RI or in ProKid, the ﬁnancial steering inherent in
the risk-signalling processes by RI, and the unfair ways in which risks are assigned
to only one address of a child in ProKid all point to issues that reach beyond the
limitations of the new data protection regime. Simultaneously, these issues highlight that practical implications of a certain technology design and related policy
goals can jeopardize fundamental children’s rights. The problems raised in this
discussion question the extent to which a primary intention behind these systems—
namely, to prevent harm to a child—can be achieved, when the built-in norms and
ambiguities around the registration and interpretation of a child’s risk proﬁle result
in additional risks.
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The extent to which the new data protection regime could and should be
equipped with means to address issues similar to those mentioned above remains a
pivotal topic for discussion. This is especially so because the analysis of the new
data protection regime, in light of the illustrations provided by the empirical
ﬁndings presented above, also supports Koops’s argument in relation to the new
data protection regime: “Law in the books does not always become, nor does it
always resemble law in action” (2014: 256). However, in light of the preceding
analysis, the capacity of the (current) data protection regime in providing legal
remedy to certain side effects of risk proﬁling by these systems proved that the use
of such tools as the UN Convention on the Rights of the Child in order to better
protect “the best interest of the child” is indispensable. The ways in which risk
proﬁles are constructed and used and the conditions under which proﬁles are
retained and erased have shown that the new data protection regime would fall short
of serving the “best interest of the child” as required by Convention on the Rights of
the Child. On the one hand, a child’s risk proﬁle can be created relatively easily,
given the extensive set of categories and norms according to which a risk flag can
be assigned to a child. On the other hand, examples have shown that erasing a risk
proﬁle—or even information contained in such a proﬁle—is often very difﬁcult.
In addition to the following prescriptions of the Convention on the Rights of the
Child, a more ‘context-oriented’ reading of the data protection regime could also be
of help. The data protection regime already favours fundamental rights, such as the
right to privacy or the right to data protection. The prescriptions towards ‘privacy
by design’ and ‘data protection by default’ also demonstrate this. Yet, each of these
principles bears ambiguities around the term privacy and the term data protection.
To tackle the difﬁculties of deﬁning and interpreting privacy within proﬁling
practices in relation to children, Nissenbaum’s hypothesis of ‘privacy as contextual
integrity’ provides a nice alternative (2004). To see and deﬁne privacy through
norms that govern different contexts differently would allow for a variety of other
values to be enforced. For those professionals who perform risk proﬁling of children through any of the three systems discussed above, implementing a ‘privacy as
contextual integrity’ approach in their daily practice would be very useful to balance the interests that are more in favour of fundamental values. Moreover, building
in ethical values (Silverstein et al. 2006) when designing information technologies
in relation to children is indispensable. For instance, registering good things or
improvements in a child’s behaviour within the ProKid system, or as raised elsewhere (La Fors-Owczynik 2015) by erasing risks, could in some cases grant a
certain ‘right to be forgotten’ to a child. This, in practice, could mean a ‘right to be
forgiven’, as the speciﬁc risk a child was linked to via a ProKid proﬁle disappears.
Considering the positive effects such steps can have on the development of children
is essential.
Although reporting of and proﬁling ‘anomalies’ concerning children in the
Netherlands pervades public discourse, the problematic consequences of digital
proﬁling practices are far less prominently discussed. This article assessed the
capacity of the newly proposed European data protection regime to adequately
respond to the risks stemming from the digital risk proﬁling practices of children by
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the Dutch government. Risk-proﬁling practices by each of the three systems are
well intended and meant as necessary solutions to prevent harm from occurring to
children. However, raising awareness of the newly emerging risks that stem from
the very use of these systems is essential. Furthermore, the analysis can also be
helpful to cultivate reflexivity in the new data protection prescriptions amongst
professionals who assess children against risks by the DYHR, RI and ProKid.
Despite the positive results that can be attributed to these systems—for instance,
the timely notice of child abuse—the observations concerning the drawbacks of
these systems are informative of the implications that government-led risk proﬁling
practices can have with respect to children. The analysis also underlined the
necessity of assessing how the best interest of the child is served by these systems
(including unwritten principles such as the right of a child to learn from small
mistakes). Given the current stage and the potential direction in which the text of
the new data protection regime might develop, the analysis in this article provides a
glimpse of what the regime could mean within contexts of government-led risk
proﬁling of children. In doing so, it noted that the new data protection regime will
not and cannot be the single solution against the issues stemming from the creation
and use of such digital risk proﬁles of children.
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Chapter 8

Policy, Design and Use of Police-Worn
Bodycameras in the Netherlands
Tjerk Timan

Abstract In the Netherlands, police-worn body cameras have been tested and
deployed since 2009. Their introduction followed after allegedly positive results of
body camera practices in the UK. Although a body camera is single-purpose in the
sense of functionality (to record the moving image), its places and types of use are
multiple. This paper investigates the body camera in the context of surveillance
practices in Dutch nightlife districts, being a part of a larger research project
investigating surveillance in urban nightscapes. This paper aims to understand
which meanings and practices of use of the body camera are articulated and how the
body camera alters surveillance practices in these nightlife districts. What does this
new surveillance artifact do in use practice and how did it come into being in the
particular way it is now? To answer these questions, I will focus on three groups of
actors that are involved in the development and use of body cameras in the
Netherlands, being policymakers, designers and police ofﬁcers.
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Introduction

Police-worn bodycameras have been tested and deployed in the Netherlands since
2009. They were introduced after what were seen as positive results concerning
bodycamera practices in the United Kingdom (UK).1 After a looming, almost silent
introduction in the Netherlands, recent events have led these devices to gain
momentum in certain countries, notably in the United States.2 In fact, as they are
likely to become standard police equipment, bodycameras have sparked controversy and questions have been raised regarding their purpose and use. They are
often introduced as a means to protect and safeguard police ofﬁcers on duty insofar
as they would be an objective witness to their actions, but worries are that the
cameras will be used for other, notably surveilling, activities as well. This chapter
discusses how such a process—a (surveillance) technology is introduced for a
certain purpose but in practice its purposes change and/or multiplies—is taking
place during different stages of the development (and testing) of the camera.
As a part of a larger research project3 about surveillance in urban nightscapes,4
this chapter investigates the bodycamera in the context of surveillance practices in
Dutch nightlife districts. It aims to understand how the bodycamera came to being
in this speciﬁc context and how it is being used. As such, it not only retraces the
development steps of the bodycamera, especially how certain functionalities have
been inscribed by both policymakers and designers, but it also attends to use
practices, wherein design and political choices made in earlier stages create
ambiguity. A descriptive (yet critical) account of technology adoption in the realm
of surveillance practices by the police in the Netherlands, this chapter also contributes to expand on the notion of function creep. It does so by showing how
processes of inscription by different actors at various stages of the development and
test phase of the bodycamera can lead to function creep.
In this following section, I will briefly discuss how the police-worn bodycamera
can be framed theoretically, after which I continue with three empirical sections,
1

See for instance and http://www.bbc.com/news/uk-england-london-27313500, http://www.standaard.
be/cnt/dmf20150603_01712593 (in Dutch), and http://www.pri.org/stories/2015-04-10/us-mullspolice-body-cameras-uk-offers-lessons. It has to be noted too that, in the UK, bodycams will become
part of standard police equipment.
2
Recently an increase in the use of bodycameras has been witnessed in the US, along with a heightened
interest and debates surrounding the bodycamera as standard police equipment: http://www.theatlantic.com/
international/archive/2014/12/do-police-body-cameras-work-ferguson/383323/. There were earlier debates
here: https://www.justnet.org/InteractiveTechBeat/fall_2010/OfﬁcerWornCamerasExpandPointofView.
pdf and here: http://connecticutlawreview.org/ﬁles/2014/12/9-Kitzmueller.pdf.
3
The 4-year research project “Surveillance in Urban Nightscapes”, which was funded by the
Netherlands Organisation for Scientiﬁc Research (NWO), examined Dutch cities’ surveillance
network—visitors, CCTV technologies, surveillors, public authorities and entrepreneurs—and its
effects on the production of public spaces in urban nightlife districts. Please refer to http://www.
stadsnachtwacht.nl/about for more details.
4
Urban nightscapes are landscapes at night. The expression is borrowed from Chatterton and
Hollands (2003).
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concerning policy, design and use of the camera, respectively. These sections serve
the purpose of explaining how the difference between its initial policy aims and
current use came into being. From a broader perspective, the concluding section
will reflect on the bodycamera in light of surveillance.

8.2

How to Frame the Bodycamera?

Recent events in the United States,5 especially the fatal shooting of African
American Michael Brown by Darren Wilson, a white police ofﬁcer, on August 9th,
2014 in Ferguson (Missouri) and subsequent unrest, have brought about (re)new
(ed) discussions on the use of bodycameras by the police and their purpose,
especially what they are for and what they should and should not do. The issues
raised in these discussions revolve notably around the watched, that is, the subject
of the camera, and his/her (un-)awareness of being ﬁlmed and (lack of) control over
the footage (see Lippert et al. 2016). Indeed, the subject generally receives no
proper warning about being ﬁlmed, while due to a lack of proper feedback s/he not
only has no idea of when the camera is actually recording and but also has no
control over, or guarantee of, the proper use of the bodycamera’s footage. Concerns
have also been raised by the police. Informing them are sentiments of distrust
amongst colleagues and forms of resistance from within. However, the main issues
raised by police ofﬁcers relate to the bodycamera (and its footage) being used to
‘police the police,’ that is, to control its actions, and to collect evidence of what
actually happened. This evidence concerns not only the police ofﬁcer him- or
herself but also more general the police’s public ‘image’ (Manning 2003: 85;
Schneider 2015). At the heart of these debates, which have mainly taken place in
Anglo-Saxon countries, are questions related to the consequences and role of the
bodycamera for the image of the police, and more generally questions of police
legitimacy and transparency (Tyler 2004; see also Newell 20166).
Alongside these framings, a more technological-practical side of the debate
focuses on the added value versus the cost of this device, being rather lump and
heavy whilst having limited battery life and often rather poor image quality,
especially in the night. The goal and function of this camera would then tilt towards
a preventive one, which again is contested due to its un-recognizability as a camera
and its limited ‘wow’ or shock-effect amongst citizens (who in many instances wear
their own camera in the form of a smartphone). Or it would have to ﬁnd another
added value within police practices, which would deviate from its original

5

For an exposition of the events in Ferguson, see for instance: http://www.nytimes.com/interactive/
2014/08/13/us/ferguson-missouri-town-under-siege-after-police-shooting.html?_r=0.
6
http://www.slate.com/articles/technology/future_tense/2016/02/border_patrol_s_body_worn_
cameras_will_require_good_transparency_policies.html.

142

T. Timan

purpose,7 and would lead to forms of function creep. There is potentially a strong
future for the bodycamera as there are plans to make it part of standard
police-uniform equipment,8 which makes it worthwhile to look into this camera and
the way it has been (and is) framed by the different stakeholders responsible for its
development.
The analysis in this paper is based on the bodycamera as a tool in nightlife
surveillance in a test-phase in the Netherlands, from 2009 to roughly 2012. As such,
it provides an opportunity for investigating its development and introduction into
police practices. For designers, the test-phase is important because it allows for
technical dimensions (e.g. questions of robustness, image quality or usability) to be
brought to light and to be fed back into the design process. However, when taking a
broader perspective, the bodycamera is also likely to alter police practices once it is
introduced and used in speciﬁc contexts, and thereby to also alter the existing
network of surveillance measures and tools in place (in this respect, Haggerty and
Ericson coined the surveillant assemblage, see Haggerty and Ericson 2000).
Science and Technology Studies (STS) scholars have shown how new technologies affect existing networks of technologies and humans. A new technological
artifact, here the bodycamera, is entangled in a web comprising of other artifacts,
systems and decisions. Along this line, it is more insightful to analyze the bodycamera as a part of a local network of surveillance measures (such as computers,
charging stations, walkie-talkies, citizens and police ofﬁcers) rather than to apprehend it as merely an extra, stand-alone tool for police ofﬁcers. Indeed, the combination of the body camera with the police ofﬁcer creates a particular conﬁguration
of capabilities for action, together with a speciﬁc delegation of responsibilities (e.g.
Latour 1992; Akrich 1992). This perspective allows for an analysis of responsibilities in relation to surveillance that lie neither fully with the user (the police
ofﬁcer) nor the artifact (the body-worn camera). Rather, it lies in the combination of
these two. When aiming to understand how a new surveillance technology ‘behaves’ and how it might lead to misuse or over-reaching its purpose, we thus not
only have to look at police practices when using the bodycamera, but also to
investigate how this speciﬁc camera came into being and with which ideas and
intended use in mind it was developed.
In the context of surveillance studies, the term function creep refers to the notion
that once a surveillance technology has been developed and put in society, users or
stakeholders discover additive functionalities to the device and start deploying those
(e.g. speed-cameras that are also used to track license plates, which then leads to
tracking down suspect vehicles, or in this case, a bodycamera intended for protecting the police from violence that can also be used as a camera to record and
identify citizens). Whereas there exists earlier mentions of the concept of ‘function

7

While the purpose of the bodycamera might differ per country, it often gets introduced for the
purpose of ‘protecting police ofﬁcers on duty’ (see Taylor 2016).
8
This is the case in the Netherlands for instance: see http://www.slimbekeken.nu/index.cfm?
PAGE=actueel&DOSSIER=190 (in Dutch).
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creep’, Lyon’s (2001) (re)coining of the term9 in the context of surveillance studies
and its focus on technologies of surveillance speciﬁcally make this interpretation of
the concept the most logical point of reference here. He deﬁnes function creep as a
process in which “subsequent novel uses are devised for existing technical systems,
which are added to the original panoply of functions”.10 Critical accounts of
surveillance technologies serve the purpose of fleshing out places, processes or
actions where protection and safeguarding against misuse of these technologies
occurs. Legal provisions and other regulatory measures are a ﬁrst place to assess
whether a certain surveillance technology is proportionate. However,
proportionality-tests and purpose—limitations ‘work’ by looking at how technologies go beyond their use limitations once they are in place, providing room
only for after-the-fact analysis. Legal provisions or use protocols are not sufﬁcient
in showing how potential function creep comes into being. Within the discipline of
STS, and to a certain extend philosophy of technology, inscription as a concept
might proof fruitful to re-trace and unpack why and how function creep emerges.11
Inscription brings to light that designers of (technological) artifacts inscribe an
envisioned use into a (technological) device and thereby steer interaction of the user
and the device. The script, analogous of a ﬁlm script, is a way to understand how
the user of a device is supposed to interact with it (see Latour 1992; Akrich 1992).
Script analysis is an exercise of ‘reverse-engineering’ the artifact. It tries to
understand how designers envision the world and how they, while often applying
the “I-methodology,” inscribe this vision into the artifact, service or process to be
developed. In case of the bodycamera, however, there are other stakeholders that
have shaped a vision on how and what this artifact should be and do, that precede
the design process. Together with Oudshoorn (2012) and Maathuis (2015), I argue
that designers not only script the end-use and end-user, they themselves too have
been ‘scripted’. In the case of the bodycamera, the designers and developers were
also strongly instructed by policymakers that laid down speciﬁc requirements and
purposes for this camera. The model of analysis adopted in this chapter is therefor
threefold: (1) how policymakers inscribe designers, (2) how designers inscribe
police-users, and (3) how bodycam-practice resists certain inscribed forms of use,
allowing for other practices to emerge. Before delving into these scripts, in the next
Sect. 8.1 will present the steps that I have taken to unravel the introduction of the
bodycamera in the Netherlands and I will explain the methods of research I used.

9

The term was initially introduced by Langdon Winner, in Winner, Langdon. Autonomous
technology: Technics-out-of-control as a theme in political thought. Mit Press, 1978.
10
Lyon, David. “The border is everywhere: ID cards, surveillance and the other.” Global
surveillance and policing: Borders, security, identity (2005): 66–82. Quote from p. 67.
11
Cf. Akrich (1992), Latour (2005) and Oudshoorn (2012).
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Methods of Inquiry

Bodycameras are mobile cameras. This mobility introduces new form of ‘surveillance’ cameras in public space that is different from the static, and literally
top-down, CCTV cameras that can be found in urban areas. Via the method of
‘following-the-actor’ (Latour 1996), it became apparent that bodycameras were
used in an experimental manner (e.g. as a pilot project) in Dutch nightscapes
(Timan and Oudshoorn 2012). While quantitative research has been done on the
(technical) performance of the bodycamera (see f.i. Ham et al. 2010), this chapter
aims to enrich this type of inquiry by providing an in-depth qualitative analysis of
how this camera came into being and how it is being used.
In this endeavour, I have followed one particular type of bodycamera: the
Zepcam. A Netherlands-based company (also called Zepcam) developed it in 2009
as a wearable camera system for law enforcement purposes. Whereas Zepcam
started as a maker of high-end extreme sports cameras, in 2009 the Dutch government asked the company to develop its technology for a different market, that of
security. In 2012, Zepcam held 80% of the bodycam market in the Netherlands.12
Recent developments with respect to the technology point to the implementation of
live-stream capabilities for these camera systems.13
Via a multi-sited case study (see e.g. Hine 2007), I have explored the network
around the development and introduction of the Dutch bodycam. I have investigated three ‘phases’ of the trajectory of technology development, namely policy,
design and use, both separately and in an integrated manner. Through interviews,
observations, document analysis and script analysis, I have tried to capture multiple
perspectives and ideas regarding the bodycam by means of triangulation (Denzin
1970), deploying a variety of methods.
In order to assess policy around the bodycam, I examine internal documents
circulating amongst Dutch police forces concerning bodycam use14 and draw on
interviews with the policymakers who were involved in setting up the ﬁrst experiment of bodycamera use in the Netherlands (police Holland-Midden, 2nd of
October 2012 and Taskforce GTPA, Rotterdam, 11th of September 2012).
Concerning design, I interviewed the CEO of Zepcam (March 3rd, 2012) during
which I enquired about the speciﬁcity of the assignment of creating a bodycam and
the rather strict design guidelines that a surveillance technology such as the
bodycam entails for designers. Also, I held an interview with a police ofﬁcer who
played a signiﬁcant role in developing this bodycam in terms of user requirements

12

See http://www.zepcam.com/upload/content/Verbinding03-zepcam.pdf.
See the Zepcam company website http://secure.zepcam.com/content/zepcamlive.aspx.
14
The following documents were available at the time of research: Ham et al. (2010).
Cameratoezicht in Beweging. Ervaringen met nieuwe vormen van cameratoezicht bij de
Nederlandse politie. Arnhem: Buro Beke; Homburg and Dekkers (2003). Cameratoezicht in de
openbare ruimte. The Hague: CBP [Data Protection Authority]. Juridisch kader mbt inzet
Bodycams [Juridical framework for bodycams (internal police research report—in Dutch only)].
13
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and testing along with the Zepcam company. Moreover, in line with the methods of
script analysis (Akrich 1992), I performed an artifact analysis to see how certain
policy requirements are translated into the design of the Zepcam bodycam.
Finally, by turning to use(r) practices of the bodycam via interviews and nightly
observations, I captured different use practices that emerged once the bodycamera
was in operation. Additionally, I interviewed bodycam users (in Enschede,
September 11th, 2012, and Rotterdam, December 1st, 2012). Two rounds of participatory observations were held in Enschede, the Netherlands, (October 3rd, 2012
from 22.00 to 06.00 and November 10th, 2012 from 22.00 to 03.00) in which
bodycameras were deployed in nightlife districts. Access to these sites was gained
through contacts from earlier research, which involved interviews.15 From there, via
snowballing, the relatively small network of people involved in the bodycamera
experiment in the Netherlands was mapped and all stakeholders involved were
contacted.
Concerning the collected material, I processed the interviews with TAMS
analyser16 software using the coding schemes that I had developed based on the
topic list prepared for the semi-structured interviews conducted in this research.17
This topic list was discussed internally with the SUN18 research team. In order to
conduct the interviews and observations, no ethical clearance was required by the
university. By having discussions with police personnel beforehand, informed
consent was verbally obtained for the interviews and the observations. I was
allowed to make audio recordings of the interviews as well as to use real names in
transcriptions if necessary. As for the observations, I was granted access to brieﬁngs
and authorized to take ﬁeld notes and to be a part of surveillance teams during the
night. Agreements were also made concerning me keeping my distance in case of
an incident or when police force was needed.

8.4

The Bodycamera According to Policy Makers

Insights from the ﬁeld of STS have taught us that every time a new artifact is
introduced in society, it will shape and be shaped by social actors and institutions,
including policymakers. Articulations of the speciﬁc goals of the technology-to-be
as well as a certain attribution of responsibilities can be found in policy documents.
In one of the policy documents19 that preceded the development of the bodycamera
in the Netherlands, the following purposes were mentioned regarding the
bodycamera:

15

See Schwanen et al. (2012).
See http://tamsys.sourceforge.net/.
17
Coding scheme and interview topic list available upon request.
18
See http://www.stadsnachtwacht.nl.
19
Juridisch kader mbt inzet Bodycams.
16
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1. Reducing violence against the police, and recording of violence against the
police;
2. Recording of offences, as well as registration and identiﬁcation of suspect(s);
3. Registering disturbances to public order;
4. Promoting a sense of security for the police;
5. Using captured images as supportive evidence in criminal investigations.
Although the script of intended use is not apparent from the list above, it does
provide a clear idea of the main intended purposes of the camera-to-be and it shows
a prioritization towards ofﬁcer safety. From the point of view of policymakers,
bodycameras are not seen as ‘mobile CCTV cameras’ that can and should monitor
the public spaces they are used in. Rather, the goals listed above show that the main
interest put forward is for the camera to act as an aid to the police ofﬁcer, as an
empowering tool for law-enforcers. In that respect, it might prove valuable to
re-address the original purposes as listed by policymakers in the Dutch case. One of
the policymakers involved in the ﬁrst pilot for introducing bodycameras in
Rotterdam reflects on those:
M: […] Rotterdam joined one of the pilots to test bodycameras also in Rotterdam, one of
the major forces in the country, where there is a lot of violence against police ofﬁcers, to
reduce that violence in any case…
Author (A): That was the main reason for the bodycam to be used?
M: Yes. For us it was […] We did not think of detection or surveillance, of course that’s
one of the… if you use the camera then you see that it does contribute, or it is at least
helpful in capturing images that can help you later in tracing incidents and perpetrators
(interview policymaker, Rotterdam, September 11th, 2012).

The response provides a ﬁrst hint towards the notion of function creep. That is,
the ﬁrst goal of the camera is indeed the protection of ofﬁcers, but this policymaker
already envisions other uses as well (in this case the tracking and identiﬁcation of
suspects or potential offenders). These extra purposes that are envisioned for the
bodycamera have to be legitimate. Under the current Dutch juridical framework,20
the following aspects of the camera and of the validity of footage are mentioned:
Camera recording should take place in the public space. These recordings can only be made
by employees of Police and Special Investigating Ofﬁcers (BOA’s). For this type of
camera-/footage-registration, there exists no other legal basis than that mentioned with
respect to investigators acting under article 3 of the Police Act 2012. These can be paid and
unpaid ofﬁcers, as long as they are a part of the so-called Special Investigating Unit
(BOA’s). It should be noted that the ofﬁcer, if possible, always makes clear that he or she is
recording. The storage of images, and its processing, falls within the scope of the Police
Data Protection Act (WPG) Art. 8 and 9 of the WPG.

20

Ibid.
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When footage is made with bodycameras, it falls under the Police Data
Protection Act (WPG21), an act that describes the rights and obligations connected
to police-gathered personal data. Bodycamera footage does not fall under the same
legislation as that of CCTV camera—footage.22 The rationale behind this is that
CCTV cameras monitor public space over longer periods of time for the purpose of
public-space surveillance, whereas bodycameras can only be used when the user
(here the police ofﬁcer) decides that a speciﬁc situation needs to be recorded. This
also means that the bodycamera is not seen as a regular form of surveillance but as
something more incidental—and its footage as more sensitive and relevant.
However, when the camera and its footage are being used in a way that resembles
CCTV, the legal status of both the camera and its footage become problematic.
Concerning storage and ownership of footage, a reference is made to the police data
protection law, accompanied by the introduction of a data protocol:
The storage of images and their processing fall within the scope of the Police Data
Protection Act (WPG) Art. 8 and 9 of the WPG. […] Inside the Police, the images are
stored on a so-called stand-alone machine without an Internet connection, in a secure,
locked room in the police station (Ibid.).

As stated in this quotation, footage made by the camera should be stored locally,
on a device or machine that is not connected to any type of network (e.g. the
Internet). However, who or what is responsible for guaranteeing that data is safe
remains unclear. In fact, an extensive list of requirements and a comparative study
into potential solutions is provided by the Dutch police force23 in a ‘practical user
guide’ concerning mobile cameras. This document includes guidelines for both
footage quality and storage safety. This report has been circulated24 amongst the
police departments that were testing bodycameras or were about to. It covers many
practical issues concerning camera performance, ergonomics, systems demands and
expected costs. As such, this report can be seen as an extensive user guideline, even
though it does not include surveillance-related speciﬁcations (except for storage
safety issues). For example, while the designers have to make sure that footage is
somehow safely stored and not tampered with, the police ofﬁcers have to be convinced that the camera actually fulﬁls this promise (that footage is stored in a safe
way). Some questions arise here, including whether the designers of the camera
have to ‘protect’ the footage against its maker, and whether a user is allowed to
delete or otherwise manipulate footage made by the camera. As a Rotterdam policymaker involved in the ﬁrst stages of introduction states it:

21

http://wetten.overheid.nl/BWBR0022463/geldigheidsdatum_03-06-2015.
It goes beyond the scope of this article to discuss the rather complex embedding of CCTV in
Dutch legislation, as it falls under multiple articles. An overview (in Dutch) can be found here:
http://www.hetccv.nl/dossiers/cameratoezicht/menu-toezicht-publiek/wettelijk-kader/index.html.
23
See Praktijkgids Mobiele cameratoepassingen in de noodhulp—Versie 1.0, 10 September 2010
(internal police document “practical guide mobile camera solutions in emergency care”—available
via author upon request).
24
Ibid.
22
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A: […] and when it comes to truth-ﬁnding […] can bodycamera footage be trusted?
M: Yes, [and] that is why I say the time of recording should run along in the video. The
date must be visible, so that there cannot be any cutting or editing… In all our footage, a
timestamp should be visible. We explicitly took that into account, because we do not want
to create any possibility of cutting and pasting in our footage… If we make footage, then it
has to be the footage. […] The reason leading up to an incident, what exactly happened up
to the arrest eh… uhm and possibly also the transportation of the suspect… this all should
be part of the footage. There is no cutting and pasting.
(interview policymaker, Rotterdam, September 11th, 2012).

In terms of script, this means policymakers want a device that aids police ofﬁcers
on duty while providing footage that cannot be tampered with. However, it remains
unclear who has to be responsible for building this requirement into the camera.
Another related, yet implicit, demand emerges here as well. To what extent should
the surveilled be notiﬁed and assured of the ‘correctness’ of the camera and the
footage recorded? Indeed, there is a line in the policy document that provides a
script concerning visibility for the subject of the camera (the viewed, or the
surveilled):
It should be noted that if possible, the ofﬁcer always makes clear that he or she is recording
video. […] The use of the cameras should be expressed clearly and without ambiguity to
everyone who partakes in an incident or conversation. This can be done via verbal communication or a badge with inscription that is clearly visible to everyone.

By referring to verbal communication or to the use of a badge, the responsibility
of making the act of ﬁlming clear to the surveilled is delegated to the users of the
bodycamera (in this case, the police ofﬁcers), not to the designers. There is no clear
explanation of what is meant by visibility here and when a sufﬁcient amount of
visibility is achieved.
Up to now (i.e. the time of writing this chapter), the legal ground for the use of
bodycameras is not strictly deﬁned. Consequently, there are no speciﬁc rules or
protocols in place pertaining to the use of bodycameras by the police. This absence
of speciﬁc rules delegates the responsibility of dealing with both carrying the
camera and processing the footage to both the designers and the users of the
camera. Concerning the purpose scripted by policymakers, it is ﬁrst and foremost to
protect police ofﬁcers. Potential offenders might be backed off thanks to the visibility of a camera on the police ofﬁcer or because s/he communicates the bodycamera’s presence and function. Both options enact a preventive function for
cameras in public space. Another way the camera could protect police ofﬁcers is by
collecting footage that can be analyzed afterwards: to collect pictures and capture
‘mug shots’ of offenders. Both for the physical design of the camera and for the
processing and ownership of footage, policymakers have attempted to specify
certain functional constraints: the bodycamera has to be visible, or at least its user
should make clear or visible that s/he is carrying a camera. Also, data needs to be
stored in a safe place, on a non-networked computing device. The script developed
by policymakers hinges on different legal bases, semi-ofﬁcial documents and a
relatively broad spectrum of potential purposes. In delegating a myriad of choices
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that could rule out ambiguity towards designers (and ultimately, users), some
functionalities-to-be are described clearly, yet often responsibilities and/or limits for
these functionalities are not. The designers have to translate this ‘script’ into very
speciﬁc and implementable functions of the camera.

8.5

The Bodycamera According to Designers

This section shows how designers converted the script produced by policymakers
into a device, and how certain functionalities are inscribed in the object. It will
discuss what types of actions are delegated to users and which are delegated to the
device. This contributes to understanding how function creep can emerge in case of
the bodycamera.

8.5.1

Guidelines

As a ﬁrst design step, Zepcam transformed the range of heterogeneous policy
documents into rough ‘design guidelines’ to which the device should adhere. The
following guidelines were gathered from the interview with the CEO of Zepcam
(3rd of March 2012).
1.
2.
3.
4.
5.
6.
7.

It [the bodycam] should be reliable and open;
It should not trigger negative responses;
It should allow for different access levels (to the footage);
It should provide good image quality, since 70% of use is at night;
It should act as an objective witness25;
It can be used as a training tool;
The camera should also collect evidence, or at least make reporting on an
incident easier and more reliable (than a written report).

When comparing these design guidelines with the demands made by policymakers, a more practice-based and user-centered interpretation of the original
policy guidelines emerges. Designing a reliable camera means that the camera
should be able to endure outside conditions (e.g. darkness, bad lighting conditions,
rain, shocks, fast movements), and under these conditions it should always function
when needed. What exactly is meant by the openness of the camera is not clearly
deﬁned. It invites however to interrogate what should be open and for whom. To
state that bodycameras should not trigger negative responses links up to the goal of
25

A police ofﬁcer explained during an interview the notion of tunnel vision: he referred to the
adrenaline that is generated when police ofﬁcers have to act in case of an incident or emergency,
which often blocks their ‘objective vision.’ Thus, the camera could help clarify in hindsight what
actually took place.
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Fig. 8.1 The Zepcam
bodycamera as tested in
Dutch nightscapes. From left
to right: the wristband, the
interface/battery box and the
collar-camera

diminishing violence against police personnel, which is the ﬁrst goal set by policymakers. Collecting evidence is a direct translation of a policy demand and it is
also linked to the design demand of being an ‘objective witness’. The intent of good
image quality as set by the designers meets the demand of policymakers to capture
potential crimes and incidents in public space as well the demand to gather evidence
and to capture disturbances in public space. Although no hard technical demands
are provided by policymakers, it is evident that image quality needs to be sufﬁciently high, especially since 70% of its use takes place at night (interview
Zepcam CEO, 2012). One of the consequences is that the footage must be of such a
quality that using it for ‘mugshots’26 or face recognition becomes a possibility.
Because the device allows for close-up recording at a sufﬁcient resolution, it also
allows for being used to that end, leading to ambiguity as to how the bodycamera
precisely is to used.

8.5.2

Description of the Device

How are these design guidelines inscribed in the artefact? Before starting this
analysis, it is useful to provide a short description of the actual bodycamera that was
introduced in the Dutch nightscape in 2009. Although other cameras are available
on the market, the camera analyzed here is the one that has mainly been used in the
ﬁrst testing of bodycameras by Dutch police forces. This camera27 can record
footage up to 4 h in a row, in both normal and night-vision mode. It can be set to
record audio-visual footage, or visual footage only. The footage can be reviewed
26

Mugshots are photographs or, in this case, stills taken from video footage of suspects and/or
criminals.
27
The Zepcam camera together with all its speciﬁcation was sent to the researcher. Data stems
from visits to the Zepcam company.
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Fig. 8.2 Notiﬁcation of
bodycamera integrated in a
uniform. This example is
meant for the UK market,
where interestingly, the
bodycamera is categorized as
a CCTV camera. In the
Netherlands, a badge is worn
over the uniform

and tagged28 both on the spot and once it is uploaded. The camera is composed of
three parts: (1) the actual camera/lens which is connected to (2) the battery and the
(user-)interface. The third element is a wristband-shaped remote control (Fig. 8.1).
The founder of the company explained that besides the basic elements of the
camera, such as a lens, a battery and an interface, the use of the camera was highly
dependent on the accessories that allowed for different ways of wearing the camera
via different clips that can hold the camera to allow wearing it on different parts of
the body, namely a helmet, the chest or the shoulder (interview CEO Zepcam, 3rd
of March 2012). Wearing the camera should also not be a risk: that is, when body
cameras are worn in public space, they should not constitute an extra threat or
danger for the police ofﬁcer. A physical manifestation of this risk is for instance the
connection cable between the camera and the interface box: whereas this was
initially a ﬁxed connection, it became apparent during user tests that the cable could
be pulled and used against the police ofﬁcer (f.i. by using it as a strangle-chord).
The designers made the cable breakable in the middle, thereby ensuring that if it is
being pulled, it snaps in two parts. Moreover, a wristband was introduced to allow
for faster and easier recording (rather than opening a pocket, getting out the
interface box, ﬁnding the right menu, and pressing record).

8.5.3

Transparency of the Device

The design script of the bodycamera was to create an ‘open’ device. One way of
doing so is to make sure that the public knows not only that a camera is in place but
also when it is recording. The ﬁrst is done via a wearable badge or via a notiﬁcation
that is part of the uniform (see Fig. 8.2). This can be construed as the equivalent of

28

Tagging here means annotating a part of a video in order to make it easier to search through all
material after footage has been made.
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Fig. 8.3 Attribution of bodycamera responsibilities

the CCTV signs that can be seen in city centers and that warn the public that
surveillance cameras are being deployed. The latter is delegated to a blinking LED
in the wristband, reminiscent of the blinking red light found in video recorders. The
actual camera does not provide any feedback. In fact, the wristband creates the
opportunity for the police ofﬁcer to record footage covertly, i.e. without the subject
being aware of the recording. This possibility to make recordings in a
non-transparent manner can be considered as conflicting with policy and legal
demands and allows for exploring other uses. Although designers clearly had safety
features and usability in mind in developing the camera, they did so by taking the
police ofﬁcer as the main user, thereby ignoring the implicated actors (Clarke and
Montini 1993), i.e. the subjects or watched and the potential (legal) demands
connected to the watched (such as privacy, transparency and data protection).
Besides the camera itself (the hardware), the bodycamera also consists of
custom-developed software with speciﬁc demands to deal with the footage made.
Once footage is made, questions concerning the different access levels to the
footage become relevant: who can do what with the content? As interpreted by
designers, access control resonates with the policy demand of letting the camera be
an ‘evidence collector,’ for which footage needs to be un-tampered with and clean.
In order to retrieve footage for evidence or reporting, the camera interface allows
for the tagging of footage. This means that on the interface box, the user can retrieve
and select a part of the footage that has been made and assign it a name (tag). Once
the data is uploaded onto a computer, a designated user, with higher-level access,
can search for the tag instead of reviewing the entire footage of a night out, for
instance. The ofﬁcer ‘on duty’ can tag footage, but s/he cannot delete or edit footage
once it is made. In order to make sure that footage cannot be tampered with once a
recording has been made, the user of a speciﬁc camera is linked to the device via a
unique code. The interface box of the camera automatically locks after a programmed time (roughly 5 min). In order to re-activate the camera, the user has to
re-enter his or her code in order to access the interface box. When the device is back
at the station, only a local administrator29 can access and delete footage. In other
words, the processing of footage is the responsibility of local ICT departments

29

Often an ofﬁcer with a higher rank, such as the chief of that night or a dedicated ICT ofﬁcer.
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and/or supervisors of that night (see Fig. 8.3). Via these types of access control
built in software, the purpose of the camera as an objective witness is inscribed in
software.
To make sure that footage has a limited life, the camera has been inscribed with
an overwrite function: after a given amount of hours, footage is automatically
deleted without interference of either user or administrator. The designers thus
inscribed into the interface box a divided responsibility between the police ofﬁcer,
the local administrator and the artifact. Decisions of making and keeping footage
are the user’s responsibility, the wristband with LED feedback and the tagging of
footage enabling this action. The processing of footage is partially delegated to the
device itself as well as to another actor (the local administrator at the police station).
These different access levels can be set in the camera interface box. The privacy of
the potentially watched is protected via automatic lock-function, which means that
if the camera gets lost or stolen, its data is not readable.30

8.5.4

Inscribed Responsibilities

Although not all aspects of the software and hardware design of the camera have
been discussed, the examples above show how policy demands for the bodycamera
have been inscribed into the actual artifact by designers: ﬁrst by translating these
demands into design guidelines, and then into software and hardware solutions.
Interpretations of openness and safety are built in, together with an idea about what
the user can and is allowed to do. These decisions were made by the designers in
co-operation with policymakers. However, the policy demands of registering violence against police personnel and misconducts in public space are not met by
design directly since there is a crucial difference between the continuous recording
by the camera and incident-based recording (see also “Praktijkgids cameratoezicht”,
2010). In the ﬁrst case, responsibility of providing valuable footage lies partially
with the artifact (automatic recording, storing and/or sending) and partially with the
user (directing the camera in the right way). This automatic recording also implies a
constant monitoring of the police ofﬁcers’ actions, leading to more objectiveness;
but in light of “policing-the-police”, this can also lead to more mistrust amongst
colleagues or more reluctance to use this camera. The second scenario, which is
opted for in case of the Zepcam, delegated the responsibility of what is recorded to
the user. This leads to more selective and potentially biased recordings, and also
allows for the possibility to make secret recordings.
The choice of basing the bodycamera on an existing extreme-sports camera can
be interpreted as using an off-the-shelf solution, where existing solutions are tinkered into a new functionality. Here, this leads to a camera that is indeed robust
and, for instance, ready for use in all kinds of weather conditions. However, the

30

Unless someone manages to hack the security measures installed.
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issues of notifying that a camera is in use or about the later processing of footage are
not taken as core design goals or guidelines to be developed from scratch. While it
is stated that the camera should be open and transparent, in practice the physical
camera is black and hard to distinguish in the night, and the wristband is hardly
noticeable.
This section showed how designers have been scripted by policy to select and
transform a broad range of purposes and some speciﬁcally deﬁned functionalities
into a device. By inscribing these into the device, certain choices to delegate
responsibilities to the user or to the device. In the next section, police practices with
the bodycamera will be discussed.

8.6

The Bodycamera According to Users

Starting from a policy demand and going through a design process, the bodycamera
analyzed in this chapter shows ambiguity and a too broad range of potential purposes. When there is ambiguity—for instance about visibility of the camera or
access control over the footage—responsible application and use of this device is
left to police ofﬁcers in their local contexts. In order to investigate if and how
function creep emerged in use practices, I accompanied several teams of police
ofﬁcers who were equipped with body cameras on two different nights in a
mid-sized city in the Netherlands which was one of the ﬁrst to adopt body camera
testing. Bodycameras in this city were deployed during regular surveillance rounds.
These rounds started at the police station, where a brieﬁng was given on the
upcoming night. During these brieﬁngs, teams of two were formed that worked as a
ﬁxed team for that night. I accompanied such a team from the brieﬁng until the
closing time of the local nightlife.

8.6.1

Preparing for the Night

The use of the bodycamera started already at the station at the end of the brieﬁng,
where the number of bodycameras for that night was divided amongst the teams.
Because these brieﬁngs are held just before a round of surveillance, there is an
equipment check before going onto the streets. Decisions are made quickly during
this check, as I observed during such a brieﬁng:
Well, you see [police ofﬁcers tries to show me footage of the night before], ohw… this one
does not work. [To a colleague:] Do we have another one? No? Ah, well, then no camera
this night.
(police ofﬁcer during observation in Enschede, October 3rd, 2012).

Although this team was assigned a bodycamera, they did not take the time to
re-check why their camera did not work or even to substitute it with another
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working camera. Compared to other equipment ofﬁcers have to carry, bodycameras
are treated as a last-minute issue. Due to these instances of malfunctioning, the
demand for bodycameras has diminished since its ﬁrst utilization in Enschede and
in Rotterdam. A Rotterdam police ofﬁcer explained:
We used to have 150 cameras, but now, there are only 10 left that work. I do get a lot of
requests, but I have to tell ‘no’… we have had lots of reliability issues with these cameras…
(interview with police ofﬁcer in Rotterdam, December 1st, 2012).

Availability and readiness of the camera puts a major constrain on its use.
However, the restricted use of the bodycamera was not only related to availability
problems. A project leader and police ofﬁcer involved in introducing the bodycamera in Rotterdam explains:
M: “So yes some colleagues were reluctant to use the camera, others were not. Enthusiastic
colleagues, less enthusiastic colleagues”
(interview policymaker, Rotterdam, September 11th, 2012).

There were differences in expectations of what the camera could do and how it
would help a police ofﬁcer on duty. In order to remove doubts or to make the choice
to start using a bodycamera more easily, bodycamera-training courses were planned. As a police ofﬁcer in Rotterdam explained, these courses were in the making
and had taken place a couple of times. He continued by stating that due to ﬁnancial
reasons these courses had not become structural or continuous. Instead, introduction
tended to take place via practical tips from former or current users. Attempts to
formalize these user instructions have been undertaken, but with limited success.31
A policymaker conﬁrmed that district coordinators had been assigned the task to
distribute tips on how to set up the camera, on how to aim it, and on what kind of
factors influence the recording process. This resulted in recommendations, for
instance to not ﬁlm against the light or to conﬁrm the angle and direction of the
camera by checking it on the screen. Here, external aid is necessary to explain the
script of the device and its intended purpose.
Another reason for reluctance of use is that bodycameras can indeed act as an
objective witness: it is not only a surveillance tool for nightscape visitors but also
for police ofﬁcers themselves. This form of self-surveillance was discussed amongst
ofﬁcers during the rounds as well. As one user states:
[…] Watching live should be possible […] but you have to be able to control what and
when you’re shooting (interview with police ofﬁcer in Rotterdam, December 1st, 2012).

The police ofﬁcers thus state the importance of staying in control over what is
being recorded. This touches upon earlier-mentioned issues of policing the police
and self-correction. The reluctance of using the bodycamera seems to be partially

31

I derive this point from multiple interviews. There is a work-document that is circulated amongst
police forces on practical tips in bodycam use. However, this document is passed on via
word-of-mouth and is not formalized or spread structurally.
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due to un-clarity concerning control over the moments of recording and the footage.
Since the script of the camera allows for different setups of access control and does
not allow tampering of footage, concerns were raised regarding collecting evidence
via the camera that could be used against the police ofﬁcer (rather than the camera
being used as a ‘safeguard’ or justiﬁcation of a police action).

8.6.2

In the Night

When a camera is taken into the nightscape, the user has to go through a series of
steps. Zepcam provides users with a manual explaining these steps. First, the camera
needs to be connected to the extension cable and this cable has to be connected to the
battery-interface box. The remote control can be worn on the wrist. Setting up the
camera can involve an extra step, depending on how and where the camera is worn.
The last step is that during rounds, the camera, by law, should be worn in such a way
that it can be seen and recognized as a camera or its presence/use should otherwise be
notiﬁed to the watched before recording takes place. During my observations,
I noticed that connecting the camera to the interface box seemed to be difﬁcult,
especially in combination with the activity of verifying the right angle of the camera.
Since the box is tucked away inside a jacket, adjustment during a shift means
‘undressing.’ This was considered by a team of police ofﬁcers during one of my
observation rounds to be ‘unprofessional’ whilst on a shift. In one instance, a police
ofﬁcer noticed the wrong setup of the bodycamera used by a colleague:
“You are not wearing it correctly, you have to hide the cable… that can be dangerous man!
Make sure that the wire is under your coat.”
“Let’s see if it (the camera) is aimed correctly” (jacket open, box out, login, check, lock
device and back into the jacket). (Field notes Enschede, November 10th, 2012).

The bodycamera demands extra attention and care during police work. Does this
extra work translate into more safety or a higher prevention of violence against
police ofﬁcers? During my observations, there were only a couple of instances
where visitors of the nightscape recognized the bodycamera as being a camera.
During the instances of violence that I witnessed, the camera was switched on most
of the time (in one instance, it was forgotten). However, this had no influence on the
behavior of the citizens who were acted upon. Recalling that the ﬁrst
policy-demand was that of decreasing violence against police ofﬁcers, a police
ofﬁcer emphasized that the bodycam did not actually protect police ofﬁcers against
violence:
No, it does not help to diminish violence against police ofﬁcers, it remains a combination of
human being and camera, and it is hard to prove that there were fewer incidents against
police personnel due to the camera. It (the camera), however, is very good for evidence
collection.
(interview with police ofﬁcer in Rotterdam, December 1st, 2012).
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Similar to discussions on CCTV and its preventive function (see f.i. Brands et al.
2013), the prerequisite for preventiveness is awareness and visibility: if citizens
cannot see or do not recognize the bodycamera as a camera, how can it work
preventively? Visibility of the camera plays an ambivalent role amongst police
ofﬁcers. In some occasions, the bodycamera acted in a preventive manner, and was
used as such:
“When we say that they are being ﬁlmed then they become quieter”
(police ofﬁcer during a round in Enschede).
“Especially with youth groups, after a few months of use, they knew that if we were coming
with a camera, they had to be on the move. […] They would say: “Hey there is Robocop!”
And then they put on their hoodies in order not to be recognized, and off they went”
(interview with police ofﬁcer in Rotterdam, December 1st, 2012).

Both quotes (that there is a camera and that the potentially watched are told that
they will be ﬁlmed) refer to the physical presence of the camera. During observations and interviews, I witnessed different types of use, where the lack of clear
inscription and the delegated responsibility of recording to the user were used in
favor of the police:
“Sometimes you want to record secretly, and sometimes you don’t. In the night-time
district, we do make clear that we record.”
(interview with police ofﬁcer in Rotterdam, December 1st, 2012).
“It is useful if people do not know they are being ﬁlmed”
(interview with police ofﬁcer in Rotterdam, December 1st, 2012).
“Often people think that this (the actual camera) is a microphone”
(ﬁeld notes from observations in Enschede, October 3rd, 2012).

The cameras are being used as CCTV cameras, without actively notifying citizens that they are being recorded. Unlike CCTV cameras, the bodycamera is used
incidentally, not constantly. The camera is used to record footage only a couple of
times a night (from observations in Enschede, October 3rd, 2012). The recording
during a shift—which can last up to 8 h—provides only minutes of footage in the
shifts I observed. Thus, the bodycam is used ‘on the side’, incidentally and
sometimes secretly. During the incidents in which the bodycam was actually used,
the camera was quickly switched on before an intervention began. Designers tried
to delegate this responsibility to the device by programming a buffer. This means
that if the camera is set to record, it already recorded a certain amount of time (10 s)
in advance in order to also capture the prehistory of the event. This is called a loop
recording.32 Despite this buffer, bodycameras in use practices are not always

32

It means that the camera constantly records 10 s and keeps over-writing these 10 s, creating a
constant pre-buffer of footage. This functionality was meant to also always capture events leading
up to an incident, both for the protection/ evidence of the police ofﬁcer and the perpetrator.
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capturing when and what users wanted to capture. Concerning the footage captured,
police ofﬁcers have the option to review it on the spot. However, this never happened during my observations. If there is footage that needs reviewing, this is done
after a round of surveillance, back at the ofﬁce.

8.6.3

After a Night

Once back at the station, the footage has to be dealt with. Different protocols have
been witnessed and reported upon during my observations and interviews. In
Rotterdam, all recorded footage is downloaded on a stand-alone computer by an
ofﬁcer who is speciﬁcally authorized to do so. Tagged footage, or footage that is
deemed relevant to keep according to the bodycam-user’s report of that surveillance
round, is kept for review. The rest is deleted. In Enschede, the bodycamera footage
that is deemed valuable or relevant is downloaded onto one computer. This computer is not connected to a network and, in this respect, complies with the policy
protocol. The footage is then reviewed by the bodycam user together with a
superior ofﬁcer. Footage is sometimes deleted or stored on a local folder. Once a
month, the footage that is no longer necessary is deleted. Where strict protocol is
not always followed, practices follow from the local ICT infrastructure. Two
bodycam users state that although the bodycam was a welcome piece of equipment,
the difﬁculty to get to the data on one’s own PC is a setback.
[…] “It should be easier to empty that thing… to get the footage off, to be able to have the
footage ready once you are behind your own PC”
(interview with police ofﬁcer in Rotterdam, December 1st, 2012).

Another reason is that footage can only be treated as ofﬁcial evidence if it is
properly secured. As of yet, bodycamera footage has not been used in a court case,
according to a Rotterdam policymaker (interview, Rotterdam, September 2012).
The securing of footage is a policy demand, and design has translated it by creating
a system to make sure that data can only be downloaded onto a speciﬁc computer
by a speciﬁc user. The footage, however, is not always so well protected in practice:
T: […] how are things set up concerning the backend and image storage of the bodycamera… are there speciﬁc systems that have been devised for this?
M: […] Well, we are just a little country with various service areas within the police force.
For something to be developed and then implemented on a small scale with the proper
support… well that turns out to be very difﬁcult to arrange in practice. So you need to work
with different means, such as laptops, etc. One solution is to store images and footage on
hard disks… that is what we have done so far…
(policymaker Rotterdam, December 1st, 2012).
There were clear demands and a protocol (of dealing with footage), but it was very
cumbersome…
(interview co-ordinator bodycam Rotterdam, December 1st, 2012).
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Local machines and programs were used to manage recorded footage. Plans
made by policymakers to create a centralized and closed (or at least controlled) way
of dealing with bodycam data boil down in practice to an off-the-shelf-type of
solution: making do with an infrastructure already in place, that is, local networks
an. Once footage is downloaded from the bodycamera and has entered the local ICT
infrastructure, it can circulate, thereby moving away from the promise to keep all
footage in one central place. This also leads to unintended forms of use of the
footage made by these cameras. One of these unintended uses is the identiﬁcation of
suspects or ‘persons-to-watch’ for a next night out. According to users:
We use the footage to make screenshots. Which we see again during pre-surveillance round
brieﬁngs
(ﬁeld note during observations, Enschede, October 3rd, 2012).

But the footage also ends up in other parts of police work, such as verifying
one’s own observations as noted down in a report:
You must type your report, and then after, you get access to the camera images of that night
(interview with police ofﬁcer in Rotterdam, December 1st, 2012).

Some users state that it indeed helps to clarify details and re-evaluate situations
in hindsight. Besides the importance of the account of the police ofﬁcer on incidents, footage is seen as a reliable source of data:
We have a lot of cases resolved by use of images of the bodycam
(interview police ofﬁcer Rotterdam).

Here, we see that the goal of evidence gathering and visually capturing suspects
is foregrounded. While the contribution of the camera to police work during a
surveillance round remains debatable, the camera has apparently considerable value
before and after a round of surveillance. It must be pointed out, however, that this
happens in a non- or semi-regulated way, whereby the scope of use of footage
differs per location. Body cameras and their footage reveal an experimental character in police work practices. This means that their role within the nightscape and
within local surveillance infrastructures also differ per location. In the observed
cases, the bodycamera rests somewhere between a monitoring and a proﬁling
device, both being far from the intended purposes of the device. In practice, when
the camera is switched on, the camera subject and its surroundings are not always
notiﬁed (and sometimes they are preferably not notiﬁed). On the other hand, use
practices also show that once notiﬁed that a camera is recording the interaction
between ofﬁcer and subject, the ofﬁcer-camera combination “does” something new,
in the sense that it does alter behavior, and, from police ofﬁcers’ reports, in a
positive way.
The preventive function of surveillance, heavily debated in the case of CCTV,
does seem to resonate in these instances with the bodycam. However, so far no
direct links have been found between the use of the bodycamera and a diminishing
in violence against police ofﬁcers (see rapport Beke ‘cameratoezicht in beweging’
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2010 for a quantitative study). Instances of function creep do emerge in local
surveillant assemblages. Use practices show that different levels of expertise,
functionality of the camera, willingness to appropriate and internal resistance lead
to a varying use and appropriation of the bodycamera. One type of use, secret
recording of citizens, can be considered a form of function creep. Due to a translation of inscriptions, from policy to design, responsibilities were inscribed in the
device in such a way that this function creep could emerge.

8.7

Conclusion

In this chapter, I have sketched the process of development and introduction of a
new surveillance device in the Dutch nightscape: the body camera. I have analyzed
one type of bodycamera33 utilized in the Netherlands based on documentation,
interviews and participatory observations. Using the concept of script, I have shown
how the policy purposes for this camera ‘inscribed’ the design process and how the
design process in turn ‘inscribed’ users, with the aim to go beyond analysis of
function creep in an ex-post manner, and to open up this concept to a more complex
and nuanced analysis.
Function creep can only be discerned vis-à-vis a clear function and purpose for
or of a device. Where the bodycamera in this research was situated in an experimental, trial-and-error-phase, structural forms of ‘function creep’ cannot be claimed
nor identiﬁed. Yet, following the development process of a device-in-development
can lead to ‘early-warning’ insights and awareness of potential alternative uses. The
purpose of the bodycamera is already multiple at the moment when policymakers
draw up a list of ‘functional’ demands for the camera. Drawing on a combination of
existing surveillance and police laws, on paper the proposed artifact has to compromise between being a tool to prevent violence against police ofﬁcers and a
mobile surveillance camera. For designers, this ‘script’ was translated into a device
by drawing on an existing extreme-sports camera. Choosing a matured, existing
technology that is relatively easy to modify into a new artifact influences technological choices in the development process—thereby brushing over the completely
different end-user and context for the device-to-be. Informed by policy, the
designers emphasized footage security and access-control to the footage made,
thereby delegating responsibilities between the user and the device in such a way
that allows for function creep (in this case explained as unintended or alternative
uses, or ‘scripts’ that lead to unlawful and potentially harmful use).
The camera seems mostly to be used as a mobile CCTV camera and a secret
objective witness, rather than a device to protect against violence directed at the
police. The objective witness is not so much used to police the police, but rather to
review police decision internally or to mark potential troublemakers. This begs

33

The Zepcam, see http://www.zepcam.nl.

8 Policy, Design and Use of Police-Worn Bodycameras …

161

rethinking the purpose of the bodycamera and its regulation and use in nightlife
districts. One direction is that of a preventive tool, in which its focus would be on
developing a more overt and visible camera and to develop police protocols that are
aimed at creating more awareness of the existence of this camera among the public.
Another direction could be to develop a more covert camera that is used as a
device-gathering tool in targeted surveillance for investigative purposes. However,
here too clear protocols of use and data management need to be developed in order
to make the camera both legitimate and accepted not only by citizens, but also by
the police ofﬁcers who have to use the device.
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Part III

Revisiting Key Concepts in the Interplay
Between Surveillance and Health

Chapter 9

Ubiquitous Digital Devices and Health:
Reflections on Foucault’s Notion
of the ‘Clinic’
Samantha Adams

Abstract This paper examines the role of digital technologies in health surveillance practices by revisiting the arguments made by the French philosopher Michel
Foucault regarding the social role of ‘the clinic’ and its counterpart, the ‘medical
gaze’. Many references to Foucault in digital health studies focus on the surveillance theory ﬁrst described in Discipline and Punish. This paper argues, however,
that it is also important to consider Foucault’s older, pre-panoptic work on the
relationship between forms of knowledge and the spatial reorganization of the
hospital ﬁeld. Rather than asking traditional questions regarding how new technologies increase surveillance practices and extend the medical gaze, it reverses the
perspective and questions how changing structures for gazing (surveillance) also
change our perspective of what and where the clinic is, as well as what purpose it
serves. This, in turn, leads to questions regarding how ‘the patient’ is becoming
redeﬁned and how social relationships between the public and the medical ﬁeld are
changing, including shifts in how non-medically trained individuals locate
health/medical expertise within the information landscape, assess this expertise and
transform it into health knowledge of their own. The paper approaches these not as
practical questions to be answered empirically, but as theoretical puzzles that
should be considered in current scholarship on the relationship between digital
technologies and health.

9.1

Introduction

Recent scholarship on the role of digital technologies in our lives suggests that there
is still much theoretical and methodological work to be done with respect to
understanding how the information and communication technologies (ICT) with
which we engage on a daily basis simultaneously shape, become intertwined with,
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and are ultimately shaped by, the generation and visualization of data about individuals and social relations (Ruppert et al. 2013). Social studies of ‘the digital’ are
varied, but generally tend to highlight the transformative nature of ICT for seemingly all aspects of everyday life (Wouters et al. 2013). ‘The digital’, it is argued,
opens knowledge spaces and changes the context(s) in which knowledge is produced, by whom and for what purposes.
If this is indeed the case, then research must consider what happens in traditionally
tightly-controlled knowledge spaces such as healthcare. In The Birth of the Clinic,
Foucault (1973) describes changes in the medical ﬁeld during the eighteenth century
and highlights the social, spatial and infrastructural reorganization/redeﬁnition that was
crucial to the development of what we now know as modern medicine: “For clinical
experience to become possible as a form of knowledge, a reorganization of the hospital
ﬁeld, a new deﬁnition of the status of the patient in society, and the establishment of a
certain relationship between public assistance and medical experience, between help
and knowledge, became necessary; the patient has to be enveloped in a collective,
homogeneous space” (p. 196, emphasis added). The discourses, techniques and
measures developed during this time laid the foundation for current practices of
developing knowledge about the body, health and medicine, which are not only about
observation, but about the combination of observation, demonstration and experience.
In the latter half of the 20th century, the randomized controlled trial (RCT) became
the dominant form of research for developing knowledge about the body and
(treatment of) disease (Timmermans and Berg 2003). The RCT generally uses an
experimental set-up with a treatment and control group in order to build a statistically
valid evidence base regarding e.g. the effectiveness of a medication or treatment.
While the RCT is arguably still the dominant form of scientiﬁc research in the
medical ﬁeld, it is certainly not the only form. Increasingly, it is complemented by
less experimental forms, including, but not limited to, practical trials, qualitative
research methods and even patient-generated data. The transformative nature of ICT
and its growing permeation through all aspects of daily life, means that it is
increasingly incorporated into these various research models and other processes for
generating data, information and, ultimately, knowledge that is relevant to health.
This paper therefore examines the role of digital technologies in health
surveillance practices by revisiting the arguments made by Foucault (1973)
regarding the ‘clinic’ and the ‘medical gaze’. Current scholarship on the use of
digital technologies for health purposes tends to highlight the opportunities that use
of these technologies creates for increasing or extending surveillance practices (see
e.g. Dubbeld 2006; Forbat et al. 2009; López 2010; Lupton 2012), whereby many
authors draw on the notions of panopticism developed by Foucault in Discipline
and Punish (1977). But from the perspective of use of ICT in healthcare and for
health-related purposes, another set of (related) texts from Foucault’s earlier work
are equally important: Madness and Civilization (1965)—especially the chapter on
the Birth of the Asylum—and The Birth of the Clinic (originally published in 1963;
the 1973 English-language edition is referenced here). While Forbat et al. (2009)
and Lupton (2012) do refer to the latter, this is mostly in relation to the surveillance
ideas underlying what Foucault referred to as ‘regarding’—or ‘perception’—but
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were translated into English by A.M. Sheridan Smith as the medical (or clinical)
‘gaze.’ (Since both Madness and Civilization and The Birth of the Clinic are
pre-cursors to Discipline and Punish, they understandably contain similar lines of
argumentation.) But there is little attention by these authors for other elements of
these texts that are speciﬁc to health and care and thus, I argue, unavoidable in
shaping current understandings of the relationship between digital technologies and
surveillance.
Foucault is careful to point out that it is not only the act of observation that is
important, but also the processes and structures that make observation possible. His
work therefore examines the mutuality between the various actors and structures; yet,
academics have in many ways neglected one aspect of this mutuality in current
discussions in that there are discussions of changes to the gaze, but not the clinic.
Rather than asking traditional questions regarding how new technologies increase
surveillance practices and extend the medical gaze, I therefore try to reverse this
standard perspective and question how changing structures for gazing (surveillance)
also influence individual and collective, social and academic perspectives of what
(and where) the clinic is, as well as what social purpose it serves and what role it will
come to play in personal understandings of health and well-being. I consider this not
as a practical question to be answered empirically, but as a theoretical puzzle.
After a brief review of the basic elements of Foucault’s work, the article is
structured along the themes emphasized in the above quote from Birth of the Clinic:
reorganization of the medical ﬁeld and the development of knowledge, followed by
the changing status of patients and their relationship to medicine. It ends with an
overview of four possible consequences for individual and understandings of the
‘clinic’ and associated questions that should also be considered in current scholarship on the relationship between digital health technologies and health.

9.2

The ‘Clinic’ and the Development of Knowledge

According to Rabinow (1984), Foucault was interested in the shifting ways that the
body and the social institutions related to it entered into political relationships. In
the three works referenced in this article (among others), Foucault examines how
the body is increasingly treated as a ‘thing’, that is how it becomes objectiﬁed. His
studies highlight how such objectiﬁcation was paralleled by (and made possible
through) three types of dividing practices—spatial, temporal and social compartmentalization—through which both patients and physicians were trained. For
patients this was about rehabilitation and a return to the ‘normal’ or healthy state,
while for physicians this was about socialization; that is, routinization (disciplining)
and classiﬁcation gradually became an integral part of medical education and
professional behavior.
In outlining the historical development of the clinic, Foucault refers to the
enclosed spaces that were created and structured to allow for a particular view of
patients. (However, it is important to note that at this point in his writing, Foucault
had not yet introduced the idea of panopticism, so this view is not the same as the
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all-seeing overview that he introduced in Discipline and Punish.) He also discusses
the homogeneity of the created spaces and how they were used to categorize and
divide persons (patients were separated from non-patients, similar types of patients
were grouped together, et cetera) and activities (e.g. laboratory research versus the
operation theater versus a particular type of patient care). There was an ideology of
both reflection (especially for mental health patients, as discussed in Birth of the
Asylum) and correction (of both behaviors and physical pathologies) underlying
these division and categorization practices.
Further, there was also an ideology of protection: surveillance in these settings
was not only about watching over and disciplining, but also caring for, an individual. Because there were arguably areas still concealed from view, Foucault
discusses the importance of how light was used in order to create the visibility that
was essential to observing bodies. It is in showing how light and darkness were
used in these spaces that he introduces the notion of the perception—what we now
call the medical (or clinical) ‘gaze’ that observes the bodies in question. As Lupton
(1997) points out, medical knowledge was not just about the objective facts but
rested on a belief system that was shaped through social and political relationships.
As such, the body and its parts were understood as constructed through discourses
and practices. Finally, Foucault also introduces the double role of this new visibility
for both treatment (care and cure) and research (the development of knowledge),
whereby the clinic refers to both clinical medicine and the teaching hospital.
While there had long been practicing physicians prior to the time that is the focus of
Foucault’s history, until this point much care work was also done in other spaces by
other social actors; namely, in the home by family members and/or in the church by
clerics. Foucault also points out that, historically speaking, various (medical) paradigms have provided important systems of knowledge and practices for understanding
the body (Lupton 1997). But, as structures were developed that facilitated training and
triage, the role of the medically-trained professional became more dominant. In
addition to the changed clinical setting, the authoritative position of this (at that time
“new”) profession constituted one example of social restructuring. Care increasingly
moved out of homes and/or churches and into formal medical institutions, making the
doctor-patient relationship a central site of practice that was centralized and localized
(Lupton 1997). Foucault argues that a dependent relationship between those needing
help and those with the knowledge to help, between public assistance and medical
experience emerged in this context and was still discernable well into the twentieth
century. However, this relationship has increasingly been challenged as part of the rise
of new information and knowledge structures (Hardey 1999).

9.3

Digital Technologies and the Reorganization
of the Medical Field

During the last two decades there has been a demonstrable increase in the use of
digital technologies in public spaces. Closed circuit cameras, remote sensors and
antennas monitor buildings and public transport or register events on the street as
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part of public safety efforts and individuals are increasingly provided with chip
cards, mobile applications and other technologies that enable authorities to trace
their movements, verify payment for services, etc. (Van’t Hof et al. 2010). There
are also more recreational means and purposes for tracing individual behavior, for
example by following what persons freely disclose via online social media platforms about various aspects of their personal lives (Zimmer 2008). This means that
every day there are potentially uncountable numbers of micro-transactions that
generate bits of transactional data (Andrejevic 2007) and numerous applications for
collecting, synthesizing and visualizing representations based on this data as part of
ongoing attempts to develop new social knowledge (Ruppert et al. 2013).
Speciﬁcally in relation to healthcare and medicine, scholars such as Orlikowski
et al. (1996), Berg (1997) and Unertl et al. (2010) have shown comparable changes
in the social organization of care work in relation to new modes of information
management in relation to the increased use of digital technologies (e.g. electronic
patient records and networked, searchable databases). There has also been attention
for how the codiﬁcation of the evidence base (in the parlance of the ﬁeld) that
results from RCTs (as is mentioned above, currently the dominant form of medical
research) into standards of action for medical practice further constitutes social
restructuring within the ﬁeld (Timmermans and Berg 2003). While many of these
standardization practices reflect the ideas put forth by Foucault, as will become
evident in this paper, some changes related to the introduction of information
technologies seem to be reciprocal, or converse to, his ideas.
More recently, Pols (2011), Oudshoorn (2011a, b) and Lupton (2012) have
shown how remote monitoring and consultation is made possible through webcams,
telecare and mobile technologies (smart phone or tablet based applications that may
or may not be connected via networks to sensors such as smart wristbands and other
wearables), respectively. Many digital technologies used for health-related purposes
and as part of care practice rely on a combination of manual user input and sensor
data, but Light (2010) also discusses networked “invisibles” (monitoring technologies that must be ingested by or injected into patients) as information technologies that influence the development of medical knowledge. Webcams and
telecare technologies move aspects of medical practice (back) into patient homes,
while mobile-based technologies and invisibles further extend them into other
private spaces (such as the workplace) as well as into public spaces (ostensibly,
anywhere the person using or wearing these technologies go). This is why,
increasingly, studies of ICT in relation to health refer to such devices as pervasive
and/or ubiquitous technologies. Recognition of how some technologies may also be
programmed to convince users or steer behaviors has also led to reference to these
devices as persuasive technologies (Fogg et al. 2009).
This authors mentioned here share the idea that (at least part of) the reorganization of care comes through the new forms of visibility that are created. They are
concerned with the potential consequences of continuously watching (and/or being
watched) for the individual and society. While they address issues such as the
nature of visibility (what is illuminated and how, what information about an individual it reveals, etc.), related changes to the knowledge economy (who capitalizes
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on the new knowledge being developed) and/or the consequences for individual
privacy (for example, Jarvis (2011) pleads for ‘publicness’ to become the new
social norm), they do not extend this analysis to include possible changes to the
notion of the clinic (what constitutes a clinic, where is it, what is its role, etc.).
Interestingly, where the ‘the clinic’ is discussed, it is depicted (albeit implicitly, and
perhaps, unintentionally) largely in a traditional Foucauldian sense: a homogeneous
physical locale that is inherently medical. Pols (2011), for example, shows how the
patients in her study discuss the clinic as the physical locale where professionals are
located, while Light (2010) refers to the place where something is done (medically
speaking) with the data being transmitted from the monitors inside the body.
Oudshoorn (2011b) also emphasizes the role of speciﬁc spaces and places in the use
of distributed telecare technologies.
Nonetheless, their work is important in this context because the development of
new forms of visibility suggests the related possibility to develop new forms of
knowledge; while these may still be primarily based on clinical experience, they are
also increasingly dependent upon (or at least attempting to use) both other types of
experience and the new visual connections between the various types of data that
are derived from these different experiences. Whereas Foucault’s notion of the
medical gaze seems to suggest a primarily unidirectional act (the physician regards
the patient), new technologies create multiple structures for observing. In the
numerous micro-transactions that are taking place through these technologies every
day, there are multiple gazes in multiple directions (Adams 2013) by different types
of human and non-human actors. These actors are observing what has become
visible through these structures for a variety of purposes. Technologies not only
mediate the professional’s examination of the patient, but also patients’ observations of one another and professionals. Increasingly, computer platforms and programs that record and transmit data also run calculations and draw conclusion based
on this data. Moreover, increased interaction in digital spaces arguably leads to
different types of gazing, depending on the purpose behind the act and its relation to
the knowledge ostensibly being created. One can thus question what the differences
are between types of gazing acts in relation to different types of digital technologies
or networked interfaces.

9.4

Changing Status of Patients in Relation to Medical
Services

Surveillance scholars have attempted to move post-panoptic theories forward in light
of the distribution of new technologies. Mann (2013) argues the need to adjust our
language and discourse accordingly, by discussing not only surveillance, but also e.g.
co-veillance (laterally watching one another) and sous-veillance (bottom-up watching
of, among others, authorities and professionals by the public), before suggesting just
discussing ‘veillance’. This term indeed captures the multiplicity of current
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observational practices: multiple actors, directions of and purposes for watching that
may take place through electronic and mobile technologies.
Similar influences on language are taking place in the health ﬁeld—in relation to
technology there have been attempts to sort out what is meant by electronic (or e-)
health (Showell and Nøhr 2012), as well as moves to put mobile (m-)health on
policy agendas (European Commission 2014). Moreover, as these technologies
have become more widely distributed, there has been talk of discussing u-Health (in
reference to ubiquitous computing) and p-health (under the idea that individual use
of pervasive and persuasive technologies for health-related purposes may lead to
more personalized treatment and care). In the mid-1990s, as the web became more
popular, there were not only these attempts to reclassify health-related activities in
relation to the technologies through which they occurred, but also an active search
for a term to identify the non-medically trained person seeking health information
and services, as ‘patient’ no longer seemed adequate (Adams 2006).
This discursive shift to ﬁnd an appropriate descriptive term reflects, in Foucauldian
terms, the redeﬁnition of the ‘status of the patient’ in society as part of wider-sweeping
neo-liberal social programs that have attempted, among other things, to reduce the
dependency of citizens on the state. Patients are increasingly redeﬁned as consumers
(with speciﬁc rights), as citizens (with civic responsibilities), or as hybrid: the
patient-as-citizen-consumer. (Clarke et al. 2007) As such, individuals are increasingly
held responsible for being informed about their health, making healthy choices,
complying with prescribed treatments and undertaking tasks previously attributed to
other actors (such as coordinating care across different providers and institutions,
tracking relevant health data and making critical decisions about their care). Patients
are increasingly expected to take a more active role not only in self-care but also in
engaging with care providers, for example, through shared decision making, which
also influences the roles that physicians must play. This is but one example of the
changing relationship between those in need of a service and those providing it that is
currently taking place. Thus, in the move toward more electronic-based healthcare
delivery and personal monitoring, not only the status of the patient, but also the status
of the medical professional is being redeﬁned.
With the aforementioned notion of publicness (Jarvis 2011) and in a growing
knowledge economy that increasingly draws on individuals’ willingness to share
data (Fuchs 2011), healthy lay persons and patients alike are also seen as possessing
certain goods on which third parties may be able to capitalize. They are increasingly
encouraged to publish their health experiences on the web, whether on social media
(Adams 2010a, b), rating and recommendation sites (Adams 2013) or data-sharing
sites, such as PatientsLikeMe (Wicks et al. 2010). In other words, patient opinions
and experiences are becoming commodiﬁed (Lupton 2014).
This influences the user characteristics that are ascribed in the technologies being
designed to support these processes (Woolgar 1991; Oudshoorn et al. 2004).
Non-digital components (local language, culture, geography, etc.) are written into
the contours (structure and content) of web pages, mobile apps, serious health
games (Adams 2010c) and other technologies in speciﬁc ways, scripting them
(Akrich 1992) with speciﬁc knowledge/expertise and for certain uses. The images
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and language used in these technologies are often normative and carry implicit
ideologies and assumptions about health, illness and the roles of professionals,
patients and technological devices (Sontag 1989; McManus 2009).
As such, the changes outlined above are not merely semantic or discursive in
nature; rather, digital technologies, public policy, medical services and daily life
continue to fold into one another in various, sometimes unexpected, ways. There is
much steering of behaviors and practices that might be considered related to health,
also by social actors other than medical professionals. It is thus important to
understand how lay persons respond to changes in the gaze: how do practices of
body management at the institutional level related to how individuals engage in the
conduct of everyday life? (Lupton 1997). If and when patients take up the new roles
attributed to them through the combination of political/social programs and new
technological developments (and their understandings of health and illness arguably
change accordingly), then they can come to see care institutions, medical research
and healthcare professionals in news ways.

9.5

Possible Implications for Understanding ‘the Clinic’

If such presupposed ubiquitous technology does indeed reorganize the ﬁeld of health
by increasing the scope, scale and reach of technologies, creating new visibility
structures and supporting a new knowledge economy that commodiﬁes (Lupton
2014) one’s previously private personal health information, then there are at least four
implications for how individuals and society might come to understand ‘the clinic’.
First of all, as a result of the various changes and developments outlined above,
distribution of the clinic across settings and spaces creates multiple ‘gazes.’
Importantly, these various gazes that are developed are no longer only ‘medical’,
nor have they returned primarily to the home or to the cleric, where they had
partially been prior to the institutionalization processes that Foucault describes.
Changes to the gaze may lead to more intense gazes than the medical or clinical
gaze (Lupton 1997). Though it is not further discussed above, it is important to
consider that the myriad of changes identiﬁed in this paper also arguably disrupt the
traditional distinction between symptom, sign and pathology (cf. Pierce 2015) and,
thereby, influence (perceptions of) the social role of health institutions and what
constitutes ‘medical’ monitoring. On the one hand, this implies less professional
dominance in the arena of healthcare and may even lead to instances where professionals also feel as though they are continuously under observation (if that is not
the case already). On the other hand, this does not necessarily level the playing ﬁeld
in terms of power relationships. Rather, it merely introduces new players with their
own vested interests in monitoring the behavior of individuals and groups (Lupton
2014).
Secondly, not only persons (i.e. medical professionals), but also apparatuses,
have persuasive power in relation to an individual’s health and health-related
practices. The persuasive role of these apparatuses is currently growing. Moreover,
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these apparatuses often implicitly contain and convey ideas about users and use
beyond the more explicit and persuasive texts, images or actions. Although no
technology is neutral—especially those used to observe, diagnose and care for or
cure patients—many technologies used to in medical settings may be viewed primarily as instruments that are used by doctors. A stethoscope or X-ray machine,
while mediating the professionals ‘gaze’ of the patient, at the same time is not
necessarily used in a persuasive fashion (although, arguably, the X-ray that is
developed could be used, for example, as part of a discursive strategy to show a
patient a problem). However, digital information and communication technologies
always have a discursive nature. Moreover, some technologies discussed here
(including websites, apps and games) were not necessarily initially developed for
use in medical settings. Rather, they have permeated into care setting, having been
appropriated from other social settings or uses and imbued with a health-related
purpose. Especially those technologies that are marketed to individuals (such as
mHealth apps), or used for public education (such as web pages or social media
platforms), send users predeﬁned messages regarding desirable health behaviors. As
such, they potentially tip the balance between protection and correction that
Foucault acknowledges in the social role of the medical professional.
Third, where there are more/different opportunities to see, there may also be new
opportunities to conceal and obscure. This means that despite the multiple,
prominent claims regarding the beneﬁts of publicness as a social good for developing new forms of knowledge, individuals may still have aspects of their lives that
they prefer to keep private. (see, as just one example of the desire for privacy, van
der Velden and El Emam 2013) As such, despite the increasing numbers of connections that can be made between the bits of data that are generated, transmitted,
stored and analyzed in search of new correlations and insights with regard to
individual and population health, the resultant knowledge that may be developed
about an individual’s health arguably still only constitutes partial knowledge. As
Light (2010) also argues it is therefore important to consider which (partial)
knowledge prevails in which circumstances and what this means for power relations. A related important question is the issue of how non-medically trained
individuals locate health/medical expertise (Civan et al. 2009) within the information landscape, assess this expertise (Adams 2006) and transform it into their
own knowledge.
Finally, and perhaps most importantly, the ‘clinic’ at once becomes a physical
locale (the “brick-and-mortar” entity that is the site of social relations) and a
non-physical entity (distributed across apparatuses that may reveal, but also conceal
certain activities, data and/or knowledge). Perhaps the clinic has always been dual
in nature, with areas that are partially obscured, but the distribution of technology
exaggerates this distinction. Although Fuchs (2011) argues that the contemporary
internet is a speciﬁc form of digital enclosure, it is not the type of homogeneous
space that Foucault saw in the medical buildings that he referred to when writing
about the clinic. Rather, it is in many cases distributed, rather than homogenous,
implying that as an ‘enclosure’ it is abstract and intangible, rather than a concretely
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identiﬁable place. If this is the case, then the clinic that is gathering knowledge
about one’s health is potentially everywhere.
This leads to several different, yet related, questions that still need to be
addressed by critical sociological research on the relationship between digital
technologies, the observational and knowledge development possibilities these
technologies facilitate and the status of individual and population health:
• In trying to stave off illness and keep populations healthy in the interest of
saving resources, are Western socio-political programs actually creating a culture of disease promotion, whereby individuals are propelled into a state of
perpetual patientism, such that they can be continuously—be it directly or
indirectly (as mediated by technologies)—monitored by medical professionals
and other actors?
• Will the persuasive strategies imbued in such socio-political programs and new
technologies tip the balance the medical professional previously carefully
achieved, whereby there is less protection and more correction? Or, perhaps,
correction undertaken in the name of protection?
• With the broadening arena of actors interested in individuals’ health data and the
knowledge that can be developed in gathering and analyzing that data, how will
power relations change? Will a new social actor emerge as dominant?
• Which strategies will individuals take to reinstate their privacy in relation to the
information generated about their health and wellbeing?
And, of course, further research can and should empirically examine how
patients understand the role of the clinic, medical monitoring and relevant social
distinctions (e.g., between symptom, sign and pathology, or between patientism,
citizenship and consumerism) in their own lives—especially as they increasingly
engage with distributed technologies that are not entirely medical, but are often
appropriated in practice and imbued with health-related purposes.
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Chapter 10

Health Data for Common Good:
Deﬁning the Boundaries and Social
Dilemmas of Data Commons
Nadezhda Purtova
Sharing is Caring.
Dave Eggers, “The Circle”
We can cure any disease, end hunger, everything, because we
won’t be dragged down by … our petty secrets, our hoarding of
information and knowledge. We will ﬁnally reach our full
potential.
Dave Eggers, “The Circle”

Abstract The promises of Big Data Analytics in the area of health are grand and
tempting. Access to the large pools of data, much of which is personal, is said to be
vital if the Big Data health initiatives are to succeed. The resulting rhetoric is of data
sharing. This contribution exposes ‘the other side’ of data sharing which often
remains in the dark when the Information Industry and researchers advocate for
more relaxed rules of data access: namely, the paper frames the issue of personal
data use in terms of the commons, a resource shared by a group of appropriators and
therefore subject to social dilemmas. The paper argues that the uncontrolled use of
the data commons will ultimately result in a number of the commons problems, and
elaborates on the two problems in particular: disempowerment of the individual visà-vis the Information Industry, and the enclosure of data by a few Information
Industry actors. These key message is: if one chooses to approach data as commons
and advocates data use for common good, one should also account for the commons
problems that come with such sharing.
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Introduction: The Rhetoric, Practices
and Technology of the Personal (Health) Data
Commons

The two epigraphs at the beginning of this chapter come from ‘The Circle’, a 2013
ﬁction novel by Dave Eggers. The plot of the novel unfolds around the experiences
of a young woman, Mae Holland, as she joins The Circle, a powerful tech company. The company’s philosophy is that full information is the all-encompassing
solution to corruption, crime, disease and all other problems of the world. The
company employees share information with and about the company proliﬁcally:
attend and comment on the frequent events on campus, share experiences about The
Circle’s products on social networks, wear sensor bracelets tracking their health
parameters, etc. While the feeling of community and belonging that this sharing of
information gives is rewarding at ﬁrst, things increasingly become eerie when the
See Change, a small portable camera, is introduced that can be installed anywhere
to record and constantly transmit real-time footage to the public. The company’s
philosophy is gradually creeping into the world outside The Circle: at ﬁrst, The
Circle employees, their family members and then politicians are encouraged to “go
clear” and commit to always wear the cameras so that the millions can see what
they can see. People unwilling to share their information are considered anti-social,
and politicians refusing to go through with the Clariﬁcation are presumed corrupt.
Uncomfortable with total sharing of her life with millions at ﬁrst, by the end of the
novel Mae embraces that all shall become public, proclaiming: “the world deserves
nothing less.” She chants: “Secrets are lies. Sharing is caring. Privacy is theft.”
It would not be for the ﬁrst time that a work of ﬁction bears striking similarity to
the current events. Leaving the surveillance theme of the novel aside, viewing
personal data as the commons, and the rhetoric of disclosing and sharing personal
data for common good have gained popularity in recent years,1 in particular in the
area of health services and health research. The language increasingly used
regarding health data across various health research communities, academic and
commercial ones alike, is the language of the commons. Tapping into the potential
of health data analytics—electronic patient records, data collected via lifestyle and
wellbeing apps—is said to be necessary if we are to truly understand disease, or
discover unknown, useful or harmful, effects of drugs.2 “DataSavesLives” is a
telling example of such commons rhetoric. It is both a domain name used by a

1

See, e.g. Morozov (2015).
E.g. see Sethi (2015) criticizing the EU data protection reform for conditioning processing of
health data on consent and hence allegedly obstructing use of health data for studying effects of
drugs. See also: Incentivizing data donation (2015).
2
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health research interest group3 and a popular hashtag on Twitter, referring to many
events unfolding around the theme of converting health data to the common cause
of enabling health research and thus improving health and wellbeing of the general
public.4
The ideology of putting personal data to common use has also penetrated the
European policy. The Preamble to the newly adopted General Data Protection
Regulation that sets the tone and deﬁnes the spirit of this directly binding legislative
instrument, reads:
By coupling information from registries, researchers can obtain new knowledge of great
value with regard to widespread medical conditions such as cardiovascular disease, cancer
and depression. On the basis of registries, research results can be enhanced, as they draw on
a larger population. Within social science, research on the basis of registries enables
researchers to obtain essential knowledge about the long-term correlation of a number of
social conditions such as unemployment and education with other life conditions. Research
results obtained through registries provide solid, high-quality knowledge which can provide
the basis for the formulation and implementation of knowledge-based policy, improve the
quality of life for a number of people and improve the efﬁciency of social services.5

The technology and infrastructure that enable and utilize the sharing are readily
available, too. Big Data Analytics that feeds on data is said to bear unprecedented
potential for health research.6 To ensure a steady data supply, ‘smart cities’ with
information technology embedded in the city’s infrastructure can be used as ‘living
labs’ where the lives of entire communities can be observed to uncover what has
been unknown before, and to reveal hidden environmental and socio-economic
factors underlying illness. In 2015 Apple launched its ResearchKit that converts
every iPhone into a tool both for the researchers to recruit study participants and
access their data, and for the iPhone users to ‘donate’ their data collected by the
phone itself or via various apps, to science.7 In April 2016 it became known that the
NHS, the UK public healthcare service, and Google entered into a data sharing
agreement that makes health records of about 1,6 mln patients available for the
DeepMind, Google’s Artiﬁcial Intelligence company, to access and analyse to fulﬁl
Goggle’s ambitions in the area of healthcare.8

http://www.datasaveslives.eu/. The mission statement of the group is the following: “The
European Data in Health Research Alliance brings together academic, patient and research
organisations from across Europe. Together, we are committed to ensuring that the Data Protection
Regulation allows the seminal research that has taken place for many years to continue by ensuring
research is not subject to an obligation to ask speciﬁc consent when personal data is used.”
(available on http://www.datasaveslives.eu/who-we-are accessed 23 May 2016).
4
E.g. see here http://www.farrinstitute.org/public-engagement-involvement/datasaveslives.
5
Recital 157 General Data Protection Regulation.
6
Pentland et al. (2013).
7
http://www.apple.com/researchkit/.
8
Hodson (2016), accessed 23 May 2016.
3
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It is striking, though, that the language and rhetoric of the commons are used to
only advocate for data sharing, giving no attention to the other side of the commons
phenomenon, namely, the various social dilemmas of governance and use that go
hand in hand with a group of people sharing a resource. When these dilemmas are
disregarded and hence are left unresolved, the resource will likely not be used
sustainably, i.e. degrade in quantity or quality, or cause harms to the community
depending on it. Hence, we need to become conscious of and account for the social
dilemmas of the personal (health) data commons to avoid possible harms of pervasive data sharing and analytics. Engaging in the commons discourse on its own
has a value. As Bollier notes in the context of the knowledge commons, speaking in
terms of the commons helps “articulate … concerns and provide a public vernacular
for talking about the politics of creativity and knowledge.”9 In a similar fashion, by
applying the commons analytical framework to the personal data sharing, this paper
aims to redirect the focus of the health data commons debate to the social dilemmas
and to the politics of data sharing.
This will be done using the analytical framework of the commons borrowed
from neo-institutional economics and originating in the studies of sustainable use
and governance of natural resources such as agricultural grazing land, ﬁsheries and
forestry. Although their social dilemmas are not directly and fully transferrable to
the context of personal (health) data, the notions of the commons developed in the
natural resource commons literature are useful as ‘mental furniture’ of analysis and
help conceptualize the problem of personal (health) data sharing in a systematic and
theoretically-embedded manner.
The argument of the paper will proceed as follows. I will ﬁrst introduce the
concept of the commons as developed in the economic literature, situate the
commons in the typology of economic goods, and explain the “anatomy” of the
commons as inherently complex ‘system resources’ (Sect. 10.2.1). I will then
describe how the idea of the commons originally applied to agricultural land has
subsequently grown into a full-blooded analytical and normative framework
applied to a growing range of economic resources which have traditionally been
considered public goods (Sect. 10.2.2). Section 10.2.3 sketches a typology of the
social dilemmas of the commons. Section 10.3 then moves to apply the building
blocks of the commons framework to the context of health data. I ﬁrst attempt to
determine the boundaries of the actual common resource and conclude that the
conceptual boundaries of health data and personal data cannot be it. I go on to argue
that the boundaries of the data commons could lie along the boundaries of the data
ecosystems, deﬁned as communities of people living in IT-mediated environments
that produce data and are affected by it. Finally, I formulate two dilemmas that are
inherent in the data commons: disempowerment of the individuals vis-à-vis the
Information Industry as a result of ‘unsustainable’ data practices (Sect. 10.3.2) and
the enclosure, or exclusive privatized access to, data by a few Information Industry
actors (Sect. 10.3.3). The last section sums up the argument.

9

Bollier (2007, p. 31).
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Before continuing with the analysis, a disclaimer should be made that the paper
is the ﬁrst attempt at articulating the dilemmas speciﬁc to personal and health data
commons and hence it does not provide ready answers as to how to resolve them,
although some preliminary thoughts are given to how we can deal with the complexity of using and governing the data commons.

10.2

The Commons

10.2.1 Origins and Elements of the Commons Paradigm
A commons generally refers to “a resource shared by a group of people that is
subject to social dilemmas.”10 The commons became subject of growing academic
interest following a seminal 1968 article by Hardin “The Tragedy of the
Commons.”11 There, Hardin used a metaphor of a pasture shared by herdsmen to
describe what he called “the tragedy of the commons”. The herdsmen, driven by
self-interest alone, put as many cattle as possible to graze on the common land,
eventually leading to overgrazing and resource overexploitation, rendering the land
no longer suitable for grazing at all. Hardin’s often-cited words capture the essence
of “the tragedy of the commons”:
Ruin is the destination toward which all men rush, each pursuing his own best interest in a
society that believes in the freedom of the commons. Freedom in a commons brings ruin to
all.12

Hardin highlighted two standard solutions to avoid the problem of overexploitation: either to establish a market by means of allocating private property rights
in the resource and allowing their efﬁcient exchange, or to establish the centralized
management of the resource by the government moved by the public interest as an
alternative.
The growing number of ﬁeld studies of the real-life commons that followed
demonstrated that not all commons situations were bound to end in a tragedy, and
some commons were able to successfully avoid overexploitation.13 Hess and
Ostrom observe:
Whether studying California groundwater basins, North Atlantic ﬁsheries, African community forests, or Nepalese irrigation systems, scientiﬁc case studies frequently seem to
answer: Au contraire, Monsieur Hardin! There may be situations where this model can be
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Subtractability of use
High
Low
Difficulty of excluding High Common-pool resources Public goods
beneficiaries
Club (toll) goods
Low Private goods
Fig. 10.1 Four types of goods [Ostrom (n 15), p. 645]

applied, but many groups can effectively manage and sustain common resources if they
have suitable conditions, such as appropriate rules, good conflict-resolution mechanisms,
and well-deﬁned group boundaries.14

The scholarship on the commons, with Elinor Ostrom leading the way, went
against the overly simplistic views on regulation dominating the mid-twentieth
century, including Hardin’s work, where the goods were either private or public, and
the regulatory options to influence incentives of the appropriators of the private and
public goods were determined by the dichotomy ‘market vs state regulation’. The
former was the optimal regulation model for the private goods and the latter for
public goods.15 Pure private goods are excludable (i.e. one can be excluded from
consuming a private good) and rivalrous (whatever is consumed by one is not
available to others for consumption). Tangible goods such as apples or cars are often
used as examples of private goods. Public goods, in contrast, are non-excludable (i.e.
it is impossible to exclude those who did not pay for consumption from enjoying a
public good) and non-rivalrous (one’s consumption does not limit consumption of
others). Public defence is a classical example of a public good.
Empirical research of complex resource systems, however, demonstrated that
some resources do not ﬁt the simple ‘public–private’ classiﬁcation to accurately
identify the actual incentives affecting the governance of the resource. As a result, a
number of important changes to the classiﬁcation of the goods followed.16 First, the
category of “rivalry of consumption” was replaced with “subtractability of use”.
Second, subtractability and excludability were operationalized as varying from low
to high rather than 1 or 0, present or absent. These characteristics influence the
types of problems that emerge with regard to provision and consumption of
resources. Finally, two more types of goods were added: club (or toll) goods and
common-pool resources, which both share the attributes of private and public
goods. Figure 10.1 from Ostrom’s Beyond Markets and States17 gives an overview
of the resulting four types of goods and their characteristics.
Club goods have low to zero subtractability like public goods do: it is possible
for the members of a group to enjoy a club good without diminishing its quality and
quantity available to other club members at the same time. Club goods, like private
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goods, are also easily excludable, i.e. it is easy to prevent non-members from
enjoying the club good beneﬁts. Think of a walled garden enjoyed by a closed
group of a gardening community members only.
The common-pool resources, in turn, are similar to private goods in that they are
subtractable in use, but also are like public goods in that they are difﬁcult to exclude
from. A classic example of a CPR is ﬁsheries: it is costly to exclude multiple
appropriators from ﬁshing in the global waters (low excludability), and unsustainable ﬁshing practices gradually lead to overexploitation and less ﬁsh available
for all (high subtractability). The ‘common-pool resource’ (or ‘CPR’) has become a
chosen technical term to refer to the commons.18
Another characteristic feature of a CPR is its complexity. CPRs are systemresources, meaning that they comprise entire ‘resource ecosystems’, a combination
of interrelated and interdependent elements that together form a common-pool
resource. Natural CPRs like ﬁsheries typically have a two-fold structure: stock (e.g.
a ﬁshing pond with its unique ecosystem maintaining its population of ﬁsh) and
subtractable beneﬁts (‘flow units’) produced by the stock and appropriated by the
common-pool users (e.g. units of ﬁsh caught by ﬁshermen).19 But other types of
CPRs may have a more complex ‘anatomy’, like the scientiﬁc knowledge commons
that, according to Hess and Ostrom, comprise three elements: ideas, artifacts (e.g.
scholarly publications), and facilities (e.g. libraries).20
Harmful (‘suboptimal’) appropriation outcomes make a CPR-situation into a
CPR-problem, a technical way to refer to an array of the social dilemmas of the
commons. At the same time, as pointed out earlier, appropriation of a common-pool
resource (ﬁshing) is not always leading to suboptimal outcomes, and a CPRsituation does not always become a CPR-problem (e.g. if the ﬁshing rate and
techniques allow the ecosystem to retain a sustainable stock of ﬁsh). A focus of
many CPR studies is to observe what factors render CPR systems successful and
sustainable, and which strategies of appropriation work to avert or resolve CPR
dilemmas.21 The CPR scholarship is constantly evolving and there is no one single
CPR theory that would account for all aspects of human interaction in complex
resource systems that is sufﬁcient to guide governance of all CPR resources. This is
because common-pool resources and CPR situations vary substantially in many
attributes: the physical properties of a resource, the ease of measurement, the time
scale of resource regeneration, spatial extent, number of users, and other attributes,
creating “an immense diversity of the situations in which humans interact”22 and
variables which interact in different ways. However, a degree of agreement is
achieved on a number of patterns that many CPR situations share.23 The variables
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with the CPR relevance can be broadly divided into three groups: resource-related,
situational, and norms-related.
1. Resource-related (resource and resource units). The distinction between the
stock (system) resource and the flow units is crucial in analysing various options for
access rights to a CPR and their impact on incentives of the resource appropriators.24 The entire CPR system does not have to be subject to one access regime (e.g.
be held in private or public property in its entirety). For instance, in water resource
management, the water quotas (access rights to the flow units) can be privatized,
and the water basin itself (a stock/system resource) can be held e.g. in common
property by a local community or one private owner.25
Simultaneously, this two-way distinction is not equally useful for all types of
CPR situations. As previously stated, the CPRs are complex. While the two-way
distinction in the internal structure is clear in the context of natural resources, and a
system resource and flow units are easy to identify, Hess and Ostrom argue that a
three-way distinction between the artefact, the facility, and ideas works better in the
study of information and the intellectual public domain.26 An artefact—physical or
digital—is ‘a discreet, observable, nameable representation of an idea or set of
ideas’, e.g. articles, books, etc. The users may be (more or less easily) excluded
from enjoying the artefacts. A facility ‘stores artefacts and makes them available’ (a
library) and is also relatively easy to exclude from. The ideas are ‘the creative
vision, the intangible content, innovative information, and knowledge’, intangible
flow units contained in the artefacts but—on their own—non-subtractable.27 From
Hess and Ostrom’s analysis it follows that the ‘intellectual public domain’ is a
system resource that is threatened with extinction if publishers over-exclude the
scholarly community from access to academic publications (artefacts) and hence, to
the ideas, through restrictive licensing. Thus, the value of the focus on ‘anatomy’ or
‘ecosystem’ of a CPR is not in the two-fold structure, but in the complexity of
common-pool resources, multiplicity and interdependency of their components,
each component’s different properties and the resulting varying incentives of the
appropriators regarding these components.
2. Situational variables, or attributes of a community,28 include attributes of a
CPR situation: number of appropriators; their dependence on the resource; homogeneity of (production) technology, information, skills available to various groups
of appropriators, their values, etc. (growing population of ﬁshermen, the ﬁshing
industry joining the traditional appropriators, inequality between ﬁshing communities and the ﬁshing industry in terms of available ﬁshing technologies are all of
relevance for the incentive structure and outcomes of appropriation in the context of
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ﬁsheries). Market structure is also of signiﬁcance (e.g. growing demand for ﬁsh will
most likely drive the prices up and result in more ﬁshing).
3. Norms-related variables, or rules in use,29 include operational rules and
constitutional rules. Operational rules dictate who has access, what actions are (dis-)
allowed and what sanctions will follow the access outcomes, what conditions in the
world must (not) be affected by appropriation, etc. Constitutional rules dictate
collective and constitutional choice mechanisms, i.e. on how the operational rules
are set up and changed (e.g. state centralized regulation vs market vs communal
decision-making).

10.2.2 Expansion of the Commons Analytical Framework
10.2.2.1

Patterns of Expansion

Despite the original focus of the commons studies on the sustainable management
of natural resources, the commons now have evolved into an entire paradigm of
how wealth should be created and managed, also outside of the context of the
natural resources. The new contexts where the commons paradigm applies are
called “the new commons”.30
This expansion occurs following the three patterns that the commons discourse
mostly takes. According to Bollier,31 the commons discourse is at once descriptive,
constitutive, and expressive.
It is descriptive because it identiﬁes models of community governance that would otherwise
go unexamined. It is constitutive because, by giving us a new language, it helps us to build
new communities based on principles of the commons. And it is expressive because the
language of the commons is a way for people to assert a personal connection to a set of
resources and a social solidarity with each other.

Building on Bollier, the commons discourse is descriptive because it helps us
describe known CPRs—such as ﬁsheries—as commons and address the social
dilemmas of the resource use as the commons dilemmas. It is constitutive because,
by giving us a new language, it helps us frame new resources such as scientiﬁc
knowledge as commons, approach the dilemmas associated with their use and
governance as commons dilemmas, and build governance strategies based on
principles of the commons. And it is expressive because the language of the
commons is a way for people to assert a normative standpoint that a given resource,
e.g. nature as the common heritage of the mankind, ought to beneﬁt common
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interests and not be privatized.32 Whereas the descriptive element focuses on the
situations accepted to involve commons, the constitutive, and expressive elements
of the commons discourse lead to the new resources being added to the class of
common resources and thus, to the expansion of the commons analytical paradigm.
Often, the constitutive and expressive discourses are used together in relation to the
same resource, and then it is possible to say that such new commons are characterised as such not (only) due to the physical characteristics of a resource, but are
socially constructed.
Here are a few examples of the resources that became seen as commons in recent
years. Wildlife and animal species33 are considered “global commons” that should
not be commodiﬁed but preserved for the entire humankind, along with the
cyberspace,34 world oceans, atmosphere, and Antarctic.35 Similarly, the questions
are asked if the law should allow companies to own human genome, the antibiotic
capacities of proteins in human tears or genetic information about speciﬁc diseases.36 Often an analogy is drawn between the cultural environment and the
natural environment;37 social norms,38 scholarly knowledge, communication and
research libraries are framed as the CPRs and the problem of private capture of
scientiﬁc publications and exhaustion of scientiﬁc innovation are framed as the
commons problems.39

10.2.2.2

Technology and Expansion of the Commons Paradigm

Technology plays a particularly important role in formation of the new commons.
First of all, some resources only become available as resources for appropriation
once a certain enabling technology is developed. For instance, the minerals on Mars
are only available to those technically capable to launch and sustain a successful
mining mission to that planet. Information and knowledge are another example.
This has been the case with the deep seas, the atmosphere, the electromagnetic
spectrum, space, and other so-called “global commons”.40 Most of the “commons”
characteristics of knowledge and information have developed as a result of new
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technologies.41 For instance, personal data did not have much economic value
before information technology gave us the ability to capture this data on the
massive scale and draw value from it by means of advanced data analytics (think of
targeted advertising based on behavioural tracking online).
Moreover, technological progress can lead to the shift in the nature of a good
from public to common by facilitating the ability to exclude and making subtractability of a resource possible. As Hess and Ostrom explain, “[t]his ability to
capture the previously uncapturable creates a fundamental change in the nature of
the resource, with the resource being converted from a nonrivalrous, nonexclusionary public good into a common-pool resource that needs to be managed,
monitored, and protected, to ensure sustainability and preservation.”42
The air in the atmosphere is an example of how once a non-subtractable public
good became the commons. In the pre-industrial world it was a pure public good,
available to all, where the common use did not lead to the corruption of the resource
in any way: the fact that one person breathed, or made ﬁre, did not make any
noticeably less air or air of signiﬁcantly less quality available to others. However,
with the progress of industrialisation, proliferation of production relying on burning
coal and oil, as well as other air polluting technology, it became evident that the
uncontrolled common use of atmosphere does lead to rapid deterioration of the
resource and is thus, a commons problem.
The level of technological development of ‘harvesting tools’ also determines the
pace of the resource appropriation. Compare the appropriation rate of a ﬁshing
enthusiast with a ﬁshing rod versus a ﬁshing fleet equipped with a sonar system and
other gear of industrial dimensions. Technology-enabled harvesting of a resource at
high rates may lead to resource exhaustion where no such a problem existed before
(e.g. overﬁshing caused by industrial-scale ﬁshing). But also the ‘inequality of arms’
in available technology among the resource appropriators enables powerful appropriators to lay a (nearly) exclusive claim to a resource that previously was equally
available to all,43 e.g. no ﬁsh available to those using traditional ﬁshing means.

10.2.3 The Commons Dilemmas
As the types of resources brought under the commons umbrella vary, so do the
types of problems or dilemmas that the appropriators of these commons face: the
dilemmas of sustainable use of the ﬁsheries are not quite the same as the ones
presented by the production, distribution and consumption of scientiﬁc knowledge.
Gardner et al. offer a typology of the commons problems that order the analysis of
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the commons problems and directions for their solutions.44 CPR problems can be
clustered into two types that are distinct analytically, but in practice can occur at the
same time and with regard to the same resource: provision problems, and appropriation problems.45
Appropriation problems relate to the relationship between the input of effort in
appropriation, and the appropriation yield. In economics technical terms, appropriation problem occurs when ‘rent dissipation’ occurs, i.e. when marginal costs of
production exceed marginal returns, meaning fewer or lower-quality of beneﬁt-units
(e.g. ﬁsh) available to appropriators. This may happen as a result of allocation of or
exclusion from the resource flow (e.g. via assignment of ﬁshing spots when some
ﬁshing spots are better than others), or as a result of technological externalities, or
the ‘inequality of arms’, when the production technologies used by the (different
types of) resource appropriators are not homogeneous (e.g. when use of dynamite in
ﬁshing by one raises ﬁshing costs for those who use ﬁshing rods).46
Provision problems relate to creating, maintaining or improving the resource, or
avoiding the destruction of the resource, e.g. exhaustion of the ﬁsh stock and
compromised bio-diversity as a result of overﬁshing.47 This can occur due to the
lack of incentives of the appropriators to contribute to preservation or maintenance
of a resource, or alter appropriation strategies and withdrawal patterns in order to
avoid the destruction or exhaustion of the resource.48
As Ostrom et al. put it, this is the access to or allocation of the beneﬁts of the
resource that is problematic in the appropriation problem, whereas the provision
problem has the preservation, quality and sustainability of the resource stock at the
heart of it.49 Observing these problems in relation to a resource, e.g. unfair allocation of resource beneﬁts or resource deterioration, often serves as a ﬁrst step
towards seeing that resource as the commons. As Sect. 10.2.2.1 explains, this is
how many so-called ‘new commons’ have been added to the class of the common
goods.
As already noted, the commons nature of these resources is often not due to their
physical characteristics, but is socially constructed. Similarly, the commons
dilemmas do not only stem from the physical characteristics of a resource (e.g.
physical extinction or depletion of a resource), but often are socially constructed,
too. The remainder of this paper will focus on constructing the new health data
commons and identifying and discussing some commons dilemmas that occur in
the context of personal (health) data.
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Constructing (Health) Data Commons

10.3.1 Boundaries of the Common Resource
The ﬁrst step towards constructing any new commons is identifying the boundaries
of the resource that is or should be shared. As the subsequent analysis will show,
this is not such a clear-cut task in case of the health data commons. Although the
discourse described in the introduction to this chapter focuses on the health data as
the common resource, drawing the resource boundaries along the health data vs
non-health data distinction is ridden with problems and will not work
(Sect. 10.3.1.1). Neither will the distinction between personal and non-personal
data (Sect. 10.3.1.2). Section 10.3.1.3 will offer some initial thoughts on how to
deal with this complexity and where to draw the boundaries of the commons.

10.3.1.1

All Personal Data Is Health Data

As the introduction to this chapter suggests, the resource that many consider ought
to be shared is personal data relating to health, or health data. However, the
understanding that has increasingly pervaded the data protection community in the
recent years, though not yet widely acknowledged in the literature,50 is that the
distinction between personal data relating to health and non-health data has become
meaningless in the face of the recent advances in data analytics. Namely, seemingly
harmless data that on its face does not reveal anything about one’s present or future
health status can do so when combined with other data. The subsequent text
demonstrates this in the context of the EU data protection law.
Neither the current Data Protection Directive (‘DPD’), nor the GDPR deﬁne
what health data is. Both Article 8(1) DPD and Article 9(1) GDPR simply mention
“data concerning health.” This opens many possibilities to interpreting the concept
of ‘health data’. A European advisory authority on data protection, Article 29
Working Party, issued a letter with clariﬁcations as to how the concept of ‘health
data’ should be applied in the context of mobile health.51
The Working Party adopts a broad interpretation of the concept ‘health data’ that
includes a range of the types of data that directly reveal something about one’s
health (such as medical data) or relate to health more remotely.
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Article 29 Working Party explains that the data relating to health clearly includes
medical data. Medical data is “data about the physical or mental health status …
generated in a professional, medical context,”52 including data related to contacts
with individuals and their diagnosis and/or treatment by health service providers,
any related information on diseases, disabilities, medical history and clinical
treatment, and data generated by devices or apps used in this context, “irrespective
of whether the devices are considered as ‘medical devices’”.53
However, according to the Working Party’s explaination, health data also
includes other types of data that pertain to the general health status of a data subject.
This can be data on membership in a patient support group or other group with a
health-related objective (WeightWatchers or Alcoholics Anonymous), one’s intellectual and emotional capacity (such as IQ), smoking and drinking habits, allergies
disclosed to private entities (such as airlines) or to public bodies (such as schools),
etc.
The health status is interpreted broadly. To be considered as health data, the data
does not have to establish ‘ill health’ but may also pertain to the health condition
within the ‘normal parameters’, e.g. results of medical tests (e.g. blood tests and
patient questionnaires used to provide health advice, “regardless of the input the
data subject provides”).54 Health data also includes data relating to the present and
future health status and the health risks that may materialize in the future. Health
data includes any “information where there is a scientiﬁcally proven or commonly
perceived risk of disease in the future,”55 such as high blood pressure, obesity,
excessive alcohol consumption, etc.
In addition, data that on its face does not pertain to health but is used “with the
purpose of identifying disease risks (such as, for example, investigating exercise
habits or diet with the view of testing new, previously unknown or unproven
correlations between certain lifestyle factors and diseases)”, is also health data, as
would be the case in medical research using big data.56
Working Party speciﬁcally considers another type of relatively low impact data
as potentially health data, namely data generated by lifestyle apps. This is “raw
(relatively low impact lifestyle) personal data, … not information from which
knowledge about that person’s health can be inferred”57 such as the number of steps
one takes per day. Although “no conclusions can be reasonably drawn about the
health status of a data subject … without being able to combine those data with
other data from and about the same data subject, and in the absence of speciﬁc
medical context”,58 these data will be regarded as health data when a possibility of
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combining it with other data sets is present, and it is done in a speciﬁc medical
context. Further, when such ‘seemingly innocuous’ raw data are “tracked over a
period of time, combined with other data, or transferred to other parties” with access
to additional datasets, eventually “even the seemingly most innocuous data, combined with other data sources, and used for other purposes, will come within the
deﬁnition of ‘health data’”.59
Finally, such data will be considered health data whether or not such conclusions
are drawn about a person’s health status or health risk, and “irrespective of whether
these conclusions are accurate or inaccurate, legitimate or illegitimate, or otherwise
adequate or inadequate.”60
A similar approach to what ‘health data’ means is taken in the GDPR. Recital 35
GDPR lists several examples of data that will be regarded as data concerning
health:
Personal data concerning health should include all data pertaining to the health status of a
data subject which reveal information relating to the past, current or future physical or
mental health status of the data subject. This includes information about the natural person
collected in the course of the registration for, or the provision of, health care services […]; a
number, symbol or particular assigned to a natural person to uniquely identify the natural
person for health purposes; information derived from the testing or examination of a body
part or bodily substance, including from genetic data and biological samples; and any
information on, for example, a disease, disability, disease risk, medical history, clinical
treatment or the physiological or biomedical state of the data subject independent of its
source, for example from a physician or other health professional, a hospital, a medical
device or an in vitro diagnostic test.

To sum up, health data under the current and future EU law means any data
(1) that concerns one’s state of health, including within ‘the normal parameters’,
at present or in the future, but also including the risk of developing a disease;
and
(2) data that does not on its own reveal any information concerning one’s health,
but can do so when combined with other data; and
(3) all data that is processed with a purpose to reveal information about one’s state
of health.
In the face of developments in Big Data Analytics, such deﬁnition of health data
is truly all encompassing, leaving us to conclude that any personal data can be
health data. In a recently published study a group of Stanford researchers report
how they were able to infer sensitive health data from telephone metadata, when
combined with publicly available information. Examples of such inferences include
a case of ‘Participant A’ who “held conversations with a pharmacy specializing in
chronic care, a patient service that coordinates management for serious conditions,
several local neurology practices, and a pharmaceutical hotline for a prescription
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drug used solely to manage the symptoms and progression of relapsing-remitting
multiple sclerosis.”61 The case of smart cities shows that not only data directly
concerning health, but also environmental and socio-economic data is useful for
getting a full picture of health and disease in a community.62
It has become a commonplace in the data protection scholarship to argue that in
the context of Big Data Analytics which selling point is to reveal previously
unknown information and unseen patterns, it is impossible to determine from the
onset whether or not analysis of data will result in any information concerning
health. Neither is it possible, or better said, it is against the nature of Big Data
Analytics, to accurately state the purpose of data processing.63 Ergo, it is impossible
to rule out that any data may reveal something of signiﬁcance about health, or that
data will not be used in order to infer information about health. Ergo, the boundary
between personal data concerning health and non-health personal data collapses and
cannot be used to deﬁne a boundary of the common resource.

10.3.1.2

All Data Is Potentially Personal Data

Having established that the distinction between health- and non-health data does not
stand anymore, and is therefore not useful as a boundary concept to delineate the
common resource, one intuitively looks at a broader concept of personal data as an
alternative. This section will show, however, that due to advances in computing,
most notably, again Big Data Analytics, the distinction between the data that is
personally identiﬁable and non-identiﬁable is also collapsing. Ergo, the conceptual
boundary of the notion ‘personal data’ cannot serve as a boundary of the common
resource either. The analysis in this section will be focused on the EU data protection law, but a similar argument can be constructed for the US information
privacy law, or any other law operating with a concept similar to ‘personal data.’
The 1995 Data Protection Directive deﬁnes personal data as “any information
relating to an identiﬁed or identiﬁable natural person (‘data subject’)” (Article 2(a)
DPD). According to Recital 26, “to determine whether a person is identiﬁable,
account should be taken of all the means likely reasonably to be used either by the
controller or by any other person to identify the said person”. The General Data
Protection Regulation adopts the same deﬁnition in Article 4(1), and Recital 26
similarly requires that “account should be taken of all the means reasonably likely
to be used either by the controller or by any other person to identify the individual
directly or indirectly.”
Despite the fact that the DPD is an instrument of complete harmonization, there is
a signiﬁcant divergence in how the national legislation implements the deﬁnition of
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personal data.64 This is so because the complete harmonization only precludes
Member States from adding additional elements to the harmonised provisions, e.g.
new grounds of legitimate processing in addition to the ones listed in Art. 7, but still
“leaves to the member states the task of deciding the details or choosing between
options”.65 In addition, the Recitals of the DPD and Regulation detailing and clarifying the deﬁnition of personal data are non-binding. Therefore, the Member States
are under no obligation to include the explanations given to the deﬁnition by the
Recitals in their national implementation. Although the GDPR aims to reduce any
divergence of the national implementations of the concept ‘personal data’, it remains
to be seen if the choice of a regulation as a legislative instrument will result in a
uniform application of the deﬁnition of personal data across the EU member states.
Article 29 Working Party adopted a non-binding opinion aimed to streamline the
national implementations of the deﬁnition of personal data.66 WP29 explains the
deﬁnition of personal data as comprised of three elements. Personal data is:
(a) information; (b) relating to a natural person; (c) who is identiﬁed or identiﬁable.
The argument below will focus on the element of identiﬁability.
In order to fall under a deﬁnition of personal data, information needs to relate to a natural person who is identiﬁed or identiﬁable. Whether the person is identiﬁed or identiﬁable are of equal signiﬁcance for the purposes of the deﬁnition of personal data.
The person is identiﬁed when he is known. As to ‘identiﬁable’, WP29 understands the concept of identiﬁability in light of Recital 26 of the Data Protection
Directive, meaning that “to determine whether a person is identiﬁable, account
should be taken of all the means likely reasonably to be used either by the controller
or by any other person to identify the said person” (emphasis added). This is the
so-called absolute approach to the nation of identiﬁability.67 In contrast, the UK
Data Protection Act focuses upon whether or not the natural person is identiﬁable
by the data controller and not any other person.68 Recital 26 of the GDPR follows
WP29 opinion in this respect and emphasises that a natural person should be
identiﬁable either by the controller or by another person. In addition, Recital 26
GDPR adopts WP29 approach to identifying what is reasonably likely: “To
ascertain whether means are reasonably likely to be used to identify the individual,
account should be taken of all objective factors, such as the costs of and the amount
of time required for identiﬁcation, taking into consideration both available technology at the time of the processing and technological development.”

Article 29 Working Party ‘Opinion 4/2007 on the concept of personal data,’ 20 June 2007, p. 3
(WP 136); the implementation of the deﬁnition of personal data according to the UK Data
Protection Act is one of the most restrictive (Millard and Hon 2011), available at SSRN: http://
ssrn.com/abstract=1809182, p. 8.
65
Reding (2012), p. 121 and CJEU Case C-468/10 ASNEF, at para. 35.
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WP 136.
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WP 136, p. 15.
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Mark Taylor, Genetic data and the law, Cambridge University Press, p. 140.
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As the data processing technologies advance, and the pool of data which can be
combined grows (think of all the data constantly being generated through our
on-line lives, on social networks, mobile and wearable devices, internet of things,
etc.), and as combining databases becomes daily practice of intelligence and
law-enforcement agencies and advertising industry, it is increasingly more “reasonably likely” that any data can be linked to an individual. Among others, Ohm,69
Sweeney70 and others argue that, given the progress of data processing technologies and the amount of data available for analysis, absolute and irreversible
anonymity is no longer possible. Ergo, the distinction between the data that is
personal (personally identiﬁable) and non-personal (non-identiﬁable) makes
increasingly little sence. For instance, in 2000 the combination of a ZIP code, date
of birth, and gender was enough to identify 87% of the US population.71 In 2009
comparing stripped-down graphs of social relationships with non-anonymised
graphs from other social networks allowed de-identiﬁcation of ‘anonymous’ users
of Twitter.72 In 2014 knowing location of credit card holders on 4 occasions
allowed to re-identify 90% of 3 months of credit card transactions, chronicling the
spending of 1.1 million people in 10,000 shops, having access only to amounts
spent, shop type and a code representing each person. Knowing the amounts spent
on these 4 occasions lead to re-identiﬁcation of nearly all card-holders.73 At this
rate, a meaningful distinction between identiﬁable and non-identiﬁable information
is not sustainable much longer, and all information about people is also personally
identiﬁable.
The conclusion we can draw from Sects. 10.3.1.1 and 10.3.1.2 is that the conceptual boundaries of both notions of health data and personal data are increasingly
blurring in the age of advanced data analytics. Put differently, the status of data both
as personal and as health data is dynamic. Rephrasing Koops,74 just as light
sometimes acts as a particle and sometimes as a wave, data sometimes act as
personal data and at other times as non-personal data, the same piece of personal
data acts as health data under some circumstances, and innocent non-health data
under other, and we simply cannot always predict in which incarnation data will
occur. Consequently, neither the concept of ‘health data’, nor the concept of
‘personal data’ can serve as useful indication of where the boundaries of the
data commons should be drawn. The resource boundaries have to be deﬁned more
clearly than that in order to decide how the use of the common resource should be
regulated. Therefore, these boundaries have to be found elsewhere.
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Data as a System Resource, Data Ecosystems, and Group
Privacy

Having established that the notions of health data and personal data are both not ﬁt
to serve as boundary concepts for deﬁning the data commons, this contribution
proposes to look beyond data, more precisely, at the ‘data ecosystems’ as an
alternative boundary notion. In other words, the question this section tries to answer
is if focusing the effort of governing the data commons on health and personal data
does not work, what should be the unit of governance of the data commons?
(a) Data as a system resource
The idea of ‘data ecosystems’75 as used in this contribution is a continuation of the
‘data as a system resource’ argument I made elsewhere.76 Let me ﬁrst recap on what
I mean by ‘data as a system resource.’ In my 2015 paper I disputed the presumption
of homogeneity of personal data as a resource that has been silently dominating the
economics of personal data scholarship.77 I argued that—in the context of the
modern data flow—personal data does not exist in isolation and presents itself as, or
forms a part of, a system resource that includes various ‘reincarnations’ of personal
data on various stages of the data flow, but ultimately also people as the ‘human
livestock’ where personal data is ‘extracted’ from, and digital platforms used for the
data harvesting.78
People—browsing the Internet, making online purchases, using eHealth applications or ﬁtness wearables, and otherwise engaging with the world digitally—are at
the core of this resource system. In the hyperconnected era of pervasive ICT, our
lives have become the onlives,79 where simply by virtue of our existence in a
technology-mediated environment we generate information. This information tells

The meaning of the ‘data ecosystem’ may be related to, but different from how the notion is used
elsewhere in the literature. E.g. see Cavoukian (2012), where the Personal Data Ecosystem
(PDE) is deﬁned as “a collection of tools and initiatives aimed at facilitating individual control
over personal information” (p. 3) and “the emerging landscape of companies and organizations
that believe individuals should control their personal data, and who make available a growing
number of tools and technologies to enable this. Aside from legal requirements, the starting
premise of the PDE is that individuals control the sharing of their own “ofﬁcial record,” (also
called a “golden record”) and set the rules as to who can access and use their personal information
for what purposes.” (p. 5).
76
Purtova (2015).
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Ibid., p. 102 et seq. I use ‘economics of personal data scholarship’ broadly here, to include not
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Background paper #3, prepared for Joint WPISP-WPIE Roundtable ‘The Economics of Personal
Data and Privacy: 30 Years after the OECD Privacy Guidelines’), www.oecd.org/sti/ieconomy/
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79
Floridi et al. (2015).
75

196

N. Purtova

about the facts and risks of our existence: who we are, what we do, and what we like.
Often we do not know all the facts or risks about ourselves, e.g. that we are bearers of
the Huntington’s gene, but most starkly in case of predictive analytics, what may
happen to us in future (e.g. whether or not we will be able to pay back a loan or
commit an offence).80 However, although not always evident and even hidden, these
facts exist (or will emerge) within us, waiting to (never) be learnt by others.
Digital platform is what distinguishes the modern flow of personal data from how
it used to be before the Information Revolution. Whereas in the pre-ICT era the only
way to learn of the facts about people was through observation, word of mouth, ink
on paper, and through analysis of these sources, at present, numerous electronic
platforms exist that do the observation, recording and conclusion-drawing for us.
Movements of the citizens are recorded by CCTV cameras, online behavior of
Internet users is tracked by cookies. Many business models are based on electronic
platforms ‘harvesting’ personal data and exploiting it in some way, e.g. sell or use to
build consumer proﬁles for targeted advertising. In recent years digital platforms
expanded to include the Internet of Things, “Internet of People”,81 and ‘smart’
cities.82
Personal data, stored in data warehouses, databanks or databases, is mined and
analysed to infer information about us, such as proﬁles, or predictions based on the
previously known data. For instance, weight and lifestyle information supplied by
us to a diet diary app may serve to predict our chances to develop a heart condition.
As the use of electronic platforms becomes more routine, so the personal data banks
become more comprehensive and sophisticated and the knowledge of others about
us becomes more perfect and pervasive. Big Data Analytics powered by autonomous self-learning algorithms is a most remarkable addition to the toolbox used by
the operators of the digital platforms to harvest and process information.
Within the presented vision of personal data as a system resource, and using the
technical vocabulary of the commons, people and data inherent in the very fact of
them existing are the core resource, and the data collected about or in relation to
them is simply a beneﬁt generated by the core resource. In other words, and
drawing an analogy with the ﬁsheries, a more conventional commons: people and
information ‘inherent’ in them, are the global waters with the stock of ﬁsh, digital
platforms together with the Big Data Analytics and other data analytics tools are the
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ﬁshing fleet, sonars, nets, sometimes dynamite and ﬁsh factories, and individual bits
of data extracted and processed83 are the catch.
Yet, it is difﬁcult to operationalize the data commons when the boundaries of the
stock resource are set as broadly as ‘people.’ Therefore, I propose to use the notion
of the ‘data ecosystem’ as the boundary notion of the data commons instead. The
notion of the ‘data ecosystem’ in this contribution expands on the idea of data as a
system resource, ﬁrst, in that it emphasizes the interconnectedness of and the
relationship between the elements of the system resource, and, second, in that the
notion of ecosystem allows for simultaneous existence and interaction of multiple
ecosystems of various sizes and levels, that do or do not overlap, consume smaller
ecosystems and are consumed by larger ecosystems.
(b) Interconnectedness within the data ecosystem and network effects
‘Ecosystem’ in ecology refers to “[a] biological community of interacting organisms
and their physical environment”.84 Getting back to the ﬁsheries example, the stock
of ﬁsh in the global ocean is sustained by a right balance of climate, quality of water,
variety and number of other living organisms, rate of human consumption and other
factors. One or more of these variables changed will mean a fundamental shift in the
ocean’s ecosystem and ultimately drop in ﬁsh population up to extinction. In a
similar fashion, people live together and interact in societies that are organised in a
certain way (e.g., but not only, by way of national and international institutions) to
secure human existence of a certain standard, set both by the most primal human
needs of food and safety, as well as by the relatively recent needs, e.g. respect for
human rights. Although not many changes in the way our societies are organized or
in the way people interact with each other will likely lead to extinction of the
humankind, some shifts may result in changes so fundamental to the nature of our
societies that it is justiﬁed to say that, e.g. the Western post-industrial society based
on the values of human rights, individual liberty and democracy will go extinct.
Technology is one important variable that shapes the present and the future of our
societies. I submit that modern information technology and practices of collection,
analysis and use of (personal) data may amount to such a fundamental shift.85
Further, when one part of an ecosystem is fundamentally affected, the effects are
not isolated to that one part but ripple throughout the ecosystem. As it is impossible
to isolate the effects of the global climate change to the ‘biggest polluters’, so the
effects of the modern data practices increasingly cannot be isolated to a person, a
group or a community where the data originates from. The notion that the actions
and choices of one with regard to his/her personal information affect the interests of
others has been present in the literature for a while now and is commonly referred to
I use the word “processed” here in the meaning close to how it is used in relation to production,
e.g. production of new knowledge through Big Data Analytics like production of tinned tuna from
tuna ﬁsh.
84
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85
Section 10.3.2 develops this point further.
83

198

N. Purtova

as the ‘network effects’ or ‘network externalities’. The most established manifestation of this idea in privacy scholarship would be the notion of ‘privacy commons’.
The scholarship on ‘privacy commons’ essentially refers to Hardin’s tragedy of the
commons, but in the context of privacy: the choices of some to disclose personal
information and opt for a lower level of privacy protection would eventually erode
the level of privacy protection of others. To illustrate, Paul Schwartz deﬁnes ‘privacy commons’ as “a space for anonymous and semi-anonymous interactions” and
observes that “it will be difﬁcult to exclude parties from the privacy commons once
erected. Those who have provided their personal data for little or no compensation
will still try to obtain the beneﬁts of the privacy information space,” without
contributing to its maintenance and thus gradually destroying it.86 Others focus on
the eroding effect of poor privacy choices on ‘the value of privacy as a ‘common
asset’.87 Most recent academic thinking on the ripple effects of privacy choices has
been focusing on the potential of personal data originating from one person to
impact others. Genetic data is an often used example. While this may be a decision
of one to share his/her genetic data, the information revealed will pertain not only to
the person sharing, but also to an entire group of his/her blood relatives over several
past and future generations.88 Remarkably, in the age of proliferation of data collection, any personal data, in a way, is like genetic data: one may decide to live a
device- and Internet free life not to be subjected to decisions made on the basis of
data processing. Such information technology-free existence will require signiﬁcant
sacriﬁce, for IT has penetrated deeply into a common daily routine, including
essential services such as government, healthcare, public transportation where there
is no opt-out. Despite the sacriﬁce, there will always be a signiﬁcant group of
people like him/her—e.g. neighbours sharing a postal area code, gender, age, or
other characteristics—who are wiling to disclose their data; in addition and as
discussed earlier, modern analytics will be able to process more seemingly irrelevant data to produce information of signiﬁcance that would contribute to a proﬁle
that would eventually be applied to our hermit. To bring a health-related example,
health-, socio-economic and other data extracted from a ‘smart community’
somewhere in Africa used essentially as a ‘data farm’ to develop a disease proﬁle
could also be applied to shape life of communities thousands of kilometres away,
on other continents.
For the reasons of these network effects of individual privacy choices and because
in the context of the modern information practices no personal data remains strictly
personal, there is a growing understanding of insufﬁciency of the individual data
protection rights to protect group interests and a talk of ‘group privacy’ is increasingly gaining attention. In a nutshell, current legal regimes of personal data are
individualistic. That is, the law governing personal data is the law of (information)
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privacy and data protection. Information privacy in the US and data protection in
Europe are individual rights with individual control over personal data at their core.
When consent legitimizes collection and further processing of personal data, the
underlying assumption seems to be that the individual in question is in the best
position to weigh the beneﬁts of disclosing the data against the risks, as both the
beneﬁts and the risks pertain to nobody else but the individual him/herself. Until
recently, this assumption was not frequently challenged, and the criticism focused
mostly on the flaws of consent: individual’s inability to fully comprehend the
consequences of data disclosure, lack of time and skill to read through lengthy and
legalistic privacy polices, or the consent being manipulated or forced.89 The
emerging discourse on ‘group privacy’90 accounts for the network effects of data
disclosure and privacy choices and inquires if and how the collection and use of
personal data should be governed by communities and other groups.
(c) Boundaries of the data ecosystems
Where should we draw the borders of the data ecosystem? Because these are
ultimately people who are the ‘stock resource’ generating data as a flow resource, I
propose to use the boundaries of a community of people that produce data and are
affected by it as the boundaries of the data ecosystem. The logical consequence of
such a choice would be a conclusion that there exist multiple data ecosystems
corresponding to the multiple communities, varying in size and level, that do and do
not overlap, consume smaller ecosystems and are consumed by larger ecosystems.
An example of one such data ecosystem would be a smart city and its population. The inhabitants of a smart city both contribute to the data pool generated by
the smart city, e.g. by using the smart city ‘smart’ infrastructure, and are subjected
to decisions taken on the basis of the analysis of these data, e.g. preventive policing,
changes in the city’s infrastructure to shape the citizens’ behaviour, e.g. towards a
more healthy lifestyle. However, within a smart city there could be smaller communities and data ecosystems, e.g. the patients whose medical records contribute to
the electronic health records of the metropolitan network of the hospitals, on which
the Big Data Analytics is used, e.g. to investigate the effectiveness of drugs
administered in combination with other factors. The latter ecosystem may overlap
with several data ecosystems comprised of the communities of the clients of a
number of health insurance companies and the health, ﬁnancial, and other data they
emit, and so on. Smart communities are all part of the data ecosystem of a country,
a continent, and ultimately of a global data ecosystem. Following the ﬁndings of the
commons scholarship on the multicentric governance,91 the communities within
these data ecosystems, perhaps, in consultation with other stakeholders such as
Article 29 Working Party, ‘Opinion 8/2001 on the Processing of Personal Data in the
Employment Context’; Brandimarte et al. (2012, pp. 340–347). doi:10.1177/1948550612455931,
http://spp.sagepub.com/cgi/doi/10.1177/1948550612455931; US Federal Trade Commission
(2012).
90
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91
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operators of the smart infrastructures, etc., should decide on how the data emitted
by the respective ecosystem should be governed.
It has been pointed out in the literature that ﬁnding exactly where the boundaries
of the groups affected by the data lie is not a straightforward task. Indeed, the
groups contributing to and affected by data, or the groups for whom the data is
relevant are not always static and their boundaries shift. Taylor et al. point out that it
is challenging to structure accountability in the era “where almost everyone is
constantly being grouped and regrouped, unaware, by data analytics”.92 It is beyond
the scope of this paper to provide a ready solution to this problem, but some
substantial work has been done by e.g. Giseppe on ‘calculated publics’,93 groups
constructed by algorithms where people are influenced towards certain behaviour.
However, what is clear is that these communities have to have a sufﬁcient degree of
stability in order, ﬁrst, to have relatively stabile boundaries of the data ecosystem,
and second, to enable their participation in the governance of the data ecosystem.
With this rationale in mind, smaller-scale communities with more fuzzy boundaries,
such as clients of a webshop, could be best governed within a higher-level data
ecosystem of a higher order, and with more static and manageable boundaries, such
as consumers within a region or a country.

10.3.2 Provision Dilemma: Interpreting Sustainability
in the Data Commons
This section argues that in the data commons the sustainability dilemma should be
interpreted broader than physical exhaustion or extinction of a common good, and
instead should be understood in terms of the long-term effects of commoditization
of personal data and modern data processing practices, compromising survival of
certain social values and hence leading to ‘extinction of society’ as we would like it
to be, taking the shape of ‘data poaching’.
The sustainability of a stock resource, e.g. the continued existence of the
ecosystem of a ﬁshing pond for ﬁsheries, belongs to the provision type of social
dilemmas of the commons. The sustainability dilemma concerns the long-term
effects of the use of the resource. In the traditional commons like ﬁsheries the
problem of sustainable use arises because of the subtractability of the resource in
question, i.e. the resource diminishes with use, eventually, to the point of depletion.
Although personal data does not become less with use, some uses of personal data,
e.g. for credit scoring or predictive policing based on predictive analytics without
appropriate safeguards, may affect individuals and society in general negatively, or
create negative externalities, in the long run, and hence may be argued to raise the
sustainability dilemma. The literatures conceptualizing such ‘information-induced’
L. Taylor, L. Floridi and B. van der Sloot, ‘Conclusion: what do we know about group privacy?’,
in Taylor, Floridi and van der Sloot eds. (n 91).
93
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harms are multiple and greatly developed, and I will not name all the possible
externalities of the uncontrolled data analytics in this paper. It sufﬁces to note that
such harms are conventionally labeled ‘privacy harms’, and some of those harms
that go beyond the violation of privacy as the interest in control over and secrecy of
information are sometimes labelled “the new privacy harms” (think of, e.g. harms
to individual dignity, autonomy, deliberative democracy, as well as harms deriving
from postmodern theories of surveillance and power and manipulation).94
This chapter will focus just on one illustrative case of such negative consequences of data processing—disempowerment. Recently, innovations in data collection and analytics have resulted in new power dynamics between individuals and
the personal data-intensive businesses collectively referred to as ‘the Information
Industry’. The power relationship in question is Foucauldian in nature.95 In a
nutshell, the Information Industry—enabled by the innovations in data collection
and analytics—has sufﬁcient capacity to control information about and for the
individual to affect his/her behaviour at the level of knowledge and desire in
response to the Information Industry’s needs to generate more revenue, e.g. by
selling more (of a particular kind of) services or products at a higher price. While
the Information Industry’s capacity to control information and people is growing,
the individual has little knowledge or say about these information practices
including or affecting him/her. The following analysis explains the mechanics of it.
This paper understands power as the ability of A “to get B to do something that B
would not otherwise do”.96 Power can be exercised both actively, e.g. by applying
physical force, and passively by limiting the room for choice and decision-making,
e.g. via setting the agenda of debate, or construction of biased decision-making
systems.97 It is safe to say that the personal data appropriation strategies of the
Information Industry have created the power imbalance between the data appropriators and data subjects by putting the former in a position to possess ultimate
knowledge about and control the information accessible to the latter.
Our lives are increasingly mediated through the Internet-powered digital platforms collecting information about us: online photo albums ‘recognize’ faces;
production and delivery of news are digitalized;98 ﬁles are created and stored on a
cloud. Anything from weight-loss to overthrowing governments is done on
smart-phone apps and social networks. We ‘bleed’ personal data when moving a
mouse cursor or using an electronic bus ticket, as a routine by-product of our daily
functioning. Seemingly insigniﬁcant, these data have great economic value.99
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Success of many business models, e.g. search engines, depends on personal data.100
To gather data, companies ‘hoard’ users—data’s ultimate source—in great numbers
by offering digital platforms as ‘free’ and/or exiting new products and services:
social networks, search engines, smart-phones and other ‘smart’ objects with
Internet connectivity, and extract data. This data extraction becomes increasingly
pervasive, as the range of the data extraction platforms grows in kinds and numbers:
it seems nearly everything including the human body can be made ‘smart’ and
connected to the Internet creating a channel for personal data collection.101 In
addition, more of (ever more sensitive) information like emotional state,102 images
of objects and events left in one’s brain103 can be observed and collected.
Companies controlling those digital platforms compile detailed knowledge of
our lives, thanks to Big Data Analytics (cross-contextual analysis of
unprecedentedly-large quantities of personal data) possibly going beyond our
knowledge of self,104 analyse it, make decisions about us on the basis of it, and feed
those decisions back to us in real-time in the form of (price) discrimination105 and
behaviour ‘nudging’ to buy (personalized ads), read (personalized news), eat
(personalized dietary advice), and share more data.106 Left uncontrolled, these
data-farming practices will turn users into ‘human livestock’: happily kept in the
‘gilded cages’ of manipulated smart environments that predict and shape their wants
and actions,107 to harvest personal data that fuels the proﬁt-making Information
‘bio-industry’.108 All this is done without sufﬁcient control or awareness of people
subjected to data extraction, discrimination and nudging.109 The Information
industry can have power over people at the level of knowledge and desire,110
undermining ability to challenge and change social environment.111
As framing the environmental concerns in terms of the commons once did for
development of environment-oriented civil society groups and successful environment advocacy, so, Bollier predicts, will the “information commons” rhetoric play a
role in exposing social injustices and tensions in the area of information use:112
Unlike toxic chemicals in the environment, … abuses of the information commons do not
generally result in death and injury. This places a greater burden on language to expose the
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dangers now facing creative expression, information flows, and the experimental “white
spaces” in our culture.113

Coming back to data analytics and power, any power imbalance on its own will
not lead mankind to extinction. However, it can fundamentally alter the nature of
the human society, for instance, by ‘nudging’ everyone into ‘normal’, predictable
existence deprived of freedom and creativity and ‘ultimately less human’.114
Breaking this power imbalance should be at the heart of the data protection law, as
preserving nature is at the heart of the environment legislation.

10.3.3 Appropriation Dilemma: Enclosure of Data
As the data commons is subject to the provision problems, disempowerment being
amongst them, so is it also subject to the appropriation problems. As explained
earlier, the access to or allocation of the beneﬁts of the resource is at the core of the
appropriation problem. This section will consider the enclosure dilemma as an
illustrative case of the appropriation problem in the data commons.
Historically, enclosure referred to the gradual privatization of “commons”—
shared agricultural lands and forests—in Europe, where over the course of
500 years the rights of communities were withdrawn in favour of the elite
landowners and the state.115 Therefore, as Ostrom and Hess explain, “[t]he narrative
of enclosure is one of privatization, the haves versus the have-nots, the elite versus
the masses.”116 Boyle describes the “Second Enclosure Movement”117 in the
context of knowledge and ideas, or as he puts it, the “intangible commons of the
mind,” through rapid expansion of intellectual property rights. Similar privatization
and enclosure processes are taking place throughout the new commons, and as
discussed in Sect. 10.2.2, articulating the enclosure and privatization as problematic
often serve as a trigger for framing dilemmas associated with the new resource in
terms of commons. Enclosure is often a result of the ‘inequality of arms’ between
different resource appropriators (think of the well-equipped industrial ﬁshing fleet
catching hundreds of times more ﬁsh than an indigenous ﬁsherman using traditional
tools). Enclosure can also follow a technological leap that allows to capture a
resource that was previously “unowned, unmanaged, and thus, unprotected,”118 e.g.
the minerals of Mars.
As caught ﬁsh would be the beneﬁts of the ﬁsheries, the ‘beneﬁts’ of the data
commons are the data emitted by the data ecosystems, so the enclosure dilemma in
the context of the data commons refers to the capture of the data by a few
113
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information industry actors, precluding anyone else: people, researchers, smaller
data-centred businesses, and anyone else, from proﬁting from data, too. In other
words, data, having gained substantial economic value, is not equitably distributed
and used. To illustrate, Evgeny Morozov in his Financial Times piece119 has
recently argued that digital giants like Google and Facebook harvest, hoard, hold
monopoly over and exclusively proﬁt from the pools of data collected through their
various services, whereas these pools are not available to anyone else.
I have also examined the phenomenon of enclosure of personal data elsewhere in
the context of the property in personal data debate.120 I have demonstrated that, in
the circumstances of no clear allocation of de jure property rights, a few actors
within the personal data-intensive Information Industry have made and effectuated
the strongest de facto claim on exclusive rights in personal data. To recap, although
the dominant view in information economics is that any information, including
personal data, is not rival and that data will not become less available or different
for other Information Industry actors after having been collected once,121 I argued
that the existing personal data marketplace is nothing but rivalrous, and the
data-intensive actors are battling for the ability to exclusively harvest personal data
ever more intensely as the value of personal data grows.
Although no data-intensive business, in theory, is precluded from harvesting
personal data, the tricky part is in getting to the source of it, i.e. people, in the ﬁrst
place. The rivalrous nature of personal data follows from the rivalrous nature of the
users of electronic platforms. As follows from the impression of the modern personal data flow sketched earlier, personal data needs to be ‘extracted’, i.e. the facts
about us need to be observed, recorded or discovered. This is often done through an
electronic platform—an information technology service such as a search engine,
social network, or a smart city. The Information Industry actors creating and
operating their own platforms effectively create, operate and claim exclusive control
over their own private data ecosystem, which they effectively exploit. The data is
harvested from the electronic platform users as they go about using a service:
sharing status updates, indicating their music and other interests, ‘checking in’,
‘liking’, tweeting, tracking their activities or calories consumption or exchanging
personal messages. Information Industry actors other than the owner of a given
electronic platform and the respective data ecosystem are prevented from accessing
this pool of users and their personal data. By analogy with the land enclosure, this
might be called ‘an enclosure of data’ movement.
It is prohibitively difﬁcult for other actors to build their own data ecosystems and
partake in the data commons beneﬁts. The services provided to the users by successful electronic platforms, such as Facebook or Google, are often unique. Many
would say that Google search engine is unique in how effectively it delivers search
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results, meaning, how relevant and complete they are. Also, although there are
other social networks and search engines available, once an electronic platform has
gained popularity (read: ‘succeeded in hoarding a large number of users’) and has
achieved a dominating position on the market, the users tend to stick with the
popular platforms, e.g. because a social network is useless if nobody you know is
on it, or because a search engine delivers more accurate and useful search results
when more people use it.122 One may speculate that to build a successful data
extraction platform, a business with its own goodwill, one may need to come up
with an original idea for a service that would be unique on the market and popular
among users, or create a platform that the users cannot avoid using, to attract its
own ‘user livestock’.
At the same time, many business development strategies of the ‘digital giants’ of
late can be explained by their competition for the ‘user livestock’, extending the
borders of their self-made data ecosystems to ‘hoard’ more users and gather more
and new kinds of data. The Introduction has already mentioned the initiatives of
Apple and Google to extend their business into the area of health research. As this
trend continues, it is easy to imagine how these few digital giants will become the
only points of access that everyone would have to use—at a charge—in order to
access data, be it for health research, marketing, or any other purpose, much like the
commercial publishers have already become the dominant access points for scientiﬁc knowledge. These few will hold the keys to the data-driven knowledge
production and innovation, also in the area of health, quite ironically, the main
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pillars of the data-sharing advocacy.123 Figure 10.2 draws parallels—in structure
and social dilemmas—between ﬁsheries as a traditional commons, scholarly
knowledge as a commons increasingly gaining recognition, and the data commons
as articulated in this contribution.

10.4

Conclusions and Directions for Future Research

This contribution applied the commons analytical and normative framework to the
question of using personal (health) data for common good. Although the point of
departure for this paper’s discussion was the rhetoric of sharing data to facilitate
Big Data enabled breakthroughs in healthcare and health research, one of the most
important conclusions this paper arrived at is that constructing data commons
within the boundaries of health data is impossible for a simple reason; in the age of
advanced data analytics the data that is originally not related to health always has a
potential to become health-related. As the border between what constitutes healthand non-health data collapses, the paper concluded that the notion of health data is
not ﬁt as a guiding notion to delineate the boundaries of the data commons, and so
no stable ‘health data commons’ can exist, or the boundaries of it would grow
substantially beyond what is data with immediate health signiﬁcance, to effectively
cover all personal data.
However, as the analysis progressed, it called for a similar conclusion with
regard to the notion of personal data. The paper built on the growing body of
literature where it is argued that the conceptual boundary between information that
is personally identiﬁable and non-identiﬁable—the deﬁning element of the notion
‘personal data’—is not meaningful when any set of de-identiﬁed data can be
re-identiﬁed using the Big Data Analytics techniques. Therefore, ‘personal data’
cannot serve as a boundary concept to construct the data commons either.
I suggest that ‘data ecosystem’ can serve as a more ﬁtting boundary concept to
deﬁne what is the common resource when we talk about using data for common
good. The concept ‘data ecosystem’ builds on the previous work on the nature of
personal data as a system resource, i.e. not existing in isolation but encompassing
‘reincarnations’ of personal data on various stages of the data flow, and ultimately
people as the ‘human livestock’ generating personal data by engaging with digital
platforms. The boundaries of a data ecosystem are deﬁned along the boundaries of a
community of people that produce data and are affected by it. As the communities
can be multiple, of a higher or lower order, overlapping or consuming each other, so
can the data ecosystems be many, of a larger or smaller size and in various relationships towards each other. In this context, these are the communities of people
engaging with digital platforms that are the data commons similar to more conventional commons such as the ﬁsheries and that need to be preserved, whereas the
123
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individual bits of data extracted from them are just the beneﬁts that the shared
resource emits.
In this context, I was able to identify two social dilemmas, or problems, speciﬁc
to the data commons. The ﬁrst problem is the problem of ‘unsustainable’ data
practices leading to disempowerment of people vis-à-vis the Information Industry
when people effectively live in manipulated digital environments, are not aware of
and cannot contest the decisions taken about them on the basis of data analysis.
This problem was classiﬁed as ‘the provision dilemma’, the core of which is the
preservation of the shared resource. I argue that at least in the context of the data
commons we need to get away from the literal interpretation of sustainability and
resource preservation to mean physical persistence and avoidance of depletion, and
that we should consider preservation of our communities and their values as the
sustainability target instead. Following this reasoning, more provision problems
could be identiﬁed, such as preservation of deliberative democracy.
The second problem identiﬁed is the problem of enclosure of data by a few
Information Industry actors. It is classiﬁed as an appropriation problem, meaning
that it concerns distribution of and access to the resource beneﬁts. Such enclosure of
data is made possible, I argue, by the monopolistic position of a few Information
Industry actors operating own digital platforms that dominate the market of similar
platforms, and thus holding the key to who can access the data commons, what in
fact is their private data ecosystems. As these platforms grow, extending the
boundaries of the private data ecosystems to more users in new market niches and
types of services, there is a real chance these few actors will become the exclusive
gatekeepers for anyone to access data, be it for the purposes of health research or
anything else.
The purpose of this paper was to frame the matter of opening up personal data
for common use as a commons issue, and to kick-start the discussion on the data
commons within the proposed analytical framework. Yet, the proposed analytical
framework could be elaborated and developed further in both conceptual and
empirtical research, e.g. on where to draw more precise boundaries of the common
resource and on further identiﬁcation of societal dilemmas of the data commons, as
well as looking for the solutions to the identiﬁed problems.
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