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Credencial exposta em dominio publico

@)

<> Code Issues 3 Pull requests 0 Projects 0 Wiki Insights ~

Branch: masterv  ami-promoter / promote.sh

Executable File 41 lines (31 sloc) 1002 Bytes Raw Blame

#!/bin/bash -e

# note that us-east-1 is not required in this list because the source AMI is built in us-east-1
REGIONS="us-west-1,us-west-2,\

eu-west-1,eu-central-1,\

ap-southeast-1,ap-southeast-2,ap-northeast-1,ap-northeast-2,\

sa-east-1"

AWS_ACCOUNT="'732831827364"
AWS_ACCESS_KEY_ID="'AKIAIOSFODNN7EXAMPLE'
AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYZEXAMPLEKEY'
make build

echog)**—=- o

echo -n "AMI to promote: "
read AMI
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Your PC ran into a problem and needs to restart. We're

just collecting some error info, and then we'll restart for
you.

20% complete

For more information about this issue and possible fixes, visit https://www.windows.com/stopcode

If you call a support person, give them this info:

Stop code: CRITICAL PROCESS DIED
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onelogin

O atacante obeteve acesso a
um conjunto de AWS Keys e
usou ela para acessar a APl do
AWS, o banco de dados com
todas as informacgdes dos
usuarios bem como outras
chaves.

Um Hacker acessou o registro de um docker que

continha o cdédigo completo, APl Keys e Secrets
da empresa
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Conjur Server (Basic)

» Linux Operating System
Front End Back End

» PostgreSQL Database

» Secure Secrets Storage &g?) E'.:..:..:. —_ Eﬁ
« HTTPS w/ REST API Users

» Authentication, Permissions, Secrets
Management, Auditing

- LDAPS Directory Services ~—3 . @
= 3rd Party Integration & @

Admin Conjur Audit DB Auditors

l

Link GitHub https://github.com/cyberark/conjur
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> Politica baseada em Papeis (Role Based)

> Integracao com tecnolgias utilizadas no dia a dia

(Puppet, Jenkins, Docker etc)
> Armazenamento seguro de secrets

> Troca de secrets (Pago)
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Visual editor JSON

"Statement": [
{

4

"sid": "DevOpsPolicy",
"Effect": "Allow",
- "Action": [
"iam:CreateInstanceProfile",
"iam:PassRole",
"iam:AddRoleToInstanceProfile",
"ec2.AssociateIamInstanceProfile”

1,

N "Resource”: [
"arn:aws:iam::*:instance-profile/*",
"arn:aws:iam::*:role/*",
"arn:aws:ec2::*:instance/*"

]
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SkyArk is a cloud security project with two helpful sub-modules - AWStealth and AWStrace.

Link GitHub: https://github.com/cyberark/SkyArk
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Obrigado!

erickrazr@gmail.com
+55 11 99922-5224
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