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Seguranc¢a para android

O que eu preciso saber?



Vocé ja deu permissao de
acesso a seus dados so6 para
usar um app?



Vamos quebrar
O OSSO app!
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.method protected onCreate(Landroid/os/Bundle; )V
.locals 1

.line 14
invoke-super {p@, pl}, Landroidx/appcompat/app/AppCompatActivity;-
>onCreate(Landroid/os/Bundle;)V

const pl, Ox7f09001c

.line 15
invoke-virtual {p0, pl}, Lcom/example/sample/MainActivity;->setContentView(I)V

.line 16
invoke-virtual {p0}, Lcom/example/sample/MainActivity;-
>getWindow( )Landroid/view/Window;

move-result-object pl

const/16 vO, 0x2000
invoke-virtual {pl, v0O, v0}, Landroid/view/Window;->setFlags(II)V




Ferramentas

-+ ApkTool

= release apktool d app-release.apk

decompile analise estatica

“ ]
L ‘ .smali

APK

PicPay



Ferramentas

-+ ApkTool

= release apktool d app-release.apk

decompile analise estatica

Ak
W | ) smali
APK I

alteracao do codigo pf‘cpay




Ferramentas

-+ ApkTool

= release apktool d app-release.apk

decompile analise estatica compile
auh

W ) smai )
APK I

alteracao do codigo P|E'cpay




Ferramentas

-+ ApkTool

= release apktool d app-release.apk

= release apktool b app-release -0 new_app_release.apk

decompile analise estatica compile
auh

W ) smai )
APK I

alteracao do codigo pf‘cpay




Ferramentas

-+ ApkTool

= release apktool d app-release.apk

= release apktool b app-release -0 new_app_release.apk

b
=
APK

decompile

‘ .smalli ‘

analise estatica

1

alteracao do cédigo

compile

APK

PicPay



Ferramentas

-» Jadx

PicPay



Ferramentas

-» Jadx

= release jadx -d jadx-release-pro app-release.apk

PicPay



Ferramentas

-» Jadx

= release jadx -d jadx-release-pro app-release.apk

ish
I
APK

PicPay



Ferramentas

-» Jadx

= release jadx -d jadx-release-pro app-release.apk

W | )

APK

PicPay



Ferramentas

-» Jadx

= release jadx -d jadx-release-pro app-release.apk

“ n
" ‘ .smali

APK

PicPay



Ferramentas

-» Jadx

= release jadx -d jadx-release-pro app-release.apk

i ‘.smali ‘

APK

PicPay



Ferramentas

-» Jadx

= release jadx -d jadx-release-pro app-release.apk

ih
!
APK




/* access modifiers changed from: protected */
public void onCreate(Bundle bundle) {
super.onCreate(bundle);
setContentView((int) R.layout.activity_main);
getWindow( ).setFlags(8192, 8192);
EditText editText = (EditText) _$_findCachedViewById(R.1id.etTest);

Intrinsics.checkExpressionValueIsNotNull(editText, "etTest");

editText.setCustomSelectionActionModeCallback(new MainActivity$onCreate$l());
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CVE Details

- . . oo (e.g.: CVE-2009-1234 or 2010-1234 or 20101234) View C
The ultimate security vulnerability datasource

Log In Register Vulnerability Feeds & WidgetsNew ERIIVETIINos s

Home
Browse :

Vendors . oge
Products Enter a CVE id, product, vendor, vulnerability type... Search
Vulnerabilities By Date
Vulnerabilities By Type

Reports :
CVSS Score Report Current CVSS Score Distribution For All Vulnerabilities
CVSS Score Distribution
Search : . -
Vendor S h Distribution of all vulnerabilities by CVSS Scores Vulnerability Distribution By CVSS S
‘endor Searc
CVSS Score Number Of Vulnerabilities Percentage CVSS Score Ranges
Product Search Mo+
. 922 0.80 :
Version Search Wiz
Vulnerability Search 899 0.70 27009 27085 Mo
By Microsoft References 4793 3.90 23492 34
Top 50 : 3-4 4456 3.70 45
Vendors 4-5 27009 22.10 o7t 16084 e
. 6-7
Vendor Cvss Scores
rvss scer 5-6 23492 19.30 Hs
Products Hso
Product Cvss Scores CZ 16731 13.70 4793 Mo-10
i 27065 22.20 4456 i
versions 922 899 543
Other : 543 0.40 s .
Microsoft Bulletins 16084 13.20
Bugtraq Entries Total 121994

CWE Definitions

Weighted Average CVSS Score: 6.6
About & Contact

%m Looking for OVAL (Open Vulnerability and Assessment Language) definitions? http://www.itsecdb.com allows you to view exact details of OVAL(Open Vulnerability and Assessment Language) definition
FAQ and see exactly what you should do to verify a vulnerability. It is fully integrated with cvedetails so you will be able to see OVAL definitions related to a product or a CVE entry.
Articles Sample CVE entry with OVAL definitions : CVE-2007-0994

External Links :
NVD Website www.cvedetails.com provides an easy to use web interface to CVE vulnerability data. You can browse for vendors, products and versions and view cve entries, vulnerabilities, related to them. You can view statist
CWE Web Site about vendors, products and versions of products. CVE details are displayed in a single, easy to use page, see a sample here.

View CVE :

CVE vulnerability data are taken from National Vulnerability Database (NVD) xml feeds provided by National Institue of Standards and Technology. Additional data from several sources like exploits from www.exploit
Go db.com, vendor statements and additional vendor supplied data, Metasploit modules are also published in addition to NVD CVE data.
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Ofuscacao de cédigo

ProGuard

Name obfuscation
M—PROGUARD S>> Optimization
Minification

DexGuard

manifest SSL pinning

Anti-tampering
Root detection
Anti-debugging
Anti-hooking Dex packer

classes.dex

Control flow obfuscation
Encryption
I DEXGUARD » Opaque predicates
Arithmetic obfuscation
asset files Name obfuscation
nification
resources.

arsc
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app ficar vulneravel
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Referéncias

Politica de software indesejado da google
https://www.google.com/about/unwanted-software-policy.html

OWASP Mobile
https://www.owasp.org/index.php/OWASP_Mobile_Security_Project

Documentacao sobre seguranca no android
https://developer.android.com/topic/security/best-practices

Ferramentas
https://techbeacon.com/app-dev-testing/16-tools-bulletproof-android-

app-security
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