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> Nao é incomum ver erros de uso dos frameworks de log

> Features/recursos nao tao populares
> AsyncLogger, metodos entry/exit, throwing
> MDC
> Observability (SRE)
> Logs, métricas e rastreamento
> Essencial devido a complexidade dos sistemas atuais

> Analytics
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THE
SLF4J &P oivmorens
> Simple Logging Facade For Java
> “API”/Abstracao para frameworks de logging
> Framework muda, mas o codigo nao!
> Facil configuracao
> api principal => org.slf4j:slf4j-api
> fmk logging => org.apache.logging.log4j:log4j-slf4j-impl
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org.slf4j.Logger LOGGER =

org.slf4aj.LoggerFactory.getlLogger(SearchPersonUseCase.class);

void metodo() {

LOGGER.info("...™)
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] THE
L0g4j2 - Features &Y oovorens

> Substituicao de parametros

LOG.debug(”A requisicao da URL {} demorou {} segundos”, url, duracao);

> Em resposta as deficiéncias anteriores

LOG.debug(”A requisicao da URL" + url + " demorou " + duracao + " segundos”);

if (LOG.1isDebugEnabled()) {
LOG.debug(“A requisicao da URL" + url + " demorou " + duracao + " segundos”);
il
J
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L0g4j2 - Features &Y oovorens

> Suporte a lambda para lazy logging!

LOG.debug("{}", () createRequestMessage(request));

> Executar? Somente o necessario!
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> Métodos para tracking de fluxo
> entry / traceEntry
> exit / traceExit

> catching
> throwing

> Suporte slf4j via slf4j-ext
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@cetMapping(value = "/person/{person id}")
public ResponseEntity<PersonModelResponse> searchPersonById(
@rpathvariable(name = "person id") Long personId) [{

log.entry(personid);

try {

log.exit(result);
return result;
} catch (IllegalAargumentException exception) {
ResponseStatusException responseStatusException
= new ResponseStatusException(HttpStatus.UNPROCESSABLE ENTITY, exception.getMessage(), exception);

log.throwing(responseStatusException);
throw responseStatuskException;

}
)
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> Loggers assincronos!

name="com. chawico" level="TRACE"
additivity="false"
ref="stdout”

ref="graylog"

level="ERROR" includelLocation="true"

ref="RandomAccessFile"
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Alta performance!
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Async Logging Throughput (msg/sec) - higher is better

M Log4j2: Loggers all async

M Logdj2: Loggers mixed sync/async
= Logdj2: Async Appender

m Logdj1: Async Appender

M Logback: Async Appender

IDK1.7.0_06 [64bit) on Solaris 10

| 4-core Xeon X5570 dual CPU @2.93GHz
with hyperthreading switched on
| I- L (16 virtual cores)

1thread 2threads 4threads 82threads 16 threads 32 threads 64 threads

Fonte: https://logging.apache.org/log4j/2.x/performance.html



https://logging.apache.org/log4j/2.x/performance.html
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Mas cuidado na hora de configurar...

Performance Impact of Capturing Caller
Location (higher is better)

9,000, 000D
8,000,000 10K 1.8.0_45 on
RHEL 6.5 [Linux 2.6.32-
¢ 7.000000 573.1.1.el6.x86_64) with
§ 5,000, 000 10-core ¥eon CPU E5-2660
(7] -
= 5,000,000 w3 @2 .60GHz with
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a 4,000,000 (20 wvirtual cores)
2 3,000,000
o
£ 2,000,000
1,000,000 . -
o
JuL Logdj2 Logdjl Loghack LogdjZ
Memory Async Async Async Async
Handler Loggers Lppender Appender Appender
MW Default §,040,192 4,231, 267 1,947,552 1,329,191 9gs5, 224
W With Location 75,293 54 979 45,126 45,521 32,743

Fonte: https://logging.apache.org/log4j/2.x/performance.html
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500 - Internal server error.

There is a problem with the resource you are looking for, and it cannot be displayed.

16114 fhtth-nio-EBEB-exec-lj ERROR SearchPersonController - Ocorreu o erro null

} catch (Exception exception) {
log.error("0Ocorreu o erro " + exception.getMessage());

¥

> Stacktrace nao adicionada ao log
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eption exception) {
log.error( )rreu um erro na operacao”, exception);

7354 [http-nio-808@-exec-1] ERROR SearchPersonController - Ocorreu um erro na operacao - correlationID= 34432sdfdsf
java.lang.NullPointerException: null
at com.chawico.showcase.bootlogdj2.entrypoint.SearchPersonController.searchPersonById(SearchPersonController.java:42) [classes/:?]
at sun.reflect.NativeMethodAccessorImpl.invoke@(Native Method) ~[?:1.8.0_212]
at sun.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl.java:62) ~[?:1.8.08_212]
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43) ~[?:1.8.0_212]
at java.lang.reflect.Method.invoke(Method.java:498) ~[?:1.8.8_212]



Logging e excecoes

on exception) {
sponseStatusException = new ResponseStatusException(HttpStatus.

log.throwing(responseStatusException);
throw responseStatusException;
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UNPROCESSABLE ENTITY);

org.springframework.web.server.ResponseStatusException: 422 UNPROCESSABLE_ENTITY

at com.chawico.showcase.bootlog4j2.entrypoint.SearchPersonController.searchPersonById(SearchPersonController.java:51) ~[classes/:?]

at sun.reflect.NativeMethodAccessorImpl.invoke@(Native Method) ~[?:1.8.0_212]
at sun.reflect.NativeMethodAccessorImpl.invoke(NativeMethodAccessorImpl.java:62) ~[?:1.8.0_212]

at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:43) ~[?:1.8.0_212]

> Stacktrace original perdida
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log.throwing({responseStatusException);
throw responseStatusException;

Caused by: 3aua.1an§.IllegalArgﬁmentExc;ption: No null or_neg;tive Person identifier value is acceptable!
at com.chawico.showcase.bootlogdj2.usecase.SearchPersonUseCase.findPersonById(SearchPersonUseCase.java:34) ~[classes/:?]
at com.chawico.showcase.bootlogdj2.entrypoint.SearchPersonController.searchPersonById(SearchPersonController.java:43) ~[classes/:?]
. 67 more

> Causa original do problema preservada
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Até agora esta tudo bom... tranquilo mas...
como ficam microsservicos e sistemas distribuidos?
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Graylog
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> Gerenciamento de logs centralizado
> Envio de logs via appender log4j (gelf) ou sidecar
> Interface grafica com buscas via elasticsearch
> Escalavel
> Possui versao open source!

* gelf = graylog extended logging format



| http_response_status=422

Search in the last 2 days

Search result

Found 3 messages in 50 ms, searched
index.
Results retrieved at 2019-07-16 08:47:19.

in1

Add count to dashboard +

Fields Decorators
Default  All None
» className
» correlation_id
’ facility
» flow_id

List fields of current page or all fields.

More actions -

v P Notupdating ~ -

Histogram Add to dashboard

@ Year, Quarter, Month, Week, Day, Hour, Minute

Messages

Timestamp 5 source

2019-07-15 09:09:04.632 DESKTOP-HVHBS68

GET uri=/bootlog4j2/person/-1 completed with STATUS 422 in 9ms

2019-07-15 09:08:51.736 DESKTOP-HVHBS68

GET uri=/bootlog4j2/person/-1 completed with STATUS 422 in 6ms
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Legal... mas em um sistema com multiplos
usuarios e milhares de linhas de log, como eu
sei quem é quem?
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> Mapped Diagnostic Context
> Contexto por thread
> Comumente utilizado para tracking de requisicoes

> Configuravel para aparecer nos logs
) E facil de usar!

org.slf4]).MDC.put(“correlationId”, UUID.randomUUID().toString());

> Mas nao esqueca de limpar!

org.slf4j.MDC.remove( " correlationId”);




THE
DEVELOPER'S
CONFERENCE

?— .

PR



Z10Ki BIEI\E/ELOPER’S
IPKIn CONFERENCE

> Sistema distribuido para tracking
> Visao timeline desde origem até fim da requisicao

> Buscas pelo trace ID (correlation ID), nome do
Servico, etc

> Integra-se com spring-cloud-sleuth
> Adiciona tracking automaticamente a aplicacéo
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. Trace ID
li Discover & | traceid...

Please select the criteria for your trace Iookup 10 e 1HOUR Q
ef86¢c83c0a05a6d6 Duration: 38.793ms Services: 3 Depth:3 Total Spans: 6
oms 9.698ms 19.396ms 29.095ms 38.793ms

+ '
Service Name Il Span Name I Oms 76.504s 153.009s 229.513s 306.017s
-] Imubile-gateway get 38.793ms
a2 Iauth-sewice http:/parent/auth-service/v1/authenticati...| 14.077ms
I auth-service extend-token-life 1.291ms
a2 Icontent-service get /content/personal 20.333ms
I content-service hystrix 863us
Icontent-service get 8.965ms




Discover

Please select the criteria for your trace Innkup.

[duhmgm]

THE
DEVELOPER'S
CONFERENCE

auth

¥ Uses(Traced requests)
COUNT 50 ERROR 0

2 Used by(Traced requests)

stlogin

‘COUNT

COUNT

2 ERROR 1

50 ERROR 0

datamgmt

‘COUNT

20 ERROR 0
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Repo - https://gitlab.com/chawico

Observability - https://www.oreilly.com/library/view/distributed-systems-observability/9781492033431/ch04.html
SLF4J - https://www.slf4j.org/

Log4j2 - https://logging.apache.org/log4j/2.x/manual/configuration.html

Graylog - https://www.graylog.org/

Gelf - https://logging.paluch.biz/examples/log4j-2.x.html

Zipkin - https://zipkin.io/



https://gitlab.com/chawico
https://www.oreilly.com/library/view/distributed-systems-observability/9781492033431/ch04.html
https://www.slf4j.org/
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> SLF4J -> independéncia de codigo sobre

frameworks de logging

> Log4J2 -> melhor performance, novos métodos
para tracking

> MDC -> mapeamento por thread para logging
> Graylog -> centralizacao de logs
> Zipkin -> sistema distribuido p/ tracking
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Obrigado!!! [0 /in/charlescoco

/chawico
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